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Foreword:
COMMANDER JALLC

It is my honour to present this year’s edi-
tion of the JALLC Explorer. This edition
showcases the JALLC’s great achieve-
ments in the face of adversity. The gen-
eral theme of this Explorer investigates
the many different ways the JALLC has

- N been essential in NATO'’s response to the
~& COVID-19 pandemic.

= As we learned in responding to this global
N crisis, the Alliance, national entities, and
international organizations have room for
g improvement in dealing with international
crises. This is where Lessons Learned
and information sharing prove to be the most critical. As an organization, NATO continues to
transform with the help of documenting its observations for improvement and implementing bet-
ter practices. By managing the NATO Lessons Learned Process, the JALLC ensures that the
Alliance has the ability to learn from the past to prepare and respond to the next international
crisis.

2asl “

On that note, | would like to emphasize that the quality of the JALLC’s Lessons Learned output
depends greatly on the input from everyone in NATO; individuals and entities across the Alli-
ance and Partner Nations must submit their Observations and Lessons and Best Practices
based on their respective experiences if the Alliance is to remain a learning organization and
ensure that valuable experience and expertise is captured for future use.

In this edition of The Explorer, you will see exactly how the JALLC has played its part over the
past year, and continues to do so moving forward. On behalf of the JALLC, we wish everyone a
safe end to the pandemic and a welcomed return to normalcy.

Happy reading, and enjoy!

Bogdan CERNAT
Brigadier General, ROU A
Commander JALLC
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Visit of Naval Striking and
Support Forces NATO
(STRIKFORNATO) Chief of Staff
Brigadier General Marcus
Annibale (22 December 2020)

Visit of the NATO Communications
and Information Academy Director,
Gary Hargreaves (08 October 2020)

Visit of Major General Cavo HQ SACT
Deputy Chief of Staff Joint Force
Development (12 March 2020)
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As COVID-19 took the world hostage,
NATO immediately implemented
measures in HQs all over the Alliance
based on guidance from the World
Health Organization to reduce the
spread of infection. Read about some
of the actions that NATO took in
response to the pandemic, and what
the JALLC's role was.
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NATO has been incredibly
active responding with military
and humanitarian measures in
response to the pandemic over
the past year. Unfortunately,
many of NATO’s Member
Nations and Partners alike
were impacted by the COVID-
19 pandemic. The Alliance
came together, as it always
does, and ensured that it did
everything possible to support
its community.

To purchase medical supplies
for impacted nations, NATO
established a NATO Pandemic
Response Trust Fund. Once
the supplies were acquired,
NATO’s Euro-Atlantic Disaster
Response Coordination Centre
(EADRCC) coordinated where
these supplies would go.

For example, NATO Allies
Albania, Czech Republic,
Montenegro and North
Macedonia received 200 venti-
lators from NATO’s stockpile.
Additionally, a portion of the
financial contributions from the
Trust Fund is funding assis-
tance packages to some of
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NATO delivers ventilators to the Czech Republic © NATO HQ

NATO’s hardest-hit partners,
including Bosnia and Herze-
govina, Iraq, the Republic of
Moldova, Tunisia and Ukraine.

The national militaries were
also critical in responding to
the pandemic. As of November
2020, militaries from across the
Alliance:

Flew more than 390

flights to transport
medical personnel

Transported around 1,900

tonnes of medical
supplies and equipment
to Allied countries.

Helped build almost 100
field hospitals and over
25 000 treatment heds.

Supported civilian efforts
with almost half a million
troops

NATO also took necessary
steps to make sure that its
personnel would stay safe and
limit the spread of the pandem-
ic into the greater community.
These measures include the
suspension of the majority of
staff travel, encouraging staff to
work from home, mandatory
mask-wearing inside NATO

Poland delivers medical aid to Irag © NATO HQ
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buildings, and suspending group visits to NATO
HQ in Brussels. The JALLC is no exception, and
continues to maintain a 50% maximum in-office
capacity and encourage its staff to work from
home and social distance.

The Alliance has also taken critical steps to inno-
vate in response to COVID-19. The NATO Innova-
tion Hub organized a 2020 Innovation Challenge
open to entrepreneurs, designers, inventors, engi-
neers, scientists, coders, and others in order to
find innovative solutions to: support the
decision-making of military leaders, deliver logis-
tics and supplies to isolated individuals and teams,
and identify false information and mitigate its ef-
fects on NATO operations.

Additionally, NATQO’s Chief Scientist started a chal-
lenge to identify solutions to some of the most
pressing scientific challenges

resulting from COVID-19. This challenge was set
out to the 6000 scientists within the Alliance’s net-
work. For more information on NATO’s response,
check out the “NATQO’s Response to the COVID-19

Pandemic Factsheet.”
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RAF Flights take UK aid-funded supplies to Africa to tackle coronavirus.
©UK MoD Crown Copyright 2020

“We do not need to
reinvent NATO. But we do
need to ask how we can
make our Alliance
stronger and more

effective.”

NATO Secretary General Jens
Stoltenberg at the German Institute for
Global and Area Studies, June 2020
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https://www.nato.int/nato_static_fl2014/assets/pdf/2020/11/pdf/2011-factsheet-COVID-19_en.pdf
https://www.nato.int/nato_static_fl2014/assets/pdf/2020/11/pdf/2011-factsheet-COVID-19_en.pdf

Whatis the
JALLG'S role?

SHAPE Vice Chief of Staff Lieutenant General Brice Houdet,
right, attends a briefing during Exercise Steadfast Bonus
2020 held at SHAPE Headquarters in Mons, Belgium. (NATO

Photo by SSgt Ross Fernie)

NATO’s biggest cyber defence exercise, the week-long
Cyber Coalition started on Monday (16 November 2020). The
exercise aims to train cyber defenders in their ability to
defend NATO and national networks and will test decision
making processes and procedures. Source: https://

www.nato.int/cps/en/natohq/news_179481.htm

The JALLC took an active
role in helping the Alliance
respond to, document, and
learn from the ongoing crisis.

In the first months of the pan-
demic, HQ Supreme Allied
Commander Transformation
(SACT) tasked the JALLC
with a short-term analysis
request to identify lessons to
be shared with the NATO
Chiefs of Defence. The
JALLC conducted research,
a survey, and interviewed
senior military leaders from
Nations, the NATO Com-
mand Structure, the NATO
Forces Structure, Centres of
Excellence, and Agencies.
The final report, Strategic
Military Lessons of the
COVID-19 Crisis, presents
seven Lessons Learned are-
as, and addressed two es-
sential questions: “what did
we learn?” and “what can we
improve.”

The JALLC also provided
Joint Analysis support to enti-
ties across the Alliance, in-
cluding to the NATO Science
and Technology Organization
in a report titled The Military
Impacts of COVID-19 on the
Alliance: Challenges and Op-
portunities, and direct re-
search and analysis support
to SHAPE J7 and planners in
their COVID-19 response
efforts.

In addition to COVID-19
related Joint Analysis sup-
port, the JALLC continued to
support NATO exercises that
were not cancelled or post-
poned. Specifically, the
JALLC provided support to
Exercises Steadfast Bonus
2020 and Cyber Coalition

2020. Flip to page 11 to read
more about the JALLC’s role
in both exercises.

Maintaining NATO'’s Lessons
Learned Capability was also
a critical JALLC effort.
Through close coordination
with NATO HQ, the JALLC
created a Community of In-
terest (COl) in both the
NATO Secret and NATO Un-
classified NATO Lessons
Learned Portals (NLLP) to
function as an observation
collection tool. The COls
were used as a repository for
all the observations formulat-
ed by the International Staff,
the International Military
Staff, and the Nations’ mili-
tary and civilian representa-
tives.

Additionally, the JALLC'’s
Data Analysis Team created
useful graphics and COVID-
19 storyboards, which help
visualize the incoming Les-
sons and Observations sub-
mitted in the NLLP. The team
also responded to dozens of
requests for analysis of the
COVID-19 related infor-
mation available in the NLLP.
For more information on their
activities, head to page 26 for
our interview with the Data
Analysis Team.

The JALLC also continued
remote training on the NATO
Lessons Learned Capability
and Process across the Alli-
ance, to ensure that all the
Observations and Lessons
Identified during the pandem-
ic would be well documented
and eventually, become
Lessons Learned.
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Joint Analysis and
Lessons Learned Centre
Lsboa - Porugal

Participants in one of the JATT’s NATO Lessons Learned Capability training sessions get some
hands on experience at working with Lessons Learned.

Lessons ldentified

The JALLC Advisory and Training Team
activities have been significantly impacted by
COVID-19 measures and travel restrictions.
This article will take a look at their biggest
challenges, and Lessons Identified.

JALLC Explorer



Training is a key pillar of the NATO Lessons
Learned (LL) Capability. As such, the JALLC
Advisory and Training Team (JATT) has been
central to disseminating the critical knowledge that
moves the entire NATO LL Process and perpetu-
ates the Alliance’s transformation.

In a pre-pandemic world, the JATT used a combi-
nation of self-learning online training sessions and
on-site training (with an instructor) to ensure an
interactive and impactful training experience. Un-
fortunately, COVID-19 pandemic related travel
restrictions limited the JATT to strictly virtual train-
ing methods in 2020 and into 2021. As a result,
the JATT faced substantial challenges over the
past year, made significant adjustments, and iden-
tified many Lessons and Best Practices that will
be critical to continue LL training for future crises.

Adjustments

Ninety percent of the JATT’s 2020 LL training and
outreach events were cancelled by host nations
because of the pandemic. As a result, the JATT’s
reliance on technological platforms dramatically
increased to ensure that they could continue train-
ing throughout the year. This also meant adjusting
the normal training methods to fit the available
tools. The JATT adapted its training, providing

briefings on Microsoft PowerPoint via authorized
NATO platforms including Polycom and Skype for
Business. Due to the limitations of the platforms,
this also meant removing the syndicate work, the
work usually done on white boards, and mid-
course student polling.

Challenges

Per their experiences over the past year, the JATT
has concluded that the available and approved
platforms pose some challenges for training. The
primary challenges associated with such platforms
were that they did not successfully replicate a
classroom’s interactive setting, and it was difficult
to mimic frequently used training techniques in-
cluding syndicate work, breakout rooms, docu-
ment exchanges, or mid-training polling. These
challenges impact the students ability to interact
with each other and with the trainers.

The JATT is not alone in this experience. Across
NATO, HQs have had to adjust to the online
classroom environment and find solutions tailored
to their own challenges. Going forward, NATO as
an enterprise will need to explore options to en-
sure that, no matter what crisis is taking place, the
Alliance can continue to train and learn its staff
seamlessly.




Recent JATT Trip

In February 2021, the JATT was able to travel to the Joint Force Training Centre (JFTC) in Poland, a
trip that was initially planned for 2020 and rescheduled to early 2021 when COVID-19 pandemic re-
strictions allowed for travel again.

The trip’s purpose was to conduct a JFTC NATO LL Capability Training ahead of Exercise Steadfast
Leda 2021 and the pre-deployment training for Resolute Support Mission and NATO Mission Iraq. The
JATT trained the NATO LL Points of Contact from each of the JFTC’s Divisions and Command Group;
by doing so, the JATT educates on the NATO LL mind-set so the JFTC can effectively execute their
NATO LL Capability. They trained a total of five NATO LL Points of Contact and three NATO LL Staff
Officers, and provided Key Leader Training for Commander JFTC, Deputy Commander/Chief of Staff
JFTC, and the Division Heads. Throughout their week, the JATT made sure to observe all COVID-19
measures such as social distancing and wearing masks.

=

Observations and Impact

Despite the COVID-19 pandemic, there has still been a good exchange of NATO LL information
through outreach and engagement over the past year. However, there are many lessons to be
learned such as the need for an enterprise-wide, effective, virtual collaboration tool to enhance online

training.

The impact of decreased on-site training at NATO Training facilities or trainings provided through mo-
bile training teams over the past year will be felt across the Alliance. Until travel is fully restored to
pre-pandemic norms, the JATT and the Alliance will continue to rely on the available technology to
continue the important work.
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yst
Training Course

Lessons Learned Portal Management Course at
the NATO Communications & Information Acade-
my facilities in Oeiras. Because of COVID-19 re-
strictions, the course was limited to a total of nine
participants. Participants included staff from the
JALLC, the Counter Improvised Explosive Devices
Centre of Excellence, Allied Land Command,

the Deployable Air Command and Control Cen-
tre, and the Maritime Geospatial, Meteorological &
Oceanographic Centre of Excellence.

The course trained the Local NLLP Managers, who
are the individuals responsible for facilitating the
NATO Lessons Learned Process in their organiza-
tion. Instructors provided the knowledge and tech-
nical skills necessary for the Local NLLP Managers
to most efficiently and effectively fulfil their roles.
The course was made as interactive and informa-
tive as possible. One of the primary activities was
for the instructors and participants to test the new
NLLP webpage layout and functionalities. You can
read more about the new NLLP on page 31 of this
magazine in the JALLC updates.

March 2021

Despite the COVID-19 pandemic, the JALLC, with
careful planning and precautions, was able to host
its annual JALLC Analyst Training Course from 09
-13 November 2020. Eleven new JALLC employ-
ees participated in this week-long course which
was split into three syndicates in an effort to limit
the number of participants working together in a
room and remain safe, while retaining the value of
group interaction to replicate the work of an actual
JALLC analysis project team.

Each syndicate was digitally connected to the oth-
ers using video conferencing software to encour-
age some form of larger group discussion and
instruction. Throughout the course, the trainees
were taught the JALLC Project Approach, the
JALLC’s own project management system, while
also practicing different research and analysis
skills to fully understand how to successfully com-
plete a Joint Analysis project at the JALLC. The
next course is already being planned for Fall 2021.

JALLC Training
in COVID-19

Also in November, the JALLC held the Local NATO

NATO Lessons Learned
Portal Management Course




"Photo from Exercise Dynamic Mariner

© SHAPE

The Alliance has been conducting exercises since 1951.
They are important tools for NATO to test and validate
its concepts, procedures, and systems across the entire
organization and with Partner Nations. The JALLC plays
a key role in making sure important Lessons are
extracted from key exercises to benefit the
improvement and transformation of the Alliance.

JALLC Explorer
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The importance of exercises to
NATO’s transformation cannot
be understated. Exercises ena-
ble militaries and civilian organ-
izations deployed in theatres of
operation to test capabilities
and practice working together
efficiently in a crisis. In order to
ensure that NATO troops are
interoperable and prepared for
operations at any time, NATO
schedules a comprehensive
exercise programme with ob-
jectives in line with current op-
erational requirements and pri-
orities. NATO has recently
boosted its exercise pro-
gramme in light of the ever-
changing global security threat
environment.

Exercises allow forces to build
on previous training in a practi-
cal way, improving their profi-
ciency in a given area and are
designed to practise the effi-
ciency of structures as well as
personnel responsiveness. This
is necessary, as the NATO
Command Structure is periodi-
cally reformed, and new head-
quarters must test their ability

March 2021

to fulfil new responsibilities.
That is also why exercises vary
in scope, duration and form —
ranging from live field exercises
to virtual computer-assisted
exercises — to ensure all com-
ponents are ready for anything.

NATO-led forces must be able
to work together effectively de-
spite differences in doctrine,
language, structures, tactics
and training. Interoperability is
built, in part, through routine
inter-forces training between
NATO member states and
through practical cooperation
between personnel from Allied
and partner countries. Ultimate-
ly, the central component of
exercises is that they enable all
involved parties to identify "best
practices" (what works well)
and "lessons identified" (what
needs improving). That is
where the JALLC comes in with
its support to exercises.

The pandemic caused NATO to
cancel or postpone most of its
exercises in 2020. However,
the JALLC was able to support
two of the exercises that were

held virtually: Exercises
STEADFAST BONUS 2020
(STBO) and Cyber Coalition
2020.

Exercise STBO20 was
SHAPE'’s battle staff training in
preparation of Steadfast Jupi-
ter/Jackal 2020, in which rele-
vant parties convened for three
days over Video Teleconfer-
encing to rehearse the recently
released SHAPE Decision Pro-
cess. The JALLC had a dedi-
cated team that supported the
Senior Mentor (SM) throughout
the exercise by extracting es-
sential Lessons, and worked
together with the SM to pro-
duce a short-term Lessons
Learned report following the
exercise.

Exercise CYBER COALITION
2020, led by HQ SACT, al-
lowed NATO Nations and Part-
ners to train their cyber defence
remotely. The JALLC provided
the planning team with key
points and organizational ad-
vice about effi
Lear
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Here are some key facts on
the JALLC's support to
exercises:

The JALLC’s exercise
support team, as well as
military and civilian ana-
lysts participate in all stag-
es of the NATO Exercise
Process, from Exercise
Specification and Develop-
ment, through Planning
and Product Development,
Operational Conduct to
Analysis and Reporting.

The JALLC focuses on
strategic lessons, empha-
sizing short-term analysis
in support to exercises,
rather than direct support
to exercise Officers of Pri-
mary Responsibility.

The JALLC aims to sup-
port at least five major
NATO exercises per year.
Given the overall length of
the whole process for one
exercise (18 to 24
months).

The JALLC staff provide
mentoring support and ad-
vice on the NATO Lessons
Learned Process during all
stages of the NATO Exer-
cise Process to NATO
Lessons Learned staff em-
ployed in the exercises,
and contribute to the revi-
sion of key exercise docu-
mentation.

JALLC staff deliver train-
ing for Primary and Sec-
ondary Training Audiences
such as Academics, Key
Leader Training and Battle
Staff Training.

a\ NATO
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JALLC EXercise
supportin
Practice:

Every two years, logistics units from multiple Nations gather
together in order to, “exercise multinational logistics and to
enhance interoperability among nations” through the multina-
tional exercise series, titled Exercise CAPABLE LOGISTI-
CIAN (CL). CL exercises are organized by the Multinational
Logistics Coordination Centre and aim to train NATO and
Partner Nations, NATO Command Structure (NCS), and
NATO Force Structure (NFS), with participation varying ac-
cording to nations’ willingness and availability. The outcomes
of the exercise relies on experts in the realm of NATO stand-
ardization to provide an evaluative function.

__ In 2012, the NATO Military
Committee Land Stand-
ardization Board
(MCLSB), as the lead for
evaluation at the exercise,
recognized a key oppor-
tunity to go beyond tradi-
tional evaluation, and en-
listed the help of the
JALLC to better under-
stand the synergies be-
tween exercises, analysis,
"W standards, and lessons

“J learned.

| Together, the MCLSB and
the JALLC developed the
Evaluation Analysis and
Reporting Cell (EARC)
with the task to, “evaluate
standards and interopera-
bility among Participating



Nations in order to provide rec-
ommendations for improve-
ment.” The EARC pulls together
functional area experts (areas
include water, fuel, smart ener-
gy, and ammunition, among
others), as national contribu-
tions, to be trained in the NATO
Lessons Learned (LL) Process
and deploy to the exercise to
identify lessons. The results of
this work are pulled together in
a final exercise report, using the
NATO Lessons Identified for-
mat, to make recommendations
directly to the various standardi-
zation boards and working
groups within the NATO Military
Committee.

Support to
Standardization

Since deploying with the EARC
for the first time in 2013, the
JALLC has supported the sub-
sequent CL exercises in 2015
and 2019. The work of the
EARC at each of these exercis-
es has resulted in over 50 dif-
ferent observations across lo-
gistics functional areas and
even more recommendations.
In fact, over 90% of the recom-
mendations from the Exercise
CL15 report were endorsed by
the Nations through the Military

Joint Analysis and o
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Committee, resulting in direct
input and improvements to
NATO military doctrine, tactics,
and procedures at the heart of
NATO standardization and in-
teroperability.

Support to
NATO Logistics

For example, one lesson identi-
fied during Exercise CL15 relat-
ed to the lack of an allied publi-
cation that described tactical
level tasks and responsibilities
of the Joint Logistics Support
Group HQ. Since then, a new
Allied Tactical Publication for
the JLSG has been in develop-
ment and will serve as a key
guiding publication for units in

both the NCS and NFS.

Leveraging the work over these
three exercises, the JALLC, in
close coordination with MCLSB
and the MLCC, took all the ex-
ercise lessons and developed a
new Logistics LL Community of
Interest (Col) on the NATO LL
Portal (NLLP). The Col is home
to all CL lessons with the long
term goal to bring together Lo-
gistics stakeholders from NATO
and National entities, giving
them a space in which to share
their knowledge and expertise.
The CL lessons are merely the
foundation upon which this
community can continue to
grow.

LL Cols in the NLLP are estab-
lished when a real need is iden-
tified by one or several organi-
zations, and membership to a
particular Col must be request-
ed.

The JALLC will continue to sup-
port Exercise CL as required in
the future as part of its long
term commitment to supporting
NATO exercises and ensuring
that the valuable lessons identi-
fied during these exercises are
learned for the future.




Since the previous edition of the JALLC
Explorer, the JALLC Lessons Learned Analysis
Division has produced several impactful
analysis projects for a wide variety of NATO
customers. See what the team has been up to.

JALLC Explorer



Joint Analysis Project:
NATO's Strategic Adaptation
to Hybrid Threats

The JALLC published its report NATO'’s Strategic
Adaptation to Hybrid Threats and Lessons for the
Alliance’s Future Resilience in November 2019.
The report was the product of a six-month Joint
Analysis Project intended for customers at HQ
SACT'’s Strategic Plans and Policy Division and
the Comprehensive Crisis and Operations Man-
agement Centre.

This project was timely for NATO as in recent
years, complex and adaptive strategies utilizing a
combination of conventional and unconventional
means in overt and covert activities are challeng-
ing the state of transatlantic security. Military, par-
amilitary, irregular, and civilian actors are increas-
ingly using such activities to achieve their respec-
tive (geo) political and strategic objectives.

In 2014, the NATO Heads of State and Govern-
ment at the Wales Summit categorized these
comprehensive strategies as hybrid threats and
recognized Russia as one of the main practition-
ers. Hybrid threats exploit vulnerabilities, create
ambiguity, and ultimately undermine the unity, sol-
idarity, and cohesion that form NATO’s corner-
stone principles. Since then, NATO and the Na-
tions have been working towards adapting their
structures and processes and developing the mind

=
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-set to prepare against, deter, and respond to hy-
brid threats.

With the Warsaw Summit Declaration in July 2016
followed by the Brussels Summit Declaration in
July 2018, the Alliance made a clear statement on
the topic of hybrid threats by highlighting that:

“NATO is ready, upon Council deci-
sion, to assist an Ally at any stage
of a hybrid campaign. In cases of
hybrid warfare, the Council could
decide to invoke Article 5 of the
Washington Treaty, as in the case

of armed attack”.
(NAC; Brussels Summit Declaration, 17-12
July 2018)

In order to support Allied Command Operations’
and Allied Command Transformation’s continuous
efforts to enhance the Alliance’s strategic adapta-
tion to hybrid threats, the JALLC conducted a
study to explore what measures NATO and the
Nations have recently taken to counter hybrid
threats. Based on the project team’s findings and
conclusions, the JALLC was able to make recom-
mendations to improve the Alliance’s strategic ad-
aptation to hybrid threats and lessons for the Alli-
ance’s future resilience. Find out more about
NATO’s response to hybrid warfare here:
https://youtu.be/i9v_bpGTwOM
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https://youtu.be/i9v_bpGTwOM

JALLC Analysis Project:
NATO Exercise Big Data

In February 2020, the JALLC published a report

from a year-long project exploring the potential val-
ue of Big Data Analytics using NATO exercise data
to develop the NATO Lessons Learned Capability.

This project, a follow-on from the JALLC’s 2018
New Technology in Support of Lessons Learned
report, looked at how Data Science can improve
the speed and accuracy of exercise lessons collec-
tion, management, and analysis. In an increasingly
digital world, NATO'’s reliance on data, technology,
and connectivity is growing and generating a need
for innovative data management solutions. Howev-
er, studies show that, particularly within NATO Ex-
ercises, relevant Lessons Learned information is
often lost in Big Data - large volumes of diverse
data generated at a fast pace.

Data Science tools and techniques can help ad-
dress some of the challenges posed by Big Data.
For NATO exercises, these tools can revolutionize
the way we identify and extract relevant infor-
mation, making it more efficient and cost-effective.
To test these ideas, the JALLC explored the data
collected at Exercise NATO TRIDENT JUNCTURE
2018, the biggest Live Exercise NATO has con-
ducted since the end of the Cold War. In partner-
ship with the NATO Communications and Infor-
mation Academy Data Science Team, the JALLC
investigated how Big Data Analytics could help the
NATO Lessons Learned Capability development
by: processing available data faster and more ef-
fectively, accessing necessary information more
efficiently, and sharing relevant information more
easily.
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The techniques used were helpful in identifying
and extracting Lessons-related information from
the exercise data by looking for keywords and spe-
cific entities. While promising, the results must be
refined to improve overall accuracy and relevance.

Utilizing these tools could have immediate short
term benefits, including faster data processing and
improved information visualization via an interac-
tive and customizable dashboard. The dashboards
make the data more accessible, while also format-
ting and standardizing the existing items in the
NATO Lessons Learned Portal (NLLP).

e
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In the long term, predictive modeling could unlock
more value in the data. The project results showed
that machine learning algorithms could predict ob-
servation categories based on a content text analy-
sis. This could address the issue of missing or in-
correct metadata for lessons already in the NLLP,
improving its search functionality, and allowing
more user-friendly applications.

Visualize
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Ultimately, the report concluded that NATO can
greatly benefit from these Data Science tools.
However, to leverage these technologies, a num-
ber of challenges must be addressed, ranging from
barriers to data acquisition and use, to the absence
of specialized tools that are able to transform high-
ly technical NATO data into computer readable for-
mats. The nature of Lessons Learned data also
requires human input to maximize the value of data
for positive outputs in the field. While machines can
help automate key parts of the data collection pro-
cess, extraction, and analytics, the human aspect
remains central to performing the more complex
analysis behind the lessons.

To harness the Data Science tools and techniques
for Lessons Learned, the project team made a se-
ries of recommendations designed to maintain in-

novation momentum in this context.

You can download a copy of the JALLC’s factsheet
on this project from the JALLC’s website or by
clicking here: Big Data Factsheet

JALLC Explorer
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JALLC Analysis Project:
Air Land Integration

The JALLC released a report in March 2020 titled:
Air-Land Integration: Extending NATO'’s Tactical
Air Command and Control Capability to the Corps
Level for its customer at the Allied Rapid Reaction
Corps on behalf of Allied Land Command. The pro-
ject investigated the current NATO Tactical Air
Command and Control (TacAirC2) Model and how
it could be improved in a potential Major Joint Op-
eration Plus (MJO+) scenario in order to optimize
Air-Land Integration (ALI) in the Alliance.

The origins of ALI trace back to the First World
War when aircraft were used to spot targets for
artillery forces. Defined by the ALI community as
the focused orchestration and application of the full
range of Air and Land capabilities within a Joint
Force to realize and enhance effects, ALI has al-
ways been subject to debate across all NATO Na-
tions and their Air and Land components.

Recently, the ALI community has reflected on les-
sons from past conflicts with a view to determine
how ALI can be optimized. At the heart of the de-
bate is where and at what level in the military struc-
ture the function of TacAirC2 should be conducted
to best coordinate and direct air support for land
forces.

After a comprehensive research and analysis ef-
fort, JALLC produced feasible recommendations
for the stakeholders across the Alliance Com-
mands. The project team based their analysis on
evidence from a variety of data sources, including
Final Exercise Reports, simulation studies, statisti-
cal models, ALl-related policy documents as well
as hosting a topical workshop.

The project team concluded that there is convinc-
ing evidence to suggest that NATO’s current
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TacAirC2 capability could be optimized if it were
extended down into NATO’s highest Land warf-
ighting echelon i.e. the Corps level:

¢ It would set the conditions for the Corps to be
delegated more airspace where decisions can
be made closer to the fight, ultimately in-
creasing situational awareness.

o Integrating and deconflicting fires and air as-
sets in delegated airspace would decrease
the volume of deconfliction requests, which
reduces the processing burden on air control,
shortens the fire mission process, and im-
proves tactical execution efficiency.

o Efficiency drives tempo. A TacAirC2 capabil-
ity at the Corps level would coordinate de-
sired effects in a near real-time, collaborative
way.

¢ Increased resilience by ensuring that air and
ground operations could continue within as-
signed airspace despite potential disruption.

The final report contains recommendations, in-
cluding the need to create a governing body to
oversee the development of an Operational Re-
quirement Statement to define the requirements
associated with the implementation of the
TacAirC2 capability, and the requirement for a
multi-domain.

As a direct result of JALLC’s independent analysis
and recommendations, several Commands within
the Alliance began implementing specific
measures to improve ALI, ultimately having a posi-
tive impact on NATO'’s future warfighting capabili-
ties.

You can download a copy of the JALLC’s fact-
sheet on this project from the JALLC’s website or
by clicking here: ALI Factsheet
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Innovation and
New Technologies
InLessons

Learned

N\ QIR C, From ldeas
O CANST to Actions
data-,_,, 2

By: Stefan Olaru, JALLC Analyst

Since the JALLC held the New
Technologies Event in 2018, the
JALLC's dedicated New Tech Team
continued exploring and investigating
how New Technologies can potentially
make doing Lessons Learned easier
more efficient. In this feature article,
we hear first-hand from Stefan Olaru,
responsible for investigating how
New Technologies can be applied to a
new NATO Lessons Learned Tool.

JALLC Explorer



Innovation and the application
of new technologies in NATO
continues to be a hot topic.
Buzzwords are flying around
NATO faster than you can say:
Artificial Intelligence, Machine
Learning, Deep Learning, Rein-
forced Learning, Natural Lan-
guage Processing, Analytics
(descriptive, predictive, pre-
scriptive), Polyglot Tools, Au-
tonomy solutions, and other
emerging and disruptive tech-
nologies.

Personally, | simply call them:
New Technologies. Unsurpris-
ingly to me, a simple Google
search gives 1,88 billion results
from a search for “innovation,”
compared to 1,22 billion results
from a search for, “peace.”1

Notwithstanding the importance
of peace (despite the lower
search return) to an organiza-
tion like NATO, innovation and
the application of new technolo-
gies continue to increase in im-
portance to the future of the
Alliance. As such, | found it in-
teresting to share how the
JALLC, as a NATO body really
just beginning on its journey of
understanding the potential val-
ue of new technologies to its
activities, is managing to find its
place in this brave new techno-
logical world, especially how it
started, what is the approach
being taken, what has been
done so far, and what is
planned for the future.

Any organization begins its in-
novation and transformation
process from within. NATO is
no different in this respect.
Allied Command Transfor-
mation (ACT), as one of the two

Al — artificial Intelligence

QC — quantum computing

ML — machine learning

NLP — natural language processing

EDT — emerging & disruptive technologies

Figure 1: The door to innovation and transformation opens from inside (©Clata)

Strategic Commands of the Alli-
ance and responsible for
NATO'’s transformation and
warfare development, created
an innovation tool to increase
the Alliance’s ability to com-
municate its technological de-
velopments and achievements.
This tool took the form of the
ACT Emerging & Disruptive
Technologies (EDT) Roadmap?
which has encapsulated sever-
al projects and experiments in-
volving new and emerging tech-
nologies under several lines of
effort with the aim of identifying
where new technologies can be
brought in to bridge any internal
organizational needs and short-
falls.

In this light, HQ Supreme Allied
Commander Transformation
(SACT) has been encouraging
its subordinate HQs, including
the JALLC, to investigate how
new technologies can be ap-
plied to improve their activities
in the context of the EDT
Roadmap. The JALLC, has
been conducting extensive re-

search over the past almost
three years into understanding
how new technologies can sup-
port an improved NATO LL Ca-
pability and a more effective
implementation of the NATO LL
Process.

The JALLC began the research
in 2017 with a Food for Thought
Paper® addressed to SACT on
the next generation NATO Les-
sons Learned Portal (NLLP)
presenting the potential of new
technologies to support the
NATO LL community and ad-
dress the challenges to the
NATO LL Capability. As the
main author of this Food for
Thought Paper, | realized how
important it would be to have
leadership buy-in, in order for
us to move forward from ideas
to actions and eventually to
change.

SACT’s visit to the JALLC in
September 2017* was a good
opportunity to build a common
understanding of the relevant
key NATO documents, the

Search results as of 02 March 2021
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The context of the visit is available at https://youtu.be/cp3m-mSLmok.

SECGEN; ACT Roadmap on Emerging and Disruptive Technologies; 26 June 2018; PO(2018)0292; NATO UNCLASSIFIED
JALLC; Food for Thought Paper on the Next Generation Lessons Learned Tool; 14 December 2017; JALLC-CG-17-219; NATO UNCLASSI-
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JALLC Commander’s intent, and the JALLC staff’s
ability to move toward implementation. This oppor-
tunity opened interesting debates on the NATO LL
Capability and the need to innovate within this ca-
pability, given the momentum that had already
been created to improve and innovate LL in NATO
more generally and the NCS Adaptation which
was ongoing at that time.

| realized only later that those debates were re-
flecting the innovation within the NATO LL Capa-
bility according to the types described by profes-
sor Pisano in his innovation landscape:®

e routine (builds on existing technological
competencies),

e disruptive (requires a new business model
but not necessarily a technological break-
through),

e radical (maintains the current business but
heavily improve the technology), and

e architectural (combines technological with
business model disruption).

Without being very clear in 2017 on what type of
innovation we were aiming for in order to address
the challenges to the NATO LL Capability, it was
unanimously accepted that efforts should be made
in order to be able to keep pace with the techno-
logical evolutions within NATO, as well as to be
able to provide deliverables at the speed of rele-
vance required by the future operating environ-
ment for the Alliance, as described in the Strategic
Foresight Analysis® and the Framework for Future
Alliance Operations’ studies.

On that basis, the JALLC fully committed to identi-
fying some of the key challenges faced by imple-
menting the NATO LL Capability and to investi-
gate how new technologies could possibly support
addressing these challenges, with the aim of in-
corporating relevant new technologies into a new
LL Toolset for the Alliance in the future. Taking
into account the impact of the new technologies
not just on the Tools element of the NATO LL Ca-
pability, but also some of the other elements (e.g.
on the process, training, or information sharing)
and other foreseen innovations and adaptations in
the area of IT structure, architecture, infrastruc-
ture, and the vision for the NATO Communications
& Information—a kind of architectural innovation,
the target date for delivering this new LL Toolset
was planned for 2025. However, whenever ap-
propriate, any relevant new technology was to be
included in the current NLLP for the benefit of the
NATO LL Community—a kind of routine innova-
tion.

Based on the ideas presented in the Food for
Thought Paper and the Lessons Learned Enabling
Line of Effort in the ACT EDT Roadmap, and after
conducting an in-depth review of roles and re-
sponsibilities of JALLC in this area and its in-
house expertise, the JALLC initiated several Les-
sons Learned related activities. These activities
were focussed more on discovery and exploration
of relevant new technologies and involved engag-
ing external experts to work with the JALLC'’s in-
house team, building on understanding the poten-
tial of the different technologies available and how
they might work to improve Lessons Learned.

v ORGANIZATIONAL UPDATES v.2025

MEW TECHNOLOGIES PACK LOADING ..

100 %

Wiiii/fi

]

Figure 2: Technology within innovation (© Stefan)

5. The innovation landscape was described in the article “The Big Idea — You need an innovation strategy”; Harvard Business Review; June

2015, page 8-9, available at s3.amazonaws.com.

6. More details are available at https://www.act.nato.int/images/stories/media/doclibrary/171004_sfa_2017_report_hr.pdf

7. The document is available online at https://www.act.nato.int/images/stories/media/doclibrary/180514_ffao18-txt.pdf
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New Technologies in Support of Lessons Learned
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Figure 3: JALLC Effort Planning (© Slidemodel adapted by Stefan)

The next step was to take the outcome of this dis-
covery and exploration stage and move into the
Capability Development process, towards the de-
livery of a new LL Toolset embedding the suitable
new technologies.

Once the new LL Toolset is delivered, post 2025,
the plan is to continue research as a form of rou-
tine innovation in support of the NATO LL Capa-
bility. Such routine innovation may include spiral
updates that can be documented and implement-
ed to maintain the LL Toolset to high technologi-
cal standards. Finally, it will be crucial to remain
aligned and synchronized with relevant NATO-
wide efforts to implement new technology as it
develops to avoid the new LL Toolset being iso-
lated from the NATO Enterprise tools and ser-
vices.

Therefore, in 2018 JALLC initiated a series of
dedicated new technology related activities that
would enable the JALLC team to discover and
assess the functionalities and claimed abilities of
new / emerging and disruptive technologies as
well as their relevance for LL.

The series of new technology activities kicked off
with the New Technologies Event 2018 (NTE18),°
organized in Lisbon, Portugal as a discovery
event, supporting the identification of challenges
associated with NATO LL Capability and to un-
derstand the art of possible in using new technol-
ogies to address some of these challenges. | was
made responsible for the organization of the
NTE18, working together with a very dynamic and
ambitious team. The NTE18 was to be the first
JALLC event involving industry and academia
and | was very impressed by the interest showed
by over 140 attendees from all across NATO, Al-
lies, Partners, and their appetite to network and
share insights with the representatives from in-
dustry and academia. The level of interaction in
presenting and discussing the new technologies
applicable to Lessons learned reconfirmed, at
least to myself, that this was the correct way
ahead for the JALLC to begin to research and un-
derstand how New Technologies might be able to
improve Lessons Learned in NATO for the benefit
of the entire Lessons Learned Community.

8. More details are presented in the NTE18 magazine available online at http://www.jallc.nato.int/activities/

docs/20181218 NTE18_ Magazine.pdf
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Figure 4: Activities within LL. ELoE/ACT EDT Roadmap
(© JALLC - New Technologies Panel / NLLC19)
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With this positive mindset and with strong lead-
ership support, after the NTE18, the outcomes
and insights from that event were taken forward
into the next activity in the series: the Analysis
Project on New Technologies in support of
Lessons Learned.® This project results in an
extensive report to SACT on the use of New
Technologies in support of Lessons Learned
and was based on a research and review of over
300 technological features embedded in the
software/applications identified as potentially
relevant for the NATO Lessons Learned Capa-
bility. The project team, taking advantage of the
outputs of the NTE18, conducted an in-depth
analysis resulting several current and foreseen
challenges for the NATO LL Capability being
identified, some of which could potentially be
addressed by applying new technologies. How-
ever, the project concluded that these techno-
logical features would require further explora-
tion, review, analysis, and experimentation to be
confirmed as potential suitable solutions.

NTE18 was a huge success, in part because it
allowed many opportunities for sharing thoughts
on the topic of the use of New Technologies,
including between leadership, LL analysts, and

LL Staff Officers. Based on the ACT leadership
support for the JALLC’s efforts in this area, re-
sources were committed to the next activity in
the series which would be a project on Data col-
lection from Exercise TRIDENT JUNCTURE
2018 (TRJE18). This data collection project
was sponsored by JALLC and executed by
NCIA in six Exercise TRJE18 locations resulting
in 3.9 TB of data from the Live Exercise (LIVEX)
and the Command Post Exercise (CPX), in addi-
tion to the TRJE18-relevant items from the
NATO LL Portal. The data, would be used by the
JALLC, working with NCIA, to further explore
how new technologies could be applied to make
better use of this data in Lessons Learned (see
below), and would also be made available to in-
terested NATO entities for subsequent analysis,
experimentation, and testing of new technolo-
gies.

During 2019, the exploratory efforts continued,
looking in more applied ways to the potential of
new technologies relevant for LL as well as their
suitability and applicability within the NATO
framework. A second team was stood up within
the JALLC which, with support from NCIA Data

9. More details are available here: NTLL Factsheet http://www.jallc.nato.int/products/docs/20190403 NU_Factsheet NTLL.pdf
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Science Team, undertook two
challenging but interesting
analysis projects:

The Exploration of

NATO Unclassified

NLLP Data using Data

Science Tools'® project
addressed two challenges typi-
cally faced by the JALLC’s ana-
lysts when conducting Joint
Analysis and NLLP Active Con-
tent Management: Identifying
Observations Embedded in
Documents; and Identifying
Topics/Trends in NU NLLP
Content.

The NATO Exercise Big

Data Exploration'" pro-

ject aimed at under-

standing whether it
would be feasible to build a
model of investigation for ex-
tracting LL related value from
large / big data sets through
enabling staff to process these
datasets faster and more effec-
tively, access necessary infor-
mation more efficiently, and
share relevant information
more easily.

Both projects used the data col-
lected during the Data collec-
tion from Exercise TRJE18
project, which formed a suitable
testbed for the JALLC and

ing shortfalls and a NLLP im-
provement Plan was develop
and executed in 2020 by the
JALLC to address those identi-
fied user requirements.

The next activity in the series
of New Technology related ac-
tivities was The New Technolo-
gies Panel '? which was held
during the NATO LL Confer-
ence 2019 (October). The pan-
el provided a great opportunity,
not only to share details about
the work conducted so far in
terms of the application of New
Technologies to LL in NATO
and the findings that are rele-
vant for LL with the NATO LL
Community, but also to bring
experiences and new perspec-
tives (regional, national, inter-
national) on how to employ
new technologies. This panel
also provided a great oppor-
tunity to network and engage
with the LL Community and
experts in new technologies as
well as to capture more user
requirements for the new LL
Toolset.

However, as the moderator of
this panel, | understood two
new things. First, working to-

gether with the community is
essential to ensure all LL user
requirements can be captured,
not only at the expert level but
also at the organizational level.
Doing so will provide the NATO
LL Community with a stronger/
louder voice within the decision
and prioritization processes
relating to capability develop-
ment.

Second, not everybody is able
to project what the require-
ments of the future operating
environment may be, taking a
proactive approach to develop-
ing a new LL Toolset, but in-
stead remain focussed on the
immediate problems adopting a
reactive approach to existing
LL capability challenges. This
fact requires us to share ev-

er more actively with the com-
munity the details of NATO’s
efforts in understanding and
using new technologies. There-
fore — communication is key to
the success of this endeavour
and to the success of any New
NATO Lessons Learned Tool
for the future.

Figure 5: Working together with LL. Community (© dailymail.co.uk adapted by

NCIA to really explore, more
than ever before, how this type

JALLC for New Technologies Panel / NLLC19)

of data could be made useful IF YOU WANT TO GO FAST,
for NATO and how best to ex- GO ALONE
ploit it. In the meantime, and

referring back to routine inno- IF YOU WANT TO GO FAR,
vation, the JALLC'’s in-house GO TOGETHER.

NLLP team and IT Branch con-
tinued their efforts to maintain
and update the NLLP’s func-
tionalities and to address new
identified NLLP user require-
ments. As such, an audit of the
NLLP was conducted identify-

10. JALLC; Exploration of NATO Unclassified NATO LL Portal Data using Data Science Tools; 13 March 2020; JALLC-CG-20-037; NATO UN-

CLASSIFIED
11. JALLC; NATO Exercise Big Data Exploration; 13 February 2020; JALLC-CG-20-017; NATO UNCLASSIFIED NATO
12. More details on the panel can be found in the NLLC19 Magazine, available online at http://www.jallc.nato.int/activities/ 4%
docs/20191220_NLLC19_Magazine.pdf
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The Way Ahe

| always believed that as in the past people were able
years (e.g. cathedrals), nowadays we can and we nee
conclude a plan covering a 5-7 years horizon. Of cours
many environmental changes (e.g changes in priorities
negative impact on solid corporate knowledge continui
portunities surrounding the organization; and disruptive
breaks) that can impact any plan but, as all the efforts
and disruptive technologies are in support of overcomi
take advantage of them and continue towards the defi

As such, taken all the relevant factors into consideratio
activities planned in the coming years:

Define the User Requirements for the new LL
Tool: this is an ongoing activity, with the JALLC
leading and including contributions from the
entire LL Community to capture requirements
from different perspectives—leadership, ana-
lysts, staff officers, LL information consumers,
etc.—and provide details for the Capability De-
velopment process. The LL Working Group and
LL Steering Group will play an important role in

Continue improving the current NLLP, respond- :
ing as quickly as possible to the short term
needs of the LL Community. This investment
must be made and will not be lost upon the in-
troduction of any new LL Tool because the Les-
sons Learned in improving the NLLP can be car-

ried forward into the NLLT regardless of how it
will be delivered A(dapt); B(uy); C(onstruct).

All these activities (conducted, ongoing, and planng
availability of expertise (subject matter experts, anc
the strong involvement from all stakeholders are al
vant technologies in support of LL. This exploitatio
ments of all those areas supported by LL — Decisio
velopment. Therefore, more than ever, the mantra
stronger.

Mr. Stefan Olaru is a Resea
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and operations in Kosovo,
Olaru received a variety of R

As a JALLC analyst, he has

and, more recently, to the efi

gies in support of Lessons L|
dh NATO diploma in management.

N omaN
i:i;‘:.t:’t‘;’i::&‘fm JALLC Explorer

Lisboa - Portugal




March 2021




NLLP
INSIgnts

Aninterview with the
JALLC’s Data Analysis Team

In'this interview, we sit down with two
members of the Data Analysis Team
(DAT), part of the Lessons Learned
Management Division (LLMD) at the
JALLC: Chiara Rylander (CR), a Senior
Operational Research Analyst, and Ines
Fonseca (IF), a Research Analyst. Both
joined the JALLC in early 2020, filling the
remaining posts of the DAT, a team
consisting of four civilian analysts
responsible for JALLC's conduct of Active
Content Management (ACM) of the
NATO Lessons Learned Portal (NLLP)
content.
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To start off, can you tell me about your roles on
the Data Analysis Team?

As OPR (Officer of Primary Responsibil-
ity) of the team, | am responsible for team
coordination, reporting on our activities,

and assuring the quality of our ACM products.
Amongst other duties, | also provide quality assur-
ance to other teams within the LLMD as required,
and coordinate with analysts outside of the team
to support other JALLC activities.

In addition to research work that is also

carried out by all analysts, my role is fo-

cused on automating parts of the analyti-
cal process, mainly through the development of
reproducible code for quantitative and graphic out-
puts. So this includes, animations, interactive
charts, and dashboards. This work, in turn, helps
me identify features to improve the extraction of
information from the portal, and correct metadata
inconsistencies, which consequently improves our
ability to search in the NLLP — not just me, not just
the team, but all the researchers in and outside of
the JALLC.

Learned (LL) Process, to reach out to Originating
Authorities, Tasking Authorities and Action Bodies
for coordination and advice as required, to identify
trends and strategic lessons, to monitor lessons
from major NATO events (exercises and opera-
tions) and to push information to relevant authori-
ties. NLLP ACM is a key activity that directly sup-
ports the JALLC’s Mission, to support Alliance-
wide implementation and sustainment of NATO's
LL policy through monitoring and supervising the
NATO LL Process. In practice, our main activities
involve the delivery of routine and ad-hoc prod-
ucts, and visualizations of the NLLP data. The
routine reports include a monthly ACM summary,
which summarises the NLLP activity over the last
month, and periodic reports on the COVID-19-
related items within the NLLP. Additionally, we
produce ACM reports for the Lessons Learned
Steering Group, delivered around the Fall and
Spring Lessons Learned Weeks. So, those are
our routine products. Then we also do ad-hoc re-
ports for stakeholders/customers who submit a
Request for Information on a specific topic they’re
interested in, along with search criteria. We will

Staffing of items in the NATO Lessons Learned Portal
Progression throughout 2020

Submissicns prior to 2020

LI/FoBF

Observations

W

L1/PoBF

Submissions in 2020 Observations

H LI/PoBP Noted

|:| Endorsed for RA

|:| L1/FaBP Appraved

Endorsed for RA

|:| LI/PoBP Approved

We know that ACM stands for Active Content
Management, but can you explain for the read-
ers what it is in practice?

Yeah, so | can start with the current offi-

cial definition: NLLP ACM is a continuous

activity that includes analysis and assess-
ment of NLLP data and information, to monitor
and assess the conduct of the NATO Lessons

then conduct a search of the NLLP and summa-
rize the content related to that subject.

For example, we've just done one on

COVID-19 focussing on a specific period

of time and certain topics. The ad-hoc re-
ports usually take between 2 and 6 weeks, de-
pending on the topic and time constraints.
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We’'ll continue to develop new visualizations,
utilizing new technologies, analysis methods, and
data visualization techniques to offer insights and
enable NLLP users to hetter interact with, explore
and understand the NLLP data.

Last year, some of our ad-hoc reports

were used by customers to inform discus-

sions at national or NATO committees
and working groups, as well as capability develop-
ment and potential doctrinal changes. With all our
products, we aim to highlight the NLLP content
that is most relevant and interesting to the audi-
ence, and identify any trends that would otherwise
go unnoticed. Over the past year, we have devel-
oped interactive dashboards and graphics visual-
ising NLLP data to support our reporting. We also
use specialist software, such as MaxQDA, a text
analytics software that enables us to conduct a
more efficient and effective search of the NLLP
content. The NLLP data visualization products we
produce (dashboards, storyboards and other inter-
active graphics) are made available to NLLP users
to support their own LL reporting and monitoring
activities. Ines continues to develop new and in-
novative ways to present NLLP data using the lat-
est data visualisation techniques to help the LL
community to better understand and interact with
NLLP data.

Yes, so I've been working on some ani-

mations and standalone products. The

dashboards include all NLLP data and a
wide range of graphics, whereas the storyboards
contain a series of interactive graphics that tell a
story on a specific NLLP topic, such as COVID-19.
The animations and other standalone graphics
usually focus on something very specific.

/1 \ NATO
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On that note, what do you think is the future
for the JALLC's role in improving data visualiza-
tion and how do you think it will impact the LL
process?

| think we’ll continue to develop new visu-

alizations, utilizing new technologies, anal-

ysis methods, and data visualization tech-
niques to offer insights into the NLLP data and
enable the NATO LL community to better explore
and understand the NLLP data. We hope that this
will support the community in monitoring and re-
porting on their LL activity, as part of the NATO LL
process.

We (the JALLC) are NLLP users too and it

is very important for the analysts here at

the JALLC to be able to easily interrogate
and transform NLLP data for our analysis, so we
are the target audience for some of these data
visualisation products.

We’re in the process of deploying three

new dashboards for three broad NLLP

user groups. The general/leadership
dashboards provide a high-level view of the NLLP
content and are suitable for all NLLP users. Then,
there’s the dashboards for JALLC analysts, which
contain the most filters to enable us to fully ex-
plore the NLLP data for our analysis. And then we
have the local manger dashboards, which are tai-
lored to specific HQs, and focus more on the LL
staffing process.

Jmm JALLC Explorer



Do you think that you will make storyboards,
such as the COVID-19 storyboards, for other
major world events and activities?

| think the concept could be used for other

key NATO events and activities represent-

ed in the NLLP, such as exercises, be-
cause they can help the LL community to under-
stand how things are progressing. COVID-19 is
still going on, so we update the storyboard regu-
larly.

Can you talk a bit about ACM'’s contribution to
NATO's transformation, and offer some insight
on its importance to the greater impact outside
of the JALLC?

HQ SACT and SHAPE have a continuous

requirement for ACM to support their

monitoring and management of the NATO
Lessons Learned Process. Therefore, through
supporting the LL process, ACM contributes to
NATO’s transformation. We may also do ACM in
support of exercises and operations. So, prior to a
NATO exercise or operation, JALLC analysts may

Items: All
Select All
Final Products
Items under staffing

Select Item by Date

2/12/2020 | | 2/3/2021 |

Activity Alpha
Activity Bravo
Activity Charlie
Activity Delta
Activity Alpha Activity Echo
Activity Foxtrot
Activity Golf
Activity Hotel
Activity Indigo

Activity Bravo
Activity Charlie
Activity Delta
Activity Echo
Activity Foxtrot
Activity Golf
Activity Hotel
Activity Indigo
Activity Juliet
Activity Kilo Series 1
Activity Lima

Activity Mike e
Activity November

Activity Oscar

Activity Papa

Activity Queen

provide a summary of LL information contained
within the NLLP on the topics of interest, which
could be used to support planning. In addition to
being a standalone task, ACM also supports other
types of analysis that the JALLC does, such as
Joint Analysis - a core element of JALLC’s mission
that also contributes to NATO’s transformation.

Finally, are there insights that you'd like to
highlight from your work on the DAT?

Our main suggestion to the Lessons

Learned Community is to enter their Ob-

servations and Lessons Identified into the
NLLP as often and as accurately as possible, in-
cluding the relevant metadata — the more infor-
mation we have, the better we can analyse it and
present useful insights to the NATO LL communi-

ty.
Absolutely, we don’t generate the data —
that comes entirely from the NLLP users.

Feel free to explore some of our ACM
products on the ACM page in the NLLP.

1000

% Number of |(em5

Series 3

Series 2 -
Series 4

Series 1

Selection 1 Selection 6

Selection 2 Selection 7

Selection 3 Selection 8

Selection 4 Selection 9

Selection 5 Selection 10

A sample NLLP Dashboard. Data displayed here is not based on real NLLP data.
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Learning from COVID-19

How to Contribute YOUR COVID-19 Ohservations

Learning the lessons now is critical for improving NATO's resilience in the
next crisis. Every experience and Lesson Identified is an opportunity to im-
prove the next time around, to not repeat failures, and to record successes.

Where can | find COVID-19 Lessons?

The NLLP has a dedicated COVID-19 area. This is where all the submitted
COVID-19 Lessons Information ends up for everyone to use. This area is
in both the NATO Unclassified and NATO Secret NLLPs. If you can't find
what you're looking for or need help, contact: nllp@jallc.nato.int

@, ° Goto the NLLP through your internet

browser (www.nllp.jallc.nato.int) Log in to the NATO Secret NLLP

Check the COVID-19 area first to
see if your observation has already
been submitted

mmm ° LOQ in orregister

2w ¢ Check the COVID-19 Area to see if your
observation has already been submit-
ted

e If not, submit a new one!

If not, submit a new one!

Inform your local Lessons Learned
officer about your submission.

(-]
L
(-]
== . Inform your local Lessons Learned
officer about your submission.
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JALLG
UPDATES

Despite the pandemic,
the JALLC has been busy
renewing and upgrading.
Read on to see what's
new from the JALLC.

>

The mew NLLP

NLLC21
Lessons Learned

in a Global Crisis

‘\
O Lessons Learned Conference |
lline edition &—o‘
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https://nllp.jallc.nato.int/Pages/HomePage.aspx
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After collecting user feedback on ways to improve the NATO Lessons Learned
Portal (NLLP) and months of hard work, the JALLC launched a brand new

version of the NLLP.

The main priority was to improve user friendliness in
using the website and submitting Observations and
Lessons ldentified. Some of the new features that
you will see in the NLLP include an improved search
tool that pulls search results from a wider variety of
categories, as well as a more visually appealing and
intuitive layout for easier navigation around the site.

In revitalizing the NLLP, we hope it will encourage
increased Observations and Lessons |dentified sub-
missions across NATO, which will ultimately lead to

many more Lessons Learned contributing to the
transformation of the Alliance. As the central loca-
tion of all NATO Lessons Learned information, im-
proving the NLLP is just one step in the long term
advancement NATO’s Lessons Learned Capability.
If you haven't yet, check out the new NLLP. Please
let us know if you have any questions, comments or
suggestions on ways we can continue improving by
contacting the NLLP team via the NLLP.

https://nlip.jalic.nato.int

Joint Analysis and
Lessons Learned Centre
Jsoa - Pormgal

JALLC Explorer
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“Look & Feel”
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NEW JALLC

WEBSITE

https://jalic.nato.int

If you have recently visited the JALLC website, then you may have spotted a
few changes. On 15 December 2020 the JALLC relaunched its website

www.jallc.nato.int.

The website features a new layout, bringing it in
line with the rest of ACT and NATO with a modern
look and feel structure and experience. The de-
sign of the new website is intended to be more
user friendly. The website was developed during
the COVID-19 pandemic, which presented its own
set of challenges. However, through coordination
between teams from the JALLC, HQ SACT, and
the web developers contracted to help us in the
process, the website was successfully updated,

/:‘\ NATO
Kg OTAN
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upgraded, and launched. Using web-based project
management applications and all other virtual
means available, the JALLC coordinated across
the Atlantic Ocean and across time zones,
demonstrating that the JALLC really can deliver
the high-quality products the world expects from
us under even the most challenging conditions.
The new website forms part of a wider communi-
cations update at the JALLC planned for 2021 that
ties into the new One NATO branding strategy.

i i
AR NATO  Newsroom  Organization NATO Lessons Learned Portal  Activities
COVID-19 Information

WELCOME TO NATO!

JOINT ANALYSIS & LESSONS LEARNED CENTRE
NATO's Lead Agent for Lessons Learned

g of lessons, accomplished through active content management of the NATO
integral part of the Lessons Tearned ) and outreach to allies and
t and warfighting, improving NATO' ly to.operate and adapfiihieugh ' |
SSment activities enabling the establishment and sustaii nt of effective Le: S Leg;ged PN

‘agent for the coll

it

» WE ANALYSE » WE SUPPORT EXERCISES AND OPERATIONS
1 | 1l - al [ R
» WE FACILITATE LESSONS LEARNED » WE REACH OUT

» WE TRAIN ANALYSIS AND LESSONS LEARNED » WE SUPPORT THE LESSONS LEARNED COMMUNITY

Y T

Newsroom Organization NATO Lessons Learned Portal k,:'?

Activities COVID-19 Information

ACTIVITIES
» Analysis » Lessons Learned
» Training » Support to Exercises and

Operations
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16 - 18 MARCH 2021

The JALLC will hold the next
NATO Lessons Learned Con-
ference (NLLC21) virtually from
16-18 March 2021. During the
online event, representatives
from NATO Allies, Partners,
academia, and industry will pre-
sent and discuss their experi-
ences with the NATO Lessons
Learned (LL) Capability in the
past year of the COVID-19 cri-
sis with the theme, "NATO LL in
a global crisis: what did we
learn and how can we do
better?"

Hosting the NLLC21 demon-
strates that despite the chal-
lenges, we have been able to
adapt and to learn. The event
will be broadcast via the online
platform hosted on Attendify.
The platform has a variety of

features including: the event
agenda, read ahead materials,
speaker bios, news updates,
and a place to network and in-
teract with fellow NLLC21 at-
tendees.

We will start the first day with
opening remarks from Supreme
Allied Commander Transfor-
mation General André Lanata,
and a key note address by the
NATO Deputy Secretary Gen-
eral, HE Mircea GEOANA. His
remarks will be followed by a
panel with several LL leaders
and experts on “National Per-
spectives on LL Capability ad-
aptation during the COVID-19
crisis."

The next day will bring speak-
ers from Partner Nations, the
European Union Military Staff,
NATO Command Structure,
and NATO Force Structure.
Their presentations and discus-
sions will provide insights on

NATO Lessons Learned Conference

- First online edition

NLLC21

Lessons Learned
in a Global Crisis

March 2021

three important topics: Partner
Perspectives on LL Capability
adaptation during the COVID-
19 crisis, NATO LL Deliverables
during the COVID-19 crisis,
and /Innovating in the NATO LL
Capability to face future similar
crisis.

The last day will have four sim-
ultaneous sessions involving
exciting discussions on Stand-
ardization in LL Improvement
and Innovation in LL, Collection
and Exploitation of LL in Exer-
cises, and Future Leaders' Per-
spectives on the NATO LL Ca-
pability. Participants will have
the opportunity to select the
session they would like to join.

We’re looking forward to shar-
ing all the valuable COVID-19
related LL information acquired
over the past year from across
NATO and the LL Community.

-~
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Joint Analysis and Lessons Learned Centre
Avenida Tenente Martins

1500-589 Lisboa, Portugal
Email: jallc@jallc.nato.int
Telephone: +351 21 771 7007
+351 21 771 7008
+351 21771 7009
Fax: +351 21 771 7098
www.jallc.nato.int
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