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PROJECT OVERVIEW
The NATO Security Committee published the Supporting Document for Information & Intelligence Sharing with Non-NATO Entities (NNE) in 2009 granting
greater authority and providing special guidance to facilitate partnering with
NNE. This Supporting Document was augmented within the NATO Command
Structure with a Bi-SC Handbook that provides guidance for implementing the
new provisions for sharing authorized in the Supporting Document.
The representatives to the Bi-SC Information and Intelligence Sharing (I&IS)
Task Force foresaw the need to further examine the success of the Supporting Document and Handbook in meeting the Strategic Commanders’ needs
when partnering and operating with NNE. The Supreme Allied Commander
Transformation tasked the JALLC to examine progress and give recommendations for further improvements to NATO’s ability to share information with its
partners.
The Analysis Requirement was to analyze the implementation and practicability of NATO Security Policy (NSP) through its supporting documents and the
Bi-SC Handbook, focusing on the information flow between NATO and NNEs
in support of ongoing NATO-led operations, in order to identify any substantial operational-level gaps in NSP and
make recommendations to improve the policy and its implementation.
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MAIN FINDINGS AND RECOMMENDATIONS
The most significant finding is that recent improvements to NSP have been
absolutely on target and not a single improvement made to enhance partnering was found to be incorrect. But further improvements are proposed.
One area where NATO's processes could be improved includes adapting
the NATO Crisis Response System (NCRS) to foster early engagement
with NNEs. A number of small changes to the NCRS and the Comprehensive Operations Planning Directive would enable and encourage early engagement with potential Operational Partners and other NNEs in future operations.
Measures could also be taken to provide relevant NNEs with better access
to appropriate mission networks and information on the NSP itself so they
can better understand how to interface with NATO.
At the moment, over 100 documents are used to fully articulate NSP which
is both overwhelming and confusing to users. Articulating NSP with fewer
documents and less complexity could facilitate better comprehension and,
ultimately, application of and adherence to NSP.
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Over-classification is a prevailing and common issue. Senior leaders must start enforcing relevant aspects of NSP in
order to ensure that mission commanders can release information when the operational situation dictates it.

PROJECT EXECUTION
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The JALLC project team initially reviewed documentation on NSP, the
supporting guidance, directives, doctrine, procedures, previous JALLC
reports and open source material on information sharing with NNEs,
followed up with research, video teleconferences and telephone conferences.
Interviews were conducted with staff from commands, organizations and
units involved in ISAF or Operation UNIFIED PROTECTOR, as well as
the International Committee of the Red Cross, United Nations Assistance Mission in Afghanistan and contractors.
Data analysis involved a subjective review of all collected notes and interviews, on the basis of which further research and interviews were
conducted to determine the root causes of the prevailing opinions. This
allowed the team to determine where issues were caused by policy, implementation or inadequate training.

A Swedish staff officer illustrates how information flows from NATO to a partner Nation.
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