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Welcome to this edition, of The Explorer; the
JALLC’s annual publication covering: the latest
in Lessons Learned and Analysis, updates on
our activities, and thought-pieces on trending
topics.

This edition of The Explorer focuses on a topic
that is high on NATO’s agenda: Digital Trans-
formation, and in particular the way Atrtificial
Intelligence (Al) is influencing the world today
and the potential impact it will have on NATO
and the JALLC. In particular | recommend that
you read the article on NATO’s Digital Trans-
formation on page 3 which features an article
based on an interview with Rear Admiral
(RADM) Nick Wheeler, Director of NATO Digi-
tal Staff (formerly the NATO HQ C3 Staff). RADM Wheeler provided some fascinating insights into
NATO’s Digital Transformation and on its Al journey and what we can perhaps expect from the future.

You can also read articles written by the JALLC’s staff on some interesting trending topics at the mo-
ment, such as Al Ethics, Cognitive Bias in Lessons Learned, and Innovation at the JALLC, as well as
enjoy the memoirs of one of our longest serving Military Staff members, LTC Rigo Genz.

Of course, there are the regular updates on the JALLC including updates on our Lessons Learned activi-
ties and Analysis projects. We will also be providing a glimpse of the upcoming NATO Lessons Learned
Conference that will take place in Lisbon early next year.

Finally, this year marks the 20th Anniversary of Allied
Command Transformation (ACT), to which the
JALLC belongs. The JALLC and all its staff wish ACT
and all our colleagues a happy birthday. We also
want to wish our sister command, the Joint Warfare
Centre, a very happy 20th Anniversary as well as
they share this special year.

| do hope you enjoy reading this magazine as much
as we have enjoyed putting it together. In this re-
spect, I'd like to take the opportunity to personally
thank the JALLC’s Editor and all of the JALLC'’s staff
who have contributed to this edition of The Explorer. This magazine relies on the voluntary personal
contributions and extra effort from the JALLC’s staff; the content and quality of this edition is a testimony
to their professionalism and commitment to the organization. Happy reading.

Fernando Artilheiro
Commodore, PRT N
Commander JALLC
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Dear Readers,

What a fascinating Explorer this has been for me personally. When we decided
on the theme for this year’s edition, | think that, like most non-tech-y people, | was
a bit daunted, and even skeptical, about diving into the realms of Digital Transfor-
mation and Al.

| confess to not really bothering too much with the technological (r)evolution that
is taking place at our desks, until now. | think there are quite a few of us (me
absolutely included) who are content to sit back and be reluctantly resigned to it
just happening to us; the inevitable rise (and rise) of Al.

But having spent some time researching the topic, experimenting with Al, and
talking to people in the know—such as RADM Nick Wheeler, Director of the
NATO Digital Staff—I found myself well and truly gripped by the topic. Digging into industry statistics,
reading expert opinion articles, daring to try ChatGPT; | felt a bit like Sleeping Beauty waking up after a
hundred years and wondering where | am and what has happened. The (digital) world is not the same
place it was ten or twenty years ago when we still had to dial in to the internet... have | been sleeping?

Disney references aside, | am a convert. After having played with generative Al for myself, | see the
power of it. | also see the risks, | do, especially in the NATO context (i.e. global security and working
with classified information). But there is a lot of untapped potential—even here at the JALLC. There is
much talk in the media about concerns that Al will take over from humans, that we will lose our jobs to
machines (to the extent that hasn’t already been happening since the industrial revolution). But | am
inclined to agree with RADM Wheeler: Al really has the power to enhance our human abilities; to make
us more efficient (by freeing up our time) and to make us more creative and innovative (by carrying out
the mundane tasks). That can only be a good thing. Perhaps instead of worrying about Al taking over
our jobs, we should be honing in on ways we can use it to enhance what we do?

Of course, as we highlight in couple of the articles in this edition of the Explorer, these seemingly end-
less benefits do come with risks attached. The potential to mis-/abuse Al is also seemingly endless.
And, more importantly, these are not potential risks, they are a reality. From fake news to cyber at-
tacks, from spyware to identity theft. These are all threats that challenge the Alliance as well as the one
billion people it serves.

BUT.... NATO has always been good at facing challenges; good at adapting to the ever changing glob-
al security threat environment. In fact, as Ms Oana Lungescu—former NATO Spokesperson—said in
her briefing to the JALLC on our 21st anniversary, “NATQO’s ability to adapt is what has made it the
most successful Alliance ever.”

| guess this is just another phase of adaptation for this great Alliance of ours. And for one, | want to be
part of it. How about you?

Jodlie

The JALLC’s Editor
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Recent developments in Artificial Intelligence (Al) have grabbed
the world’s, and its leaders’, attention. As such, Digital Transfor-
mation is high on NATO’s agenda. After talking to Rear Admiral

-

)

(RADM) Nick Wheeler, Director of the NAT’)igital Staff,abou! & Q.

NATO’s Digital Transformation and the impact of Al on NATO,
we share some thoughts on the benefits, the risks, and what it
means for the JALLC in practice.
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NATO’s Digital Transformation & Lessons Learned

In this article, we first get to grips with what Digital Transformation means for NATO gener-
ally. We then take a look at some of the relevant challenges NATO faces in implementing its
Digital Transformation at the speed of relevance and how we are addressing them as an
organization: the Risk of Over-Regulation, the Challenge of Consensus, the Future of War-
fare, and finally the Right Mindset. We then briefly look at the importance of data as a stra-
tegic asset for the Alliance and finally, what Digital Transformation means for the JALLC and
Lessons Learned.

Everyone is talking about it: NATO’s Digital Transformation and the implementation and impact of Al in
NATO. But what does this mean for the NATO Lessons Learned (LL) Capability in practice? With ever in-
creasing amounts of data being generated that reveal valuable potential lessons and best practices, as
part of NATO’s Digital Transformation, the JALLC is looking at innovative ways to exploit the opportunities
that the increasingly digital future will present in terms of data collection and analysis, how trends are iden-

tified, and ultimately how lessons information can be pushed back into NATO.

Al has already started to become integrated into Digital Transformation of industry, and indeed our
day-to-day lives. And although Al offers multiple benefits that have the potential to improve and enhance
how we humans live and work, increasingly Al pioneers have been warning global leadership about the
risks of the misuse of Al and the potential threat it can pose, comparing Al to a: “...societal-scale risk such

as pandemics and nuclear war...”

The benefits of using Al in the NATO LL Process seem infi-
nite. In a recent workshop held by the JALLC on LL Semantic
Representation (see the article on JALLC Innovation on page
27 of this magazine), participants imagined the future of LL;
from microchip implants that could collect observations from
our brains to fully automated analysis and trend identification
processes. Until Al reaches its limits, the possibilities of what it
can do seem endless. However, as easy as it is to imagine
these benefits, it is as easy to imagine the risks of letting Al
loose in the NATO LL Process. For example, it’s not hard to
imagine Al misinterpreting collected data, resulting in faulty (or
fake) observations resulting—in turn—in potentially faulty (or
fake) Lessons Identified and flawed decision-making.

In this Brave New World of Digital Transformation, with Al
playing an increasingly prominent role, where does NATO
stand in balancing the tremendous opportunities Al presents
against the potential risks?

We spoke to RADM Nick Wheeler, Director of the NATO Digi-
tal Staff (formerly named the NATO HQ C3 Staff), to find out
more about NATO’s approach to Al and the binary choice that
NATO is faced with: keep up and retain our (technological)
edge OR fall behind and risk global security.

RADM Nick Wheeler was born on the
Channel Island of Jersey in 1970. He
joined the Royal Navy in 1991 and
trained as a Warfare Officer specializing
as a Submariner in 1996. Career high-
lights include commanding the HMS TOR-
BAY and HMS TURBULENT, being assigned
as Deputy Commander of the NATO
Submarine Command and Assistant
Chief of Staff SM to Allied Maritime Com-
mand (MARCOM), an assignment at the
UK Strategic Command, and working in
intelligence support to military operations
for the UK govern-

ment. Upon promo-

tion to Rear Admiral,

in July 2022, he be-

came the Director of [}

the NATO Digital

Staff (formerly NATO y

HQ C3 Staff).
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For RADM Wheeler, it really is that binary: NATO either does
it, and does it now, or the Alliance risks potential adversaries
getting the better of it and losing its (technological) edge.

However, for a political-military defence organization, tasked
with ensuring the global security for over one billion people, it's
never going to be as simple as taking the latest algorithms de-
veloped by Al Pioneers and letting them loose in NATO. There
are many factors to consider when talking about NATQO'’s Digi-
tal Transformation, and none of them are trivial: e.g. from how
far to allow Al access to classified information, to the practical-
ities of when and how staff can use Al, to recognizing that our
potential adversaries may not have the same set of principles
regarding the (mis)use of Al as we do. The universe of Al will
need regulating in NATO if the Alliance is to ensure it retains
its technological edge and interoperability (e.g. through policy,
standardization, and training), while remaining true to its core
values and principles.

In this respect, the Alliance is well on its way. NATO has al-
ready developed an Al strategy, a Digital Transformation Vi-
sion, an Implementation Strategy on Emerging and Disruptive
Technologies, and the NATO 2030 Agenda—to name but a
few key documents. For example, pictured on the next page
are NATO'’s Principles of Responsible Al Use. These range
from Lawfulness to Governability and recognize the need for
the Alliance to maintain its technological edge while respecting
its values, norms, and international law. It’s a fine line that
NATO needs to walk, but one it is fairly used to walking as it
navigates the global security threat environment while uphold-
ing its core values.

But there is a flip-side to this regulation coin: and that is the risk
of over-regulation hindering NATO’s ability to implement Al and
digitally transform at the speed of relevance. This balancing act
between Digital Transformation’s need for speed (in terms of
development: training, testing, implementation) vs the need to
remain true to NATQO’s core values and the desire to be respon-
sible Al-users, is realistically not something NATO’s potential
adversaries are too worried about. In an unconstrained environ-
ment, it is much easier to develop Al, or use the latest algo-
rithms, to achieve the latest objectives.

Russia’s war against Ukraine is a good example of how quickly
progress can be made where there are no constraints and you
are facing a real aggressor: effectively fighting for your life as
the RADM put it. This type of environment is where innovation
thrives. But at what cost? Time will tell how big the bill will be
from Russia’s war against Ukraine, but lessons can certainly
already be learned from how the nature of warfare is changing
in the battlefield and how NATO’s Digital Transformation will
need to reflect that.

Continued on page 7.

— r y

NATO Secretary General, Jens Stoltenberg,
speaking at the Weapons of Mass Destruction
Conference in April this year, called for a new
approach to deal with the rapid spread of new,
disruptive technologies. "We are determined to
develop a shared, universal gold standard for
the responsible use of new technologies in de-
fence," he said. "At NATO, we have started this
process with our Artificial Intelligence Strategy
and its principles of responsible use.”

Source: NATO website: https://www.nato.int/
cps/en/natohq/news 213954.htm?

selectedLocale=en

Read more about NATO'’s Artificial Intelligence
Strategy on the next page.

NATO'’s Data and Artificial Intelligence Review
Board (DARB) met on 07 February 2023 to start
the development of a user-friendly and respon-
sible Al certification standard to help industries
and institutions across the Alliance make sure
that new Al and data projects are in line with
international law, as well as NATO’s norms and
values.

Source: NATO website: https.://www.nato.int/
cps/en/natohg/news 211498.htm

ana addressed the C3 Board Spring Plenary
meeting (23-24 May 2023), which approved the
Implementation Strategy for NATO’s Digital
Transformation.

Source: NATO website: https.//www.nato.int/
cps/en/natohg/news 214878.htm?
selectedLocale=en
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NATO ARTIFICIAL INTELLIGENCE STRATEGY

In 2021, NATO published its
NATO Atrtificial Intelligence Strat-
egy. Recognizing the need for the

Alliance to maintain its technologi-

cal edge, the Allies committed to

working together in the field of Al

for transatlantic defence. The aim
of the Strategy is fourfold:

e To provide a foundation for
NATO and Allies to lead by ex-
ample and encourage the de-
velopment and use of Al in a
responsible manner for Allied
defence and security purposes;

e To accelerate and mainstream
Al adoption in capability devel-
opment and delivery, enhanc-
ing interoperability within the
Alliance, including through pro-
posals for Al Use Cases, new
structures, and new pro-
grammes;

e To protect and monitor our Al
technologies and ability to in-
novate, addressing security
policy considerations such as
the operationalization of our
Principles of Responsible Use;
and

e To identify and safeguard
against the threats from mali-
cious use of Al by state and
non-state actors.

At the forefront of the Al Strategy
are the NATO Principles of Re-
sponsible Use which will help
steer transatlantic efforts to imple-
ment Al in accordance with
NATO’s values, norms, and inter-
national law. These principles are
based on widely accepted ethical,
legal, and policy commitments
under which NATO has historical-
ly operated and will continue to
operate under.

You can find out more about
NATO’s Al Strategy on the NATO
main website here.

September 2023

NATO's Principles
of Responsible Al Use

LAWFULNESS

Al applications will be developed and used in
accordance with national and international law,
including international humanitarian law and
human rights law, as applicable.

RESPONSIBILITY &
ACCOUNTABILITY

Al applications will be developed and used with
appropriate levels of judgment and care; clear
human responsibility shall apply in order to
ensure accountability.

Al applications will be appropriately
understandable and transparent, including
through the use of review methodologies,
sources, and procedures. This includes
verification, assessment and validation
mechanisms at either a NATO and/or national
level.

Al applications will have explicit, well-defined
use cases. The safety, security, and
robustness of such capabilities will be subject
to testing and assurance within those use
cases across their entire life cycle, including
through established NATO and/or national
certification procedures.

Al applications will be developed and used
according to their intended functions and will
allow for: appropriate human-machine
interaction; the ability to detect and avoid
unintended consequences; and the ability to
take steps, such as disengagement or
deactivation of systems, when such systems
demonstrate unintended behaviour.

Proactive steps will be taken to minimise any
unintended bias in the development and use of
Al applications and in data sets.


https://www.nato.int/cps/en/natohq/official_texts_187617.htm

However, as RADM Wheeler pointed out, the real-world scenario that Ukraine and Russia finds them-
selves in, is precisely the type of scenario that NATO is designed to avoid. So how relevant are the Al-
Lessons from the war against Ukraine for NATO? Perhaps not relevant in the sense of how NATO should
be developing its own Al-solutions. But they could be very relevant in understanding the potential future
threats the Alliance could face. For example, in a recent research report published by the JALLC on Rus-
sia’s war against Ukraine," the study identified one of those potential future threats as coming from the
increased and effective use of drones on both sides of the Russian war against Ukraine, noting the need
for robust anti-drone defence systems and the recognition of autonomous systems as a potential game-
changer in modern warfare. Another example is that both Russian and Ukrainian forces are using Al to
fuel disinformation campaigns and collect intelligence on troop whereabouts. This use of Al has raised
questions about Al ethics in NATO. Questions that need to be discussed (see the article on Al ethics in
NATO in this magazine on page 21) and ultimately answered.

The reality NATO faces, however, is that it simply doesn’t have time to spend discussing these ethical, and
indeed other, questions for very long. Decisions need to be made. As is often noted, the strength of the
Alliance can also be its weakness; with (currently) 31 Allies needing to reach consensus on hard-hitting
topics like Al implementation in 360° defence of the North Atlantic area, once consensus has been
reached, it is deeply meaningful. So many Nations agreeing on a way ahead on anything has a huge im-
pact, sending out global ripples that reach NATO’s Partners, Dialogues, other International Organizations
and, yes, its potential adversaries. But, it takes time to reach that consensus because there are many voic-

es at the table, and they all need to be heard.
\ AT ),

Note: Consensus decision-making is a fundamental principle of NATO. It has been accepted as the sole basis for decision-making
in NATO since the creation of the Alliance in 1949. Consensus decision-making means that there is no voting at NATO. Consulta-
tions take place until a decision that is acceptable to all is reached.

Sometimes member Nations agree to disagree on an issue. In general, this negotiation process is rapid, as Nations consult each
other on a regular basis and therefore often know and understand each other's positions in advance. You can find out more about
how NATO takes decisions on the NATO HQ website: https://www.nato.int/cps/en/natohq/topics 49178.htm

1. JALLC; Open-Source Publications Research on Russia’s War against Ukraine -Operational and tactical level lessons; JALLC/CG/23/092; 03
July 2023; NATO Restricted. Copies of the JALLC’s classified reports can be obtained from the JALLC subject to appropriate security clearances.
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The good news is, NATO’s Leadership and the Nations
are fully on board the Digital Transformation train. From
the NATO Al strategy, to its Digital Transformation Vi-
sion, and Implementation Strategy, NATO is now focus-
sing on how it needs to move into this new digital era.
Digital Transformation is top of the NATO agenda and it
needs to be as far as RADM Wheeler is concerned:

“The truth is that Al has tremendous potential to really
increase the speed at which NATO can work. Not only
the speed at which we can work at the tactical and oper-
ational levels in terms of getting the day-to-day business
done more quickly, but also the speed at which deci-
sions can be taken by our leadership. Data-informed
decision making is not even the future of NATO any-
more, it’s the now. The Alliance has made tremendous
strides towards its Digital Transformation: the (initial)
thinking has been done, the framework developed.”

But as RADM Wheeler puts it: this is perhaps the easy
part. Now we need to act. Basically, if NATO doesn’t act
now, it risks falling behind the technological (r)evolution
curve, and it may become difficult to catch-up to its
peers and potential adversaries, let alone keep-up with
them or even out-pace them as the NATO Warfighting
Capstone Concept suggests we should.

However, as RADM Wheeler also notes, it's not going
to be possible to act and meet NATO'’s Digital Trans-
formation needs by doing the same things we’ve al-
ways done, the same way. According to the RADM,
there are two aspects to the required mindset change:
the first relates to NATO'’s relationship with new tech-
nology; the second relates to how humans may feel
threatened by (fast) change.

Regarding the first mindset shift, NATO has historical-
ly needed to conduct in-house development of its
technological needs because of the nature of the data
we work with and the military environment we work in.
However, technology development is expensive and it
takes time. Having now established that NATO does
not have time, the reality is that NATO, as an organi-
zation, is going to have to change how it approaches
technology (soft- and hardware) development vs tech-
nology acquisition. Semi-trained off-the-shelf Al-
solutions would seem to be the way forward, rather
than taking the time it takes to develop our own algo-
rithms.

“Recognising the urgency of
a digitally-transformed Alli-
ance, we have endorsed a
Digital Transformation Im-
plementation Strategy to un-
derpin our ability to conduct
Multi-Domain Operations,
drive interoperability across
all domains, enhance situa-
tional awareness, political
consultation, and employ da-
ta-driven decision-making.

The Vilnius Summit Statement, July
2023

FYOU DO WHAT

YOU'VE ALWAYS DONE

YOU'LL GET WHAT
YOUVE ALWAYS
BOTTEN

As such, there are still hurdles to overcome in this respect, not least of which are the security implica-
tions, the ethical implications, and the financial costs. But these are challenges that NATO has faced be-
fore in terms of implementing technological solutions, and it can—and will—face and overcome them
now. The COVID-19 pandemic was perhaps a (much needed) catalyst to advance NATO'’s technological
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https://www.act.nato.int/our-work/nato-warfighting-capstone-concept/#:~:text=The%20NATO%20Warfighting%20Capstone%20Concept&text=It%20contributes%20to%20the%20Alliance%27s,of%20power%20through%20to%202040.
https://www.act.nato.int/our-work/nato-warfighting-capstone-concept/#:~:text=The%20NATO%20Warfighting%20Capstone%20Concept&text=It%20contributes%20to%20the%20Alliance%27s,of%20power%20through%20to%202040.

evolution, proving that, when faced with a crisis,
NATO can implement technological solutions at the
speed of relevance with off-the-shelf remote work-
ing tools being swiftly adapted and approved for
use and then rolled out remotely. However, when
NATO is not faced with a crisis, our technological
evolution can be somewhat Darwinian. An example
of this, is the ongoing IT Modernization of the
NATO Enterprise. As is so often the case in IT, the
project has been faced with delays and program-
ming constraints that have generated technological
challenges that the project has had to adapt to in
order to address. Progress is being made, and it
will lead to a more efficient workforce, but that pro-
gress is slow.

The second mindset issue is perhaps more rele-
vant from the human workforce perspective. Let’s
talk about the elephant in the room:

Will Al take over our jobs?

This question is one of the leading water-cooler
topics at the moment as more of us experiment and
get comfortable with using generative-Al in our pri-
vate lives, acknowledging how powerful it is, and
realizing what that might mean for our jobs.

As far as the answer to this questions goes, RADM
Wheeler isn’t too concerned about it. The RADM
sees the future of Al as one of enhancing and ena-
bling our current way of working. Recognizing that
skill-sets will perhaps need to change and to adapt
to the new reality of working with Al, there will al-
ways be a need for the human aspect in terms of
how we use Al, at least for the foreseeable future.

Generative-Al needs clear instructions and usually
follow-up correction and guidance to produce
something that could reasonably be accepted at a
professional standard. Moreover, Al simply can’t
(yet) do the critical thinking and logical inflection
that a human can do. From the JALLC’s perspec-
tive this means that, while Al can potentially save
the JALLC a lot of time in carrying out tasks cur-
rently performed by its staff, such as data collection
work, even the initial data analysis, and perhaps
creating a first draft of a report, it will still take a
keen critical human eye to spot the mistakes in the
Al “thinking.”

Continued on page 11

The JALLC Al Voice-hot

In 2021, the JALLC published its Analysis
Report on Virtual Collaboration Tools.” Part
of the data collection process for the study
involved staff across multiple NATO entities
being interviewed by an Al voice-bot tool.

The Al voice-bot tool worked by having the
researcher define questions (known as
seedling questions) that provided the com-
mon structure for each interview. Then the
Al engine decided, in real time, based on
the answers given by the individual inter-
viewee, whether to ask one or more follow-
on question(s), and what the follow-on
question(s) should be: either generic (e.g.
“Please could you tell me more?”), or specif-
ic (e.g. “You mentioned email attachments,
could you tell me more about that?”).

Although the interviews were not perfectly
conducted, and some staff commented that
the follow-up questions could be repetitive
or off-topic, significantly more staff could be
interviewed from a more diverse selection of
NATO entities becasue JALLC staff were
not needed to conduct the interviews in per-
son. The results were also more compre-
hensive than those collected using a survey
because the Al voice-bot tool could solicit
more information in the follow-up questions,
improving the quality of the data collected.

Although JALLC analysts won’t be out of a
job anytime soon, this experiment did serve
to show how Al could be employed by the
JALLC to free up valuable human resources
to perform tasks Al could not do.

If you are interested in finding out more
about the underlying study, you can down-
load a copy of the factsheet on this report
available from our website here.

5. JALLC; Collaboration Tools in NATO - Experiences during
the COVID-19 Pandemic; JALLC/CG/21/157; 17 December
2021; NATO Unclassified
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https://www.jallc.nato.int/application/files/5416/8414/5479/Factsheet_STA_Collab_Tools_30032023_Taner_RBE.pdf

wnat Ind“strv is Don't just take our word for it. From big name tech companies, such

as Oracle and Google, to investment hedge funds, such as Bridge-
H water Associates, and world leading accounting firms, such as Price
savlng--- waterhouse Cooper (PwC), everyone is now, not only just hopping
on the Al-bandwagon, but heading down the Al-highway so fast, its
hard to compare this technological (r)evolution to any other time of
human evolution in the past.

Who's deciding what with Al

According to Markets Insider,? Bridgewater Associates (currently
the worlds largest hedge fund) has compared the ChatGPT Chatbot
to having millions of investment associates. Recognizing that the
Chatbot is unlikely to replace human employees anytime soon, and
that some of it's answers regarding investment are outright
“hallucinations,” as long as you have the ability to control those hal-
lucinations (against a rigorous statistical backdrop in this case), you
have a significant amount of brainpower at your fingertips.

Reuters recently reported® that Oracle is adding generative Al fea-
tures to its human resources software for businesses, aiming to
help draft job descriptions and employee performance goals,
among other tasks. Noting that many business users have ap-
proached generative Al technology more cautiously because it can
make up untrue facts and be tricked into saying unsettling things,
the software development giant acknowledges that Al isn’t about to
replace the human touch. "We don't expect generative Al is going to
write your goals for you. It's going to give you a starting place, and
it's going to give you useful information that you can get going with,"
Buchheim, vice president of product management for Oracle Adap-
++++I00M to view++++ tive Intelligence Applications said in his interview with Reuters.

:
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PwC (one of the World’s leading accounting firms), conducted an Al
Business Survey in 2022 which looked at how industry leaders are
leveraging data, cloud, and analytics to increase success. One area
that the survey looks into, is decision-making with Al support. The
survey notes that Leaders in the use of Al (i.e. those who are ad-
vancing all three key areas of Al in industry: business transfor-
mation, enhanced decision-making, and modernized systems and
processes) are using Al more in their decision-making processes
than those who are not considered leaders, suggesting that in order
to really benefit from Al, it needs to be exploited across the board
for maximum effect (expand the graphs on the left, taken from the
PwC 2022 Survey).

L]
[+]
[72]
©
9_
S
=2
) T
(]
2
2
0
=
9
7]
T
2
=
>
@
Q
=
[*]
g
n
E

Another area that is of relevance to NATO'’s Al journey, is responsi-
ble use of Al. The PwC survey showed (see left) that, Al leaders are
more driven to take actions to ensure the responsible use of Al in
their organizations. It seems the more you “do Al,” the more you
feel you need to protect yourself, and others from its impact.
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One conclusion that can be drawn from analysis of what industry is
up to in terms of Al, is that NATO should perhaps consider engag-
ing with industry to learn the Al lessons that have already been
identified and harness the power of Al for NATO use responsibly.

mm ||
3

2. Sor, J.; The biggest hedge fund in the world says ChatGPT was able to pass its investment associate test - and it's like 'having millions of them
at once'; Markets Insider; 06 July 2023; https://markets.businessinsider.com/news/stocks/chatgpt-passed-investment-test-ai-artificial-intelligence-
investing-bridgewater-2023-7; date last accessed: 17 July 2023.
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The K-factor: Data is Everything

The real next challenge for NATO will likely be its data. Most commercial Al solutions are designed to
work with vast data sources and mimic human thinking/behaviour. The more data available; the more ex-
amples the Al has to learn from; the better it is/gets. Let’s take ChatGPT as an example. Basically,
ChatGPT is a large language model that relies on the vast data source that is the internet. Based on user
input, it trawls the internet and compiles an average response. True, ChatGPT’s average response is still
usually better than an average person’s response, but this is really down to the fact that ChatGPT can
quickly and efficiently trawl through exponentially more data than your average human being can get
through in a lifetime (well, a career anyway). However, as RADM Wheeler pointed out, ChatGPT, and in-
deed any Al solution, is only as good as the data it is based on and the training it has been provided with.
If either (or both) are flawed, the content generated will likely also be flawed.

We prove this point in the next article in The Explorer, where we asked ChatGPT to write an article about
the JALLC and how it should be implementing Al. We then asked our Editor and Principal Operational Re-
search Analyst (i.e. two people with a lot of experience in writing for the JALLC) to critically review it. The
results—see the article on page 15—highlight nicely the challenge that NATO faces with regard to picking
up off-the-shelf algorithms: NATO doesn’t have a clear, comprehensive, and standardized data collection
method and data lake (or even a puddle by industry standards) for Al to work with.... yet.

This is then one of the key areas of research and work in NATO at the moment with regard to Digital
Transformation: standardization of its data. As RADM Wheeler pointed out, “Our understanding of our da-
ta landscape is not comprehensive and we must establish a robust and dynamic picture of what data we
have, where they are, and who is responsible for them. Getting the NATO Data Lake ready is a huge pri-
ority, but also a huge challenge. Humans don’t really like doing things they don’t see the immediate bene-
fit of. You can introduce obligations to fill in meta data, you can create single databases for types of data,
you can make Information and Knowledge Management the highest priority in every command, and still,
human beings will stare at that meta data form and only fill in the bare minimum for them to be able to get
on with their job.” This is perhaps another mindset problem rather than one of procedure, training, hard-
ware, or software. And as such, it's much harder to solve. However, this is perhaps where we can let the
Snake eat its tail and deploy Al to help us fill in those meta data fields. The more NATO can automate at
this level, the more we the data lake can be filled with quality data, the more chance NATO has of imple-
menting Al solutions efficiently and effectively in NATO.
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So what does all of this mean for the JALLC? The JALLC’s
Analysis studies are the culmination of evidence-based re-
search, vast (by human standards) quantities of data, applica-
tion of appropriate analysis techniques to said data, synthesis
of the information, drawing conclusions, and making recom-
mendations. Al has the potential to, at least, take some of the
leg-work out of this process. From collecting the data to be
analysed, to conducting an initial categorization of the data.
From conducting Al voice-bot interviews (see the column on
page 9) to preparing and sending out surveys. This is actually
technology that the JALLC already applies or has experiment-
ed with; so imagine how future Al-solutions could further en-
hance and enable the JALLC Analysts to do the bit that Al is
not really equipped to do yet: critically reviewing, fact check-
ing, and identifying and filling in the gaps in the logic. Effec-
tively, until Al has developed a keen ability to fact check and
critically review it's own work, humans will always be required
to start (i.e. instruct) and finish the job.

It doesn't look like Al will be taking over the JALLC for now.
But Al does already have the potential to enhance the way its
analysts work if used judiciously. For example, the preparation
(i.e. data collection and processing) of JALLC studies could be
conducted faster and more efficiently with the help of Al. This
could potentially increase the speed at which the JALLC hu-
mans are able to conduct the studies (analysing, synthesizing,
reporting, and critically reviewing), ultimately resulting in the
JALLC being able to deliver products more rapidly. However,
the lines between what Al can do and what humans can do
are perhaps already blurred. As such, the JALLC will need to
carefully examine these lines and figure out where it wants
to—and needs to—draw them more clearly to ensure that staff
can work with Al responsibly, for the benefit of the Alliance.

In short, working together with Al could enhance and enable
the way the JALLC works. And the same is true for all of
NATO. Al implementation is not a matter of replacing the hu-
man element with Al alternatives, but rather enhancing what

NATO humans can do so that we can work Faster, Better, and

Smarter, and Win as a Team.

In closing, RADM Wheeler noted that it's a Brave New World
out there. As an optimist, he said, he believes that this is an
exciting time of change for NATO; and there can be no pro-
gress without change. Perhaps the most progress is yet to be
made, because we don’t know what we don’t know. The field
of Al is moving so quickly, that it’s hard to imagine the future.
Indeed, just a few decades ago, could we imagine being told
to trust our mobile phones to get us from A to B? And yet to-
day, does anyone have a paper map in their car?

I’ll tell you a secret: | do. But that’s just in case my mobile
phone battery runs out.

September 2023

The JALLC has already been experiment-
ing with work-enhancing technology for
some years. Since the New Technologies
Event was held in 2018, which saw the
JALLC bring together Industry and Aca-
demia leaders to present concepts and
ideas about the future of Lessons Learned,
the JALLC has always striven to be forward
-leaning when it comes to the adoption and
adaptation of new technology.

I's not always easy to advocate change in
an organization, the right culture and mind-
set is required. At the JALLC we work hard
to make sure that everyone feels empow-
ered to suggest changes that will improve
the way we work.

As such, the JALLC has allocated re-
sources (staff and funds) to explore innova-
tive solutions to making the JALLC more
efficient and effective. Staff are encour-
aged to present ideas and suggest techno-
logical solutions to enhance the staff’s abil-
ity to work at the speed of relevance.

For example, recently, the JALLC has been

trialling generative Al (ChatGPT and Can-
va) as well reviewing potential Al add-ons
to our analytical software (MAXQDA). You
can read about these case studies in tthe

next article.

Cha’;GPT




The Force Multiplying
Effect of Al

According to Forhes, the glohal artificial intelligence market size was valued at USD
136.59 hillion in 2022, and is expected to gyrow exponentially in the upcoming years,
hacked hy mounting investments in Al technologies, digital disruption, and competitive
advantage in this fast-growing glohal economy. The financial giant goes on to note that
the greatest economic gains from Al are expected to be in China which will receive a
hoost of a 26% rise to GDP in 2030, followed hy North America (14.9% hoost), totalling USD
10.7trillion and accounting for almost 70% of the glohal economic impact.'

Thatis a lot of global wealth
and gives an indication of the
growing importance and im-
pact Al is having on the glohal
economy.
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The Rise of Al

Google-search the use of Al tools (and by the way, you are
using an Al tool by just googling Al tools), and Google will
return about 1.150.000.000 results. Perhaps this is no real
surprise these days. In a report by leading consultancy firm
McKinsey on the state of Al in 20222 it's noted that Al adop-
tion has more than doubled (in industry) since 2017 ,although
the proportion of organizations using Al has plateaued be-
tween 50 and 60 percent for the past few years. The results
from the McKinsey survey suggest that the average number
of Al capabilities that organizations use, such as natural lan-
guage generation and computer vision, has also doubled—
from 1.9 in 2018 to 3.8 in 2022. Among these capabilities,
robotic process automation and computer vision have re-
mained the most commonly deployed each year, while natu-
ral language text understanding has advanced from the mid-
dle of the pack in 2018, to the front of the list just behind
computer vision.

This explosive increase in Al adoption over the past five
years is more than a trend. It's being seen as the next step
in the technological (r)evolution that seems to be defining
this 21st century. The Alliance too has been making steady
headway in adopting Al tools insofar as the security environ-
ment permits. From off-the-shelf solutions during the COVID
-19 pandemic, to home-grown NATO tools that are designed
to take some of the human legwork out of the daily grind.
This is also true for the JALLC.

As Internet-based generative Al tools absorb the queries
and inputs provided by the user into their knowledge base
and could share this information with other users indiscrimi-
nately, it is important that, for now, NATO staff limit their use
of generative Al to support public communications. However,
as the technology is maturing quickly—there are already a
number of impressive standalone generative Al tools that
can be deployed in local networks—it won'’t be long before
these powerful tools become widely available within NATO’s
secure networks.

As such, in this article, we take a closer look at the use of
two popular generative Al solutions: ChatGPT and Canva Al
Text to Image Generator, which the JALLC has been trialling
in support of the JALLCs public communications activities,
and consider what benefits ‘the JALLC may gain from these
tools. The JALLC has also reviewed the Al add-on to the
qualitative analysis tool MAXQDA as a force multiplier for
JALLC'’s future analysis capability.

2. QuantumBlack, Al by McKinsey, the state of Al in 2022—and a half decade in re-
view; 06 December 2022; https://www.mckinsey.com/capabilities/quantumblack/our-
insights/the-state-of-ai-in-2022-and-a-half-decade-in-review
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The Al tools

Recently, the JALLC has been looking
into generative Al (ChatGPT and Can-
va.Al), as well as Al add-ons to our an-
alytical software (MAXQDA). Find out a
bit more about each of the applications
we trialled.

AN

ChatGPT

ChatGPT is an Artificial Intelligence chat-
bot that uses natural language processing
to create humanlike conversational dia-
logue. The language model can respond to
questions and compose written content.

Canva is a visual communication software
application with user-friendly interfaces
that allow users to design and create visual
materials. You can use the Canva Al plat-
form to create anything from PowerPoint
presentations and graphs to social media
posts, logo designs, and video content.

W

MAXQDA is the go-to software for manag-
ing and analysing qualitative research.
JALLC analysts use it to code and analyse
large volumes of documents in the context
of a JALLC Analysis project. The new Al
feature functions as a virtual research as-
sistant, simplifying the work by automati-
cally analyzing and summarizing infor-
mation, using the power of OpenAl.
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We write a lot at the JALLC. A lot. We spend hours and hours
writing, and rewriting. We then spend hours quality assuring
the written work, not only fact checking, but also the quality
and clarity of the writing. An average JALLG Joint Analysis
Report takes Six to nine months to produce. The “writing”
phase often takes up t o two months or more.

It's therefore no surprise that we wanted to see if ChatGPT
could possihle take some of the writing leg work out of this
joh.

We were also curious to find out if ChatGPT would have
enough material to work with, hased solely on open-source
material and not on the classified information the JALLC re-
lies on for its analysis activities. How much could ChatGPT
find to work with? How relevant could ChatGPT make the ar-
ticle? How well written would it he? These are just some of
the questions we asked ourselves.

So, we hopped on over to OpenAl and asked ChatGPT to per-

C h d tG PT form the following:

“Write an article about NATO’s Joint Analysis and Lessons Learned Centre regarding
what the Centre should he doing to apply artificial intelligence to improve its key activi-
ties.”

This is what ChatGPT has to say...

Al Case Study

Leveraging Artificial Intelligence to Enhance
NATO's Joint Analysis and Lessons Learned
Centre

Introduction: In an era defined by rapid technologi-
cal advancements, the successful integration of ar-
tificial intelligence (Al) has become imperative for
organizations across various sectors. The North
Atlantic Treaty Organization (NATO) is no excep-
tion. As NATO's Joint Analysis and Lessons
Learned Centre (JALLC) plays a crucial role in en-
hancing alliance capabilities, it must actively em-
brace Al to optimize its key activities. By leveraging
Al technologies, JALLC can bolster its analytical
prowess, streamline data processing, improve deci-
sion-making, and

Harnessing Al for Data Analysis: Data analysis
forms the backbone of JALLC's mission. By em-
ploying Al algorithms, JALLC can efficiently process
vast volumes of information, identify patterns, and
extract valuable insights. Al-powered data analysis
tools, such as machine learning and natural lan-
guage processing, can aid in categorizing and
structuring data, facilitating easier retrieval and

analysis. This would enable JALLC to derive action-
able intelligence from diverse sources, including
reports, documents, and multimedia content.

Enhancing Information Fusion and Collabora-
tion: Al can significantly enhance JALLC's abil-
ity to fuse and integrate information from various
sources. By implementing Al-driven systems for
data fusion, JALLC can seamlessly merge data
streams, including open-source intelligence, satel-
lite imagery, and real-time situational data, to create
a comprehensive operational picture. Moreover, Al-
powered collaboration tools, like intelligent chatbots
and knowledge management systems, can stream-
line information sharing and foster cross-functional
collaboration within NATO and its member states.

Strengthening Predictive Analysis: One of the key
advantages of Al is its ability to process historical
data and generate accurate predictions. By employ-
ing predictive analytics, JALLC can forecast emerg-
ing threats, identify potential vulnerabilities, and de-
velop proactive strategies. Machine learning algo-
rithms can analyze historical operational data, intel-
ligence reports, and other relevant information to
identify trends, patterns, and potential indicators of
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future events. This predictive capability would en-
able NATO forces to stay one step ahead and mit-
igate risks effectively.

Automating Routine Tasks: Al technologies offer
immense potential for automating repetitive and
mundane tasks, freeing up valuable human re-
sources for higher-level analysis. JALLC can lev-

rithms with NATO's command and control sys-
tems, JALLC can empower decision-makers with
enhanced situational awareness, improved risk
assessment, and more informed decision-making
capabilities.

Conclusion: As NATO's Joint Analysis and Les-
sons Learned Centre continues to play a pivotal

erage Al-powered robotic process automation
(RPA) to handle routine administrative tasks, data
entry, and report generation. By automating these
processes, JALLC analysts can focus on complex
analysis, strategic planning, and generating ac-
tionable insights, ultimately enhancing the center's
efficiency and productivity.

role in strengthening alliance capabilities, integrat-
ing artificial intelligence into its key activities is par-
amount. By harnessing Al for data analysis, infor-
mation fusion, predictive analysis, task automa-
tion, and decision support, JALLC can unlock new
levels of operational effectiveness and

Embracing Al technologies will en-
able JALLC to extract valuable insights from vast
amounts of data, improve collaboration and
knowledge sharing, and provide decision-makers
with timely and accurate intelligence,

Al-Enabled Decision Support: In complex and
time-sensitive operational environments, Al can
provide invaluable decision support to command-
ers and analysts. JALLC can develop Al-driven
decision support systems that offer real-time intel-
ligence updates, scenario analysis, and course-of-
action recommendations. By integrating Al algo-

This is what the JALLC's Editor and Principal Operational Research Analyst have to say...

Editor: When | first started reading this, | thought: “Oh wow, I'm going to be out of a job soon.” But ac-
tually, although it’s nicely written and it seems to tell a coherent story, there’s a lot of information here that
doesn’t quite add up or really feel right. It's not quite how we would phrase it; it's a bit loose and fast with
the bold claims about what the JALLC can do. For example, the first bit of green text: well, although the
JALLC definitely contributes to enhancing the effectiveness of operations through our various activities, |
think | would want to tone down the way it is phrased here; it’s bit too much. The other highlighted pieces
of text are sort of the same thing: while it is all true to a degree, it's not quite as ChatGPT has phrased it
here. It also doesn’t seem to have understood that our key activities already exist (on the website). It
seems to have identified key activities we could be doing to apply Al.

Principal Operational Research Analyst: | looked at the quality of the analytical thinking and accu-
racy in the text. While on the surface it is well written, it contains several errors and doesn’t join up the ide-
as from top to bottom very well. The main problem is that it hasn’t really grasped what the JALLC’s key ac-
tivities are. The JALLC does not provide intelligence or situational awareness in operations. But, large
parts of the article—for example, the “enhancing information fusion and collaboration” paragraph—
describe the use of Al for these purposes. | would guess these ideas were introduced by biases in the
ChatGPT library, which likely contains many more examples of the benefits of Al for intelligence and C2,
than for LL. The way ChatGPT seamlessly mixes valid and invalid ideas like this, makes it too unreliable to
use for analysis, especially in the early stages of analysis when the analyst is forming their initial ideas.
That said, a secure version of ChatGPT could significantly speed up report-writing after findings have al-
ready been validated.

Conclusion: Although ChatGPT is astoundingly good at sounding like it knows what its talking
about, in fact it mostly takes information it can find and spins it into a coherent story. That coherent story is
reasonably well written, but is not necessarily factually correct, even though it may sound like it is. The
benefits are clear: it can quickly write up large chunks of text that sound good. The risk, however, is that it
sounds too good to be true; and it usually is. So, for the time being, | don’t think any of us at the JALLC are
out of a job. However, what ChatGPT does seem to offer, is a quick start to sometimes tricky/tedious
chunks of writing. As such, we’d consider ChatGPT as a potential force multiplier at the JALLC, if used cor-
rectly, by the right people, for the right purpose.
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The JALLC’s staff number 50 in total. That's a small HQ hy
NATO Command Structure Standards. The need to “punch
above our weight’ means that we are always looking for
Force Multipliers. The JALLC’'s Communications Team is
comprised of just two staff members (the JALLC's Public
Affairs and Protocol Officer and STRATCOM advisor, and
the JALLC’s Editor), neither of whom have graphic design in
their Job Description. Nevertheless, the JALLC (like any oth-
er organization) needs graphic design products on a regu-
lar hasis [take this magazine for example, or the JALLC'S
promotional material). As such, it falls to the JALLC’S Com-
munications Team to “make it happen,” and “hy any means
necessary.”

S0 when the option arose to trial Canva for our graphic design purposes, we jumped at the chance and
we haven't been disappointed. Using the JALLC's promotional material, social media platforms, and
this magazine as a “laboratory,” we've heen trialling Canva for a couple of months. Here are the resuits
of the trial. From dealing with training NATO Branding Requirements, to the challenge of Cognitive Bias
in Al read how we will be, and importantly, will not be, using Canva as a graphic design force multipli-

er atthe JALLC.

Canva Al uses the power of Al to simplify and to
enhance the design process. This technology has
redefined the boundaries of what is achievable in
graphic design. The professional quality and user
friendly interface has meant it has been fairly easy
for the JALLC’s team to pick up, despite the lack of
formal training. The results have been mixed, often
depending on how (military/NATO/JALLC) specific
the design needed to be. Canva, like most online
Al solutions, relies on open-source data to gener-
ate original artwork, and given the nature of the

17

JALLC’s work and the general bias regarding the
military and NATO, Canva can have a somewhat
warped opinion of what the JALLC and NATO
do ,which is then expressed in the artwork de-
signed.

By way of an example, we asked Canva’s text to
image generator to design artwork based on the
following description: “The Joint Analysis and Les-
sons Learned (NATO) writing an analysis report
while using Al technology in Portugal.” Here is
what it came up with:

You don’t have to be terribly familiar with the work of the JALLC (just read this magazine to get an idea of
what we actually do) to understand that these Star-Wars-esque images are a far cry from what we could
ever use in the JALLC’s promotional material, which is the number one type of product we use graphic
design in. However, these images do highlight one of the challenges we faced when trialling Canva; Cog-
nitive Bias in Al. You can read more in detail about Cognitive Bias in the article in this magazine on page
25, but these images offer an interesting reflection of the biased perception of the military / NATO / JALLC
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that must exist online for Canva’s algorithms to come up with these images. We noticed this bias in multi-
ple design projects (again, see the article on Cognitive Bias for another prime example, but this time a
gender-based bias) and found ourselves having to rethink how we asked Canva to generate artwork for
us. As such, not only was the model being trained, but the users as well. This experiment (coupled with
our ChatGPT experiment, described in the previous pages) really highlights that the weakness and
strength of using generative Al lies with the user. We need to remember that Al is only as good as the
instructions it is given and training it receives.

I's not all bad news though. Canva’s text to image ‘
generator came up with the artwork on the right

which has been used in this magazine. The first
image was generated from the instruction
“Innovation expressed as Lessons Learned,” the
second image was from the third cycle of artwork
generated based on the instruction: “Cognitive Bi-
as in Lessons Learned.” Both are worthy, not only
of being published in the Explorer, but also as
original artwork expressing a concept.

In this respect, we see a lot of benefit in terms of
cost and time management. Where we would nor-
mally have to contract in graphic design support,
we can now at least try and use Canva to gener-
ate wither a finished product, or some ideas we
can work with to show to a human graphic design-
er.

As such, this particular piece of Al has the poten-
tial to save the JALLC, and thereby the Alliance,
funds. It could also save us something perhaps
even more valuable in such a small HQ: time and
human resources. It takes time to prepare the pa-
perwork to contract a graphic designer, to select
the right one, to brief, to provide feedback, etc. If
we can do at least some of the work in-house,
then that is a clear benefit for the organization.

Time will tell how much the JALLC will come to
rely on this force multiplier. It certainly multiplies
the JALLC’s Communications (work)force by tak-
ing the time and effort our of some of our projects.
For example, by using Canva to generate our so-
cial media posts, we have been able to increase
our following, generating more visibility for the
JALLC and its activities.

In conclusion, there is still lots to learn about using
Canva’s text to image generator and other fea-
tures, but as long as it has the ability to multi-

ply the JALLC’s Communications (wok)force,

we will continue to test the boundaries of how

it can be used to enhance our messaging. could snane the future
of design.”

LTC Sonia Guerra, Public Affairs and Protocol
Officer, STRATCOM advisor, and the JALLC’s
social media manager
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Our core husiness is in the JALLC’'s name: ANALYSIS and LES-
SONS LEARNED. JALLC’s analysis enables the identification
and exploitation of Lessons Learned with Alliance-wide im-
pact—saving lives, saving money, and saving time.

Around 1/3 of the JALLC’s joint military and civilian staff is
involved in analysis. But this is never enough. Every year the
JALLC receives more requests for analysis than it can satis-
fy, and so anything that can multiply the analysis workforce
leading to faster and hetter products, would he a welcome
addition to JALLC's working practices.

The JALLC already uses various software applications to
help our analysts take some of the legwork out of pro-
cessing information in JALLC Analysis Projects. Especially
with the common task of identifying themes across multiple
tlata sources, such as interview transcirpts or documented
Lessons Learned.

Al ASSIST (BETA)

One software application used by the JALLC is MAXQDA, which is designed for computer-assisted qualitative
and mixed methods data, text, and multimedia analysis. MAKQDA is currently undergoing testing of an Al
add-on that acts as virtual assistant, selecting and summarizing source material for the human analysts,
potentially saving time and thuman] resources. As this Al add-on currently relies on Internet-hased Al ser-
vices, the JALLC cannot use it on any of its real analysis tasks yet, hut it's never too soon to discover how it
could be used in the JALLC, in the future, to deliver relevant output more quickly and effectively.

MAXQDA Al Assist is a new Al add-on—powered by OpenAl-that is currently being tested by the develop-
ers. Al Assist offers the possibility to have text passages summarized automatically. According to the de-
velopers it will be able to automatically summarize multiple texts and create code summaries for seg-
ments of text. To the untrained ear this might not sound like music, but for trained analysts, this means
these routine tasks that currently takes days, weeks or even months may be achievable in minutes or
hours in the future. Below we review some of the features in order to understand if this Al add-on could
reduce the time it usually takes to conduct one of our complex Joint Analysis projects (i.e. six to nine
months) to perhaps six to nine weeks (or less) in the future.

Trend Recognition: Al Assist's data analysis
capabilities can identify emerging trends and pat-
terns across multiple documents and reports. This
trend recognition could enable the JALLC to high-
light challenges and opportunities for Alliance learn-
ing as soon as they show up in the NATO LL Portal
content, and to proactively connect staff with similar
problems to share knowledge faster.

Sentiment Analysis: Understanding the senti-
ment within text is crucial for assessing the success
or failures of NATO operations. Al Assist excels in
sentiment analysis, and could help the JALLC iden-
tify weak signals of potential new Best Practices or
Lessons Learned to enhance NATO’s ability to
make well-informed data-driven decisions.

Boost Collaboration within NATO: The tool
could enable the JALLC to create visually engag-
ing, data-driven presentations and reports that res-
onate with diverse stakeholders, from military per-
sonnel to civilians. This could increase the impact
of the JALLC’s products, helping to deliver deci-
sion-makers and staff with the knowledge they
need, when they need i, in a format that is easy to
understand.

Speed and Precision: By quickly identifying
key patterns, themes, and sentiments, in vast da-
tasets, Al Assist has the potential to accelerate the
analysis process.
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Enhanced Content Categorization: By using
Natural Language Processing (NLP) algorithms to
categorize and tag textual data automatically, the
add-on can help identify important information that
human analysts may have missed. For the JALLC,
this could mean a more comprehensive, repeatable
and reliable understanding of the data being re-
viewed.

Multilingual Capabilities: Al Assist may enable
JALLC analysts to analyse documents in various
languages, breaking down language barriers and
ensuring that no valuable information is missed.
Find out more about the potential consequences of
language barriers in Lessons Learned in our article
on Enhancing National-NATO Lessons Sharing on
page 37.

Right?

However, it's not that simple. It never is. While the
Al Assist is still in its beta phase (i.e. testing) and
only works on the Internet, it won’t be possible for
the JALLC to perform any tests with real NATO da-
ta. The bulk of the data used for JALLC Analysis is
sensitive or classified and cannot be safely shared
on the Internet.

This is a perennial and organizational issue for
NATO, highlighted in the key feature article of this
magazine on NATO'’s Digital Transformation on
page 3. The constraints of the security information
environment, may make it difficult for NATO to tap
into the true potential of Al as a force multiplier until
we can either (more efficiently) develop our own Al
solutions, or we can somehow resolve the issue of
releasing private sector off-the-shelf solutions into
the classified information environment.

However, it is interesting to watch this development
of a software tool that is already being used in its
pre-Al form on the NATO Classified system. It gives
some hope that, in the not to distant future, we
could tap into this potential that could allow Al to
enhance the JALLC’s analysis capability and ena-
ble the JALLC to increase its ability to meet the
high demand for its relevant and impactful analysis
products.

At least for now, JALLC Analysts will have to be
satisfied dreaming of a future of Al-assisted analy-
sis, with human and Al analysts working in harmo-
ny to deliver relevant and timely products.
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What has the JALLC'S
Principal Operational
Research Analyst got
to say?
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Ms Ana Saraiva was an Intern for the Lessons Learned Management Division at the JALLC in 2023. She
holds a PhD in Management, and currently works as a Project Manager in Ethics on Atrtificial Intelligence for the Por-
tuguese Al Ethics Association.

In the NATO Al Strategy, endorsed by Defence
Ministers in October 2021, Allies agreed to oper-
ationalize six Principles of Responsible Use for Al
in defence and security. These principles are:
lawfulness, responsibility and accountability, ex-
plainability and traceability, reliability, governabil-
ity, and bias mitigation. To put these principles
into practice, NATO is working to encourage re-
sponsible-by-design innovation, including through
the conduct of risk and/or impact assessments.
As Emerging and Disruptive Technologies, in-
cluding Al, will help scale and accelerate military
decision-making, NATO must ensure that they do
not also scale biased outcomes. With bias mitiga-
tion having clear links to the other principles, in-
cluding how explainable and reliable systems are
in real-world contexts, operationalizing the Princi-
ples through practical, user-friendly tools may
help account for issues, such as ways that gen-
der bias reduces the intended impact of Al sys-
tems. In doing so, responsible Al practices can
help shape technological trajectories in accord-
ance with democratic principles and international
legal commitments.

This is all admirable, but to understand the mag-
nitude of what NATO is trying to deal with in
terms of ensuring responsible use of Al it is es-
sential to comprehend what Al Ethics entails and
how it aligns with international perspectives. Al
Ethics refers to the ethical principles and guide-
lines that govern the development, deployment,
and use of artificial intelligence technologies.

Organizations such as the European Union (EU)

. . : Top: Al will have an impact on all of NATO’s core tasks, as defined
and the United Nations (UN) have played pivotal in the Alliance’s 2010 Strategic Concept, namely collective de-

roles in interpreting Al Ethics. The EU's Al Ethics fence, crisis management, and cooperative security.
Guidelines emphasize transparency, fairness, ©ITCILO

and accountability, while the UN h?S recognized Middle: NATO'’s experience not only in operations, but also in tri-
the need for Al to respect human rights and not als, exercises, and experimentation provide several avenues in
perpetuate discrimination. which Allies and NATO can test principles against intended use

) ) o cases. Pictured: U.S. ground troops patrol while robots carry their
As such, NATO is on par with peer organizations  equipment and drones serve as spotters. lilustration by U.S. Army

and the international community more genera"y' Bottom: Allies and NATO commit to ensuring that the Al applica-

There is a growing sense that Al could be used tions they develop and consider for deployment will be in accord-
for the greater good, but like most leaps of faith in  ance with the six principles explained above. Pictured: Allied De-

humanity’s evolution, it can also be harnessed for fence Ministers meeting at NATO Headquarters on 21-22 October

evil 2021. © NATO
Source publication: NATO Review: https.//www.nato.int/docu/
review/articles/2021/10/25/an-artificial-intelligence-strateqy-for-
Continued on the next page. nato/index.html
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https://www.nato.int/docu/review/articles/2021/10/25/an-artificial-intelligence-strategy-for-nato/index.html
https://www.nato.int/docu/review/articles/2021/10/25/an-artificial-intelligence-strategy-for-nato/index.html

A brief history of Al ethics

The journey of Al Ethics traces back to science fiction and the visionary work of Isaac Asimov, who pro-
posed the famous: "Three Laws of Robotics" in his stories. These laws laid the foundation for the ethical
treatment of intelligent machines and have inspired subsequent discussions.

In recent years, as Al technologies have advanced, governments and international bodies have taken
steps to regulate Al and ensure its responsible use. For instance, the EU introduced the General Data
Protection Regulation (GDPR) and is actively developing the Artificial Intelligence Act, which aims to ad-
dress Al's ethical and legal aspects.

The rise of Al has sparked concerns in society, with H H
prominent figures such as Stephen Hawking, Elon ‘ ‘ nl Is tne most serln“s
Musk, and Bill Gates expressing concerns about its

potential misuse. Issues such as bias in Al decision ““'eal Iﬂ lhﬂ S“r“I“al

-making, deepfake technology, and the automation

of lethal weaponry have raised legitimate concerns o' tne n“man race... Ii I

about Al's impact on humanity.

With the Big Bosses of Al such as Geoffrey Hinton had tn g“ess at wnat 0“'

(often referred to as the Godfather of Al) leaving = = -
their positions over concerns about where Al is hlggﬂSl ex|3te||“al ““'eat

headed, is it any wonder that the rest of us are

starting to feel a little uneasy about the potential is, il is nrohahlv that.

risks that are now being highlighted by experts and

prominent figures in the field? so we need to he “erv

Moreover, with the growing threat of the weapon-
ization of Al, what is NATO doing to address con- carEE“I
cerns about the risks of misuse of Al in the military

?
sphere” Elon Musk, 2014

When it comes to Al in the military domain, NATO understands the unique responsibilities it bears. Recent
conflicts have highlighted the complex nature of Al's involvement in warfare, including issues related to
autonomous weapons systems and cyber warfare. NATO is committed to ensuring that Al is employed
ethically and in compliance with international humanitarian law.

This commitment is unwavering and progressive. For example, on 07 February of this year, NATO’s Data
and Artificial Intelligence Review Board (DARB) met to start the development of a user-friendly and re-
sponsible Artificial Intelligence (Al) certification standard to help industries and institutions across the Alli-
ance make sure that new Al and data projects are in line with international law, as well as NATO’s norms
and values. The standard, which also applies to data exploitation and will include quality controls, is due
to be completed by the end of 2023. Its aim is to translate NATO’s Principles of Responsible Use into con-
crete checks and balances, notably in terms of governability, traceability, and reliability. This is intended to
build trust among the innovation community, operational end users, and the general public.”

1. NATO; NATO starts work on Artificial Intelligence certification standard; 07 February 2023; https://www.nato.int/cps/en/natoha/
news 211498.htm; date last accessed 08 October 2023.
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NATO’s Al Principles

As mentioned in the introduction, NATO has es-
tablished its own set of Al principles to address Al-
related concerns and protect against the misuse of
Al in the military and security context. These prin-
ciples emphasize the importance of ethical consid-
erations in the development and use of Al, ensur-
ing that human decision-making remains central in
Al-enabled systems.

By adhering to these principles, NATO seeks to
harness the potential of Al while upholding its core
values and the rule of law. Through responsible Al
integration, NATO aims to enhance its effective-
ness in safeguarding global peace and security.

As explained in an article in NATO Review from
December 2021,2 today, society faces multiple
emerging technologies that promise to disrupt our
established ways, including Al, bio- and quantum
technologies. The article presents a good example
in the NATO-, and specifically the Lessons
Learned context, which has already been explored
by the JALLC: the combination of Al, Big Data (as
input to Al), and autonomy (as one of the main ap-
plications of Al). This technology has the potential
to influence multiple areas of the way NATO
works, from maintaining situational awareness to
supporting decision-making, from predictive
maintenance to cyber defence.

However, in the broader context of Al ethics,
NATO must continue to ask itself critical questions
about how to integrate and/or develop, feed, and
use such systems: Should we accept black-box
algorithms for data processing, when they present
results, but cannot explain their plausibility?
Should we apply Al in critical decision-making,
where we seek to maintain human oversight?

In conclusion, as Al continues to shape the future
of warfare and security, NATO needs to remain at
the forefront of ensuring that ethical considerations
remain paramount. By adhering to Al ethics princi-
ples and actively seeking to mitigate the potential
risks, NATO will demonstrate its commitment to a
responsible and secure digital transformation.

2. Dr UIf Ehlert; Why our values should drive out technology choices;
NATO Review; 16 December 2021; https://www.nato.int/docu/review/
articles/2021/12/16/why-our-values-should-drive-our-technology-
choices/index.html; date last accessed 08 October 2023.
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Early Al Principles - 1942

Isaac Asimov set out what could per-
haps he considered the first Al ethical
system with his three laws if robotics in
his 1942 hook “Runaround” (1942),

1. Arohot may not injure a human heing
or, through inaction, allow a human he-
ing to come to harm;

2. A robot must obey the orders given it
by human heings except where such or-
ders would conflict with the First Law;

3. A robot must protect its own exist-
ence as long as such protection toes
not conflict with the First or Second Law.

Asimov later added another rule, known
as the fourth or zeroth law, which super-
seded the others. It stated,

“a rohot may not harm humanity, or, hy
inaction, allow humanity to come to
harm.
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Cognitive Bias in LL Analysis

Ms Jackie Eaton s the Principal Operational Research Analyst at the JALLC where she also began her
NATO career as the Senior Operational Research Analyst in 2006. Between 2016 and 2018, she was the Science
and Technology Advisor to the NATO Chief Scientist at NATO HQ, and has more than 15 years of NATO experi-
ence in a wide range of analysis in the context of defence, security, and military operations.

There is one hig problem with Lessons Learned analysis: humans. On the one hand, we can-
not learn lessons without involving humans. Humans need to share their experiences and
other humans need to be able to reuse these shared experiences. But on the other hand,
humans are limited in their ability to process information in all sorts of predictable ways.
These are our cognitive hiases.

Cognitive biases are systematic errors in
thinking that occur when people are pro-
cessing and interpreting information in the
world around them. Cognitive biases affect all
the decisions and judgements that people
make." Therefore, cognitive biases are una-
voidable in any task involving a significant
amount of information processing and judge-
- ment, such as Lessons Learned analysis.

There are all sort of potential negative im- —

pacts of cognitive biases on Lessons Learned
, analysis. In the worst case, unchecked cogni-
& tive biases could lead us to learn the wrong ¥
l \ lessons or miss out on learning lessons that

could have saves lives or won the war.

Therefore, it is essential for JALLC analysts

to be aware of cognitive biases in themselves

Y and others, and to manage cognitive biases
in their work.

A common cognitive bias JALLC analysts
need to overcome is confirmation bias. Con-
“=4  firmation bias is the tendency to search for,
interpret, favour, and recall information in a
way that confirms or supports our prior beliefs
or values.?

Confirmation bias can come up in many
forms during a JALLC analysis project—from
influencing the questions an analyst may ask
an interviewee such that they lead the inter-
viewee to confirm the analyst’s own beliefs,
to selecting only the information in docu-
ments that supports the preferred finding,
while ignoring contradictory information.

~

=



https://www.verywellmind.com/what-is-a-cognitive-bias-2794963
https://en.wikipedia.org/wiki/Confirmation_bias

JALLC analysts must constantly play devil’'s advo-
cate to themselves to check they are not biased in
their interpretation of the data. The JALLC also em-
ploys dedicated quality assurance staff to provide
an independent perspective on all the analysis it
produces, which is a best practice for professional
analysis organizations.

I's not only humans who can be tripped up by cog-
nitive biases. Strictly speaking, as cognition is a
mental process, Al does not suffer from cognitive
biases, but that doesn’t mean it is immune from
biases in general.

Some biases can be introduced into Al by humans
providing the Al with data that was created or se-
lected by humans in a biased way. Other Al biases
are inherent in the way the Al learns using statisti-
cal models. Exposure bias is one such example.

The exact definition of exposure bias is quite tech-
nical as it comes from the world of cutting edge
machine learning research. But simply stated, ex-
posure bias refers to the problem caused by forc-
ing machine learning models to produce results
based on patterns that occur most frequently in
their training data. This can limit their ability to form
new ideas or discover new connections between
ideas.’

The human equivalent of exposure bias would be a
person who only gets their knowledge from close
family members and never interacts with anyone
outside this inner circle. By doing this they would
not be exposed to knowledge that could be highly
relevant to their survival, but that they are not ex-
posed to by their limited community.

Exposure bias has been shown to exacerbate the
well-known problem of the social media bubble.
Many recommender systems, such as those baked
into social media platforms to recommend new
friends or relevant content, have been shown to
limit results to those that are similar to those the
user already knows (and agrees with). This effect
was one factor behind the claims of election rigging
through social media, and is thought to pose a sig-
nificant threat to democratic societies.

3. S. Gupta et al; Correcting Exposure for Bias Link Recommendation;
http://proceedings.mir.press/v139/gupta21c/gupta21c.pdf

4. Cognitive superiority is the concept of possessing more effective thought pro-
cesses than others.

5. Alternative Analysis; https://www.act.nato.int/activities/alternative-analysis/
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Cognitive Superiority is everyone’s
responsihility

Cognitive biases make us vulnerable to manip-
ulation by bad actors. Thankfully, NATO is not
ignoring the threat posed to the safety and se-
curity of the North Atlantic area in the cognitive
domain. In fact, achieving cognitive superiority*
is one of NATO’s warfare development impera-
tives. Significant research and military exper-
tise is being applied to better understand the
concept of cognitive warfare and how to posi-
tion NATO at the forefront of protecting its pop-
ulations from the dangers of cognitive manipu-
lation.

But we also all have a personal responsibility to
defend ourselves against cognitive effects. We
can educate ourselves to recognize cognitive
biases in our own and others’ thinking, and
learn to question whether the results provided
by algorithms and Al are free from biases. This
means developing our critical thinking skills and
learning how to ask the Al the right questions to
get an unbiased answer.

To learn more about cognitive biases and some
techniques for conquering them, check out the
NATO Alternative Analysis Handbook® and
training course at NATO School Oberammer-
gau.

—
] ;
“‘ "~

—

When we asked gen-
erative Al to create

an image of a profes-

sional analyst, it

came up with four

male images (top

left). Only when we specifically asked for a female, did
we get the above image.
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Steve Jobs

he JALLC is NATO'’s Lead

Agent for Lessons Learned.

And what is Lessons
Learned if not a golden oppor-
tunity to turn necessity into inno-
vation. The JALLC is also re-
sponsible for ensuring the pro-
cess is properly enabled with
trained personnel and effective
tools.

But more than this, Innovation
and Lessons Learned have an
important common denominator:
Failure - and more importantly,
the concept that Failure is part of
the process. “Failure is Success,
if we learn from it,” as Malcolm S.
Forbes is famed for saying. Inno-
vation too feeds off of failure.
Elon Musk is noted for saying, “If
things are not failing, you are not
innovating enough.” As such, it
seems wholly natural for the
JALLC to embrace innovation in
support of Lessons Learned. And
in fact, it has always done so.
From the very first NATO Les-
sons Learned Database which
has evolved over the years into
the NATO Lessons Learned Por-
tal—and is evolving still—to the
NATO Lessons Learned Confer-
ence which recently saw Deputy
Supreme Allied Commander
Transformation address the audi-
ence as a hologram.

The JALLC has always been for-
ward-leaning and innovative. But,
over the past year, this natural
instinct to innovate was formal-
ized and now forms part of the
JALLC’s regular activities.
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The JALLC’s Innovation Plan
2023 sets out the JALLC’s inno-
vation efforts for this year, to be
conducted within the framework
of the NATO Lessons Learned
Capability Improvement
Roadmap (2021 — 2025) and
include activities that will: focus,
inform, and/or contribute to the
development of the future
NATO Lessons Learned Tool-
set (NLLT); and more generally,
support JALLC Human Capital.

“Creativity is
thinking up new
things.
Innovationis
doing new
things.”

Theodore Levitt

These activities will remain con-
nected to the Warfare Develop-
ment Agenda (WDA) by relating
to different workstrands associ-
ated to:

The Cognitive Superiority
WDA Imperative, especially the
NATO Data Exploitation Pro-
gramme (2021-2025) Line of
Delivery; and

Data and Right People — Right
Skills as two of the critical
enablers of the WDA.

JALLC innovation activities and
their deliverables reflect Su-
preme Allied Commander Trans-
formation’s (SACT) Vision and
Intent for 2023. As such, they are
tailored to anticipate the needs of
the wider Lessons Learned com-
munity, to enable embedding ad-
vanced and new technologies
within the NLLT development,
and support high-performance
and self-development of the
JALLC’s talented human re-
sources. Moreover, the

JALLC’s innovation efforts are
aligned and synchronized with
other Allied Command Transfor-
mation efforts that will contribute
to NATO being an Multi-Domain
Operations-enabled Alliance.

Some of the JALLC’s 2023 inno-
vation activities include testing
an Observation Collection and
Analysis Tool (OCAT) delivered
by HQ SACT innovation Hub in
2022, improvements to the
NATO Lessons Learned Portal
(NLLP) dashboard, and explora-
tion of semantic representation in
support of Lessons Learned.

The latter is a good example of
how the JALLC isn'’t just guilty of
creative thinking, but is actually
getting on with the business of
innovation. In May 2023, the
JALLC organized a Workshop in
partnership with a NATO Sci-
ence and Technology Organiza-
tion (STO) Research Task Group
(SAS-IST-179) on Semantic
Representation to Enhance Ex-
ploitation of Military Lessons
Learned.

Continued on the next page.
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According to the JALLC’s Standard Operating Procedure on
Innovation in support of Lessons Learned (14 February
2023), the JALLC conducts two types of Innovation:

which is mainly conducted via:

(1) Innovation transfer. it includes attending different ac-
tivities organized by the JALLC or other organizations where
innovation results in support of Lessons Learned are shared
and discussed. Examples include conferences, workshops,
collaborative working, and inviting speakers and subject mat-
ter experts to contribute to JALLC organized events and
share insights from innovation efforts outside the JALLC;

(2) Innovation creation: it includes events and products
where JALLC staff are encouraged to share ideas and po-
tential solutions towards improved ways of doing business in
the JALLC or with potential to contribute to and improve the
NATO Lessons Learned capability. Examples include work-
shops, off-site brainstorming sessions, research papers, and
food for thought papers.

which s conducted mainly in relation
to:

(1) Development, implementation, and improvement of a
new NATO LL Toolset (NLLT): it includes activities that
support designing, testing, and deploying various modules of
the NLLT as well as their improvements over time. Examples
include research papers, inputs to various documents,
events, testing and experimentation, wargaming, and verifi-
cation and validation of software.

(2) Contribution/support to NATO innovation
workstrands: it includes Lessons Learned related efforts
tasked by HQ SACT or the JALLC’'s Commander by the
JALLC following requests from external entities. Examples
include assisting other entities to conduct innovation by pre-
paring/developing Lessons Learned use cases based on
NATO Lessons Learned Portal (NLLP) content for wider in-
novation activities.

Lessons Learned, as knowledge artefacts, are usually documented
as unstructured or semi-structured text, and tend to be highly de-
pendent on context. Semantic Representation is an abstract
(formal) language in which meanings of terms can be represented
to explain how sentences are understood by humans.

Lessons Learned Semantic Representation could therefore help
connect the knowledge stored in Lessons Learned with wider mili-
tary domain knowledge, speeding up the processes of implement-
ing Lessons Learned into doctrine and standards, training and ex-
ercises, and tactics, techniques, and procedures.

The workshop explored how se-
mantic representation could be
used to enhance Lessons Learned
exploitation in future Al—driven Les-
sons Learned systems. NATO and
many nations are currently working
on modernizing and transforming
their Lessons Learned systems to
increase the automation of Lessons
Learned activities. Semantic repre-
sentation enhances the ability of
machines to understand context,
and offers the potential for future
Lessons Learned tools to be smart-
er and more automated.

29 participants from 15 nations,
from diverse backgrounds in the
field of Lessons Learned, attended
the workshop. These participants
included information scientists, an-
alysts, Lessons Learned profes-
sionals, and other subject matter
experts (SME).

The participants were placed into
three syndicates and set the task of
sharing and capturing the details of
their most challenging tasks with
regard to exploiting Lessons
Learned. Starting with a brain-
storming session, each syndicate
first identified all of the pain points
they currently face with Lessons
Learned tasks, which they then de-
veloped into User Stories, identify-
ing who was trying to do what task
and why.

The syndicates then took a deep
dive into developing the User Sto-
ries into fully-fledged User Jour-
neys. This started with develop-
ment of a Persona, which brought
the who of the User Story to life.
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For example, a generic Lessons Learned Staff Officer, became Lisa, a 45 year-old OF-4, who has just
rotated into a new post. Next, syndicates identified the phases of Lisa’s User Journey in terms of what
activities, tool interactions, challenges, and opportunities Lisa would likely experience in trying to com-
plete her task.

The workshop ended with a final exercise that

required each syndicate to Imagine the Future. 'I'Il S' “ s'l B

The syndicates were asked to report the breaking e Ix ser 0rles
news, as if they were a news broadcaster on TV,

announcing the launch of a new innovative tool

for NATO that would dramatically improve LL in
NATO. The syndicates were allowed to imagine
anything, except a time machine. This is what
they came up with:

RAPID: The need for speed

Really All Predictable Incidents Detected: NATO’s
new life saving RAPID Lessons Learned System.

Lessons Learned Analysis Management Application
LLAMA, attacks Lessons Learned Challenges.

JAILLS: A new dimension in LL,

Joint Artificial Intelligence Lessons Learned System,
JAILLS, captures all Lessons Learned.

The User Stories, combined with User Journeys
and Imaginary Futuristic Lessons Learned Tools
will inform detailed Use Case development by the
STO Research Task Group. In turn, the Use Cas-
es will inform the pre-capability development
phase of the NLLT, which is mapped out under
the Innovation Line of Effort in the NATO Lessons
Learned Capability Improvement Roadmap 2021-
2025.

You can read more about the workshop in the
factsheet which can be downloaded here.
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LESSONS LEARNED
UPDATES

On the next pages, you can read some highlights from the JALLC's Les-
sons Learned (LL) activities including: updates to the NATO LL Portal
(NLLP), the next edition of the NATO LL Conference, the JALLC's periodic
NLLP Active Content Management (ACM) reports, and read about some
of the challenges of National-NATO lessons sharing.
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Lessons Learned Activities Overview

The JALLC has been very busy over the past year, de-
veloping our training material, working on updates
to the NLLP, and producing reports. Below we pro-
vide a summary of some of the highlights from the
pastyear.

| The NLLP

The demand for training in
the NATO Lessons
Learned Process and the
use of the NLLP continued
to grow during 2022 and
2023. As such, the JALLC
has been working on a spe-
cial unclassified training
version of the NLLP (the
NLLTP) that will be rolled
out for use in the beginning
of 2024. The NLLTP will provide trainees with a
“safe space” to really try out the features of the
NLLP in a more realistic environment. The NLLTP
will not only be used for training but also for demon-
strations such as the recent engagement with the
Ukrainian Ministry of Defence, whereby the NLLP
Team provided a demonstration of the capabilities
of the NLLP in order to inform the development of
Ukrainina National Lessons Learned Portal. You
can read more about that engagement in the
Ukraine special in this magazine on page 56.

In other news, the NLLP Workshop was held in April
in order to collect Users’ inputs for the next NLLP
Improvement Plan to promote the use of the NLLP
as the single tool for the LL Process and LL infor-
mation in NATO.

| LL Outreach and Training

The JALLC’s Advisory and Training Team (JATT)
deployed to twelve engagements in 2023, providing
LL Capability assessments, training and advice to
entities across the NATO’s Command Structure,
NATO Force Structure HQs , and Centres of Excel-
lence. The team also delivered three iterations of the
LL Staff Officers Course and one LL Management
Course, provided Pre-Deployment Training to Koso-
vo Force (KFOR), and supported NATO exercises in
the form of LL Training to NATO HQ’s Crisis Man-
agement Exercise 23. The JATT also engaged with
various members of the NATO Partnership Pro-
gramme including with Algerian and Irish Armed
Forces.
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You can read more about some of the highlights

from the JATT’s year on page 41 of this magazine.

The Local NATO LL Portal Managers Course
(LNMC) was held from 16 to 18 May at the NATO
Communications & Information Academy's facili-
ties in Oeiras (Portugal). The aim was to provide
NATO personnel assigned as Local NLLP Manag-
ers with the required knowledge and technical
skills to effectively and efficiently use the NLLP to
support the NATO LL Process in their organiza-
tions across the Alliance, ultimately improving
NATO’s overall LL Capability. Due to high de-
mand and interest, the JALLC will organize a sec-
ond iteration of this successful course, from 21 to
23 November 2023.

Local NLLP Managers Course, 16 to 18 May 2023
| LL Events

The NATO LL Spring Week was held in March
2023 which proved to be another fruitful iteration
of this coming together of the LL community. The
LL Fall week will be held in November 2023.

The LL weeks are ideal moments for the commu-
nity to discuss topical issues and developments.

Group photo of the 2023 LL Spring Week
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Information
The NATO Lessons Learned Portal (NLLP) is the centralized hub for aII ‘
NATO Lessons Learned (LL) information, is the gateway to the NATO LL 0‘

Process, and, as such, facilitates shared knowledge and learning amongs I

NATO and national entities. In order to support the exploitation of NLLP
content and inform on the health of the NATO LL Process, the JALLC pro-
duces a periodic NLLP Active Content Management (ACM) report, which
provides an overview of the NLLP items submitted and staffed within a giv-
en reporting period. See the “At a glance” image (below) or access the full
report on the classified NLLP for an update on the NLLP activity over the
last period (01 April—31 August 2023).

4201 At a glance: NLLP activity over

OTAN

01 April 2023 - 31 August 2023

296 t 2081 1851 24 1

Submissions to Submissions to the Lessons Learned Different entities
the Tracking Area Document Library or Best Practices made submissions

Summary

The majority of observations submitted to the NLLP during the reporting period resulted
from Exercises (71%), NATO Mission Iraq (7%), and Russia’s war against Ukraine (4%).
The top three contributing HQs are MARCOM (36%), AIRCOM (16%), and LANDCOM
(12%). Five reports were submitted by national entities from DEU, GBR and USA.

The majority of NLLP items that became Lessons Learned (LL) related to the NATO
Standing Naval Forces (12%) and exercise DYNAMIC MANTA 2020 (10%).

The top three topics this quarter are Enablement, with relevant NLLP items mainly
relating to the reception, readiness and deployment of NATO Forces; Cyberspace, with
items describing a range of cyber-related issues; and Russia’s war against Ukraine,
with items mostly relating to NATO's procedural and structural adaptation.

Key Topics Activities

NLLP items that reached or New NLLP submissions over the quarter
progressed in the Implementation by activity and entity
Phase and relate to the key topics
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NLLG24 Back to Basics

_ Mr. Stefan Olaru is one of the JALLC’s Research Analysts. Before joining the JALLC in 2012, he served for 15
gw years as an officer in the Romanian Army, mainly as an instructor, researcher, and Lessons Learned analyst. His
work includes over forty studies, projects, research papers, and publications in the fields of law, capability develop-
/r ment, and international security. As a JALLC analyst, he has contributed to multiple analysis projects, Lessons
Learned and Innovation activities, including the NATO Lessons Learned Conference. Mr. Olaru has a Master’s
Degree in Private Law and a post-graduated diploma in management.

This year marks the 20th anniversary of the NATO Lessons Learned
Conference (NLLC). Although for 2023 there is no iteration of the NLLC
planned as the new NLLC Battle Rhythm has changed form an annual
to a hiannual event, we take this opportunity to reflect on how the
format of the event has evolved over the past two tecades.

We will also take a sneak peak at next year's iteration, which sees
the event move from the GOVID-19 Pandemic virtual/hybrid set-up,
hack to its original format of an on-Site, in-person event.




For the past two decades, one of the JALLC’s key
tasks has been to provide support to the Lessons
Learned Community. This occurs in various ways:
from analysis projects and Lessons Learned train-
ing, to facilitating forums for discussions and net-

working opportunities among practitioners.

As such, since its very first edition in 2003, the
NATO Lessons Learned Conference (NLLC) has
been the premier forum for the NATO- and wider
Lessons Learned community to get together and
share experiences and expertise, ideas and in-
sights, and generally just meet each other face-to-
face. The NLLC, in fact, provides NATO with the
ideal forum to discuss challenges and shortfalls as
well as best and suitable practices for improving
the NATO Lessons Learned Capability in support
of continuous transformation of the Alliance.

Until the COVID-19 pandemic, there was never any
question on the format of the event: an on-site, in-
person event was the best, and often only, oppor-
tunity for the entire community to meet. This all
changed, however, in 2020, with the outbreak of
the COVID-19 pandemic and the global lockdown
that ensued. Nevertheless, even when we couldn’t
meet face-to-face, the Lessons Learned Communi-
ty recognized the need to create some kind of virtu-
al space to meet and exchange ideas and experi-
ences. The JALLC stepped up to the plate and pre-
sented two consecutive iterations of the NLLC in a
first fully virtual- and then hybrid format.

Although these iterations of the NLLC were as
successful as past iterations, now global COVID-
19 restrictions are lifted, the time is right to return
to the traditional in-person get together that under-
lies the NLLC; the opportunity to meet, face-to-
face, and exchange ideas in real-time, in the real
world.

As such, the JALLC is proud to announce that
NLLC 2024 (NLLC24) will return to this traditional
format, to be held in Lisbon, Portugal during the
week of 15 — 19 April 2024.

NLLC24 promises to be another Lessons Learned-
-packed and interesting packed event, with plenty
of opportunities for learning, networking, and
sharing experiences.

John Redmayne, former Principal Operational Research Ana-
lyst for the JALLC, asks a question at an early iteration of the
NLLC.

Behind the scenes at NLLC21. This full virtual iteration of the
NLLC was broadcast live from the “JALLC Studios” at the
JALLC's facilities in Lisbon. This format was hugely successful
and saw the NLLC Team being invited across NATO to share
their experiences, best practices, and lessons from planning
and executing the event.

With some, but not all, COVID-19 pandemic restrictions lifted
globally, the NLLC22 iteration was held in a hybrid format that
saw speakers and key guests attend in person, with partici-
pants joining virtually via the dedicated NLLC22 platform.
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In terms of the theme for NLLC24, it will centre around the NATO 2030 efforts and how development of
the NATO Lessons Learned Capability can support these efforts. We will discuss opportunities and ways
to enhance Lessons Learned coordination and sharing among Allied Nations, accelerating digital transfor-
mation, and highlighting findings for improving the overall NATO Lessons Learned Capability. This maga-
zine provides some excellent material to prepare yourself for the debate ahead, such as the key feature
on NATO’s Digital Transformation on page 3.

Image Source: NATO 2030 Agenda site

_ . A
The NLLC24 will be another great opportunity to network and share ideas, insights, and future plans with
leadership and experts from NATO HQ; the NATO Command Structure; NATO Agencies and Offices;
Centres of Excellence; the NATO Force Structure; NATO Nations; Partner Nations and other non-NATO
entities; and representatives from Industry and Academia. In short: everyone who is anyone in NATO Les-
sons Learned will be there, and so should you!

NLLC24 will come together as a blend of individual presentations and panel discussions in order to pro-
vide the best opportunities to learn, share, explore, and discover the information on offer at this important
event in the NATO Lessons Learned calendar. Although the agenda is yet to be fixed, topics to discuss
will range from: Digital Transformation to Multi-Domain Operation Enablement, to LL Interoperability, Im-
proved Understanding, and Capacity Building to ensure a broad scope of Lessons Learned and on-trend
topics are covered.

We aim to engage speakers of the highest calibre to make sure that you receive the highest quality infor-
mation from this event. You will also have the opportunity to put your questions and ideas to the speakers
and panels, giving you the chance to influence Lessons Learned thinking at the highest levels. Presenta-
tions will range from updates on the NATO Lessons Learned Capability, Allied Nations, and Partners, as
well as key briefings on efforts relating to Lessons Learned interoperability, War Fighting and the Warfare
Development as we head towards the NATO 2030 Horizon. We will also invite Industry and Academic
leaders to talk to us about the latest Lessons Learned technology that is (or will be) available. And finally,
we are considering an extra post-conference day which could be used to host specific Lessons Learned
community meetings and a VIP round-table.

Keep an eye out for the NLLC24 Save the date Letter and Calling Letter which will be issued in due
course. You can also keep up to date with the latest progress on the NATO Lessons Learned Portal, the
JALLC’s website, and our social media.
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The NATO Lessons Learned Capability has evolved over the years into a successful model
for the capture, analysis, and sharing of Lessons in NATO. Lessons are successfully heing
exploited hy, and within, the NATO Command Structure; and to great effect. Where progress
still needs to he made, is in terms of sharing National Lessons products.

Despite the NATO LL Policy encouraging Nations to, “..proactively share all kind of Lessons
Learned products..” and Nations agreeing that Lessons are important to NATO, there is still
a lack of National Lessons products uploaded to the NATO Lessons Learned Portal.

In this article we explore the reasons for this and the potential challenges Nations face in
sharing National Lessons with NATO along with some recommendations as to how this
could be resolved in the future.
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The NATO Lessons Learned Capability, is univer-
sal. It applies to every activity conducted, to every
entity, to every situation, everywhere, all the time.
There is not a single situation where it is not a
good idea to share our experiences. Why would
we ever want our colleagues, our Allies, our Part-
ners to repeat the same mistakes we did? Why
would we not want to share the best way possible
to do something? Our Alliance is built upon the
concept of sharing: Collective Defence is nothing
but sharing the risk of attack and the burden of de-
fence. Lessons Learned is therefore connected to
everything NATO does. In this respect, the NATO
Lessons Learned Policy encourages Nations to,
“...proactively share all kinds of Lessons Learned
products...”

NATO has been setting out its vision for the future.
This vision is set out in a suite of documents that
codify key Future NATO Workstrands for an Alli-
ance that is not just fit for purpose, but Fit for FU-
TURE Purpose. These documents include, for ex-
ample, the NATO 2030 Agenda, the Warfare De-
velopment Agenda, the Climate Change and Secu-

rity Action Plan, and the NATO Warfighting Cap-
stone Concept. One thing that all these Future
NATO Workstrands have in common, is Lessons
Learned; in the sense that each activity defined in
all of these documents will stand to benefit greatly
from potential relevant Lessons being captured,
analysed, validated, learned, and importantly:
shared.

However, although the NATO Lessons Learned
Capability is successful in doing that within the
confines of the NATO Command Structure (and
perhaps increasingly across NATO more widely),
there is a potential gap in Lessons related infor-
mation that could greatly benefit the Alliance in
terms of its ability to prepare for the future. And
that is the gap in National Lessons.

Allied Nations produce a wealth of Lessons
Learned data from their national experiences
(operations, missions, exercises, and day-to-day
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business) that has the potential to enrich the infor-
mation available to Allies and the Alliance in the
NATO Lessons Learned Portal.

Supreme Allied Commander Transformation
(SACT), General Philippe Lavigne, has highlighted
this issue by making it a priority in the field of Les-
sons Learned to enhance the coordination and
sharing of Lessons related information among Al-
lied Nations and NATO. In this respect, and during
his recent visit to the JALLC, he emphasized that it
was everybody’s responsibility, at their level, to
promote the exchange of Lessons related infor-
mation with the Capitals. As an example, SACT
recently reached out to the Nations, requesting Na-
tional observations and lessons reports relating to
the Russian war against Ukraine.

In order to accomplish SACT’s task, the JALLC will
create opportunities that will allow the Lessons
Learned Community to explore ways and means to
enhance National-NATO Lessons Sharing, and
conduct relevant activities to promote and encour-
age Lessons Sharing by showing the benefit that
can be gained from comprehensive Lessons
Learned information.

For example, the JALLC is currently developing a
NATO Lessons Learned Portal Active Content
Management Report that will review National con-
tributions to the portal over the past five years. The
report will be shared with NATO Nations together
with a questionnaire designed to capture infor-
mation about issues with Lessons related infor-
mation sharing.

The results of this project will be shared during the
NATO Lessons Learned Conference 2024 (see
page 34 of this magazine for more details on the
conference) and discussed in a dedicated panel,
with the aim of taking forward the findings and po-
tential recommendations to inform SACT on the
way ahead in terms of enhancing National-NATO
Lessons Sharing.

Continued on the next page
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Challenges to National-NATO Lessons Sharing

There are various challenges that Nations face in sharing Lessons with NATO. These range from a per-
ception that failure is weakness, to the international problem of the language barrier, to security concerns.
Below we describe some of the key challenges briefly and offer some recommendations for ways to ad-
dress these challenges, now and in the future.

OUrCe acebooekyPage of the Spanish Army;
cI|ck here for link; date last accessed 06 October 202

Mindset: Turning Failure into SIll:cess

Ensuring the right Mindset among both Leadership and Lessons Learned staff, is probably the most per-
sistent challenge. But perhaps the most difficult to address.

While Nations are (quite) confident to share their doctrine, training, even their structures, they are more
concerned about sharing their failures, whether, for example, regarding shortfalls in materiel, Command
and Control (C2) issues, or other sensitive matters. This is often down to the popular perception is that
Lessons are about failure, and that failure is weakness. As such, Nations may be concerned their Les-
sons, could be perceived as weaknesses, which could affect national credibility, economy, and impact its
influence on the international stage.

And while it is true that Lessons (whether National or NATO) are often born from a failure, it is equally true
that where we learn from our past failures, we breed success for the future. As such, what we need to re-
alize is, that it is only our reluctance to share these failures that is the real weakness, and not the underly-
ing failure itself. This is the NATO Lessons Learned Mindset, and it is one that, at a time when the Alliance
needs to be stronger than ever, we need to encourage within NATO and among our Allies. Because, Les-
sons not only contribute to NATO’s transformation, but they can also save lives.
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Currently Nations do share National Lessons
products, but these are rarely classified products
(i.e. rarely anything higher than “unclassified”)
and they are rarely shared of their own accord; it
often requires a direct request (from the JALLC or
other entity) to acquire copies of relevant National
Lessons products. What would greatly benefit
NATO in this respect is if Nations felt secure, en-
couraged, and empowered to submit National
Lesson products on a regular basis to the NATO
Lessons Learned Portal.

The Language Barrier

Another challenge to National-NATO Lessons shar-
ing has to do with the language barrier. NATO'’s offi-
cial languages might be English and French, but
there are currently 31 NATO Nations. As Nations
write their National Lessons products in their nation-
al language, unless that language is English or
French, these products require translation before
they can be shared with other NATO Nations. This
presents a barrier to international (i.e. NATO) use.
Currently, most Nations do not have the capacity to
translate all of their Lessons related information into
NATO'’s official languages, and as such, these re-
ports—generally speaking—don’t get uploaded to
the NATO Lessons Learned Portal.

The consequence is obvious: NATO is losing out on
potentially valuable Lessons related data that could
enrich NATO'’s ability to learn and transform. Alt-
hough there are industry-based (Al) solutions to this
problem (swift and cost-efficient translation), as yet,
there are none available on the NATO Classified
System where the full (classified) version of the
NATO Lessons Learned Portal resides. This
longstanding NATO challenge of balancing the con-
venience of off-the-shelf industry solutions vs the
need to know principal, is discussed in more detail
in the key feature article of this magazine on
NATO’s Digital Transformation on page 3.

It is the intention for the New NATO Lessons
Learned Toolset (the successor of the NATO Les-
sons Learned Portal which is currently being imag-
ined, innovated, and developed), to address this
option with Al-based translation solutions. But until
this—or any other NATO Enterprise—solution
comes into being, this will likely remain a challenge.

Access to the NATO Lessons
Learned Portal

The final challenge highlighted here has to do with
access to the NATO Lessons Learned Portal. Un-
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fortunately, there is a real shortfall in the number of
(a) NATO Classified System workstations at the
National level, and (b) classified infrastructure
(facilities) that can host/accommodate them, espe-
cially in National Lessons Learned Centres. This
shortfall contributes to the challenge for Nations to
upload Lessons related information to the
(Classified version) NATO Lessons Learned Portal.

Even where there is National access to a NATO
Classified System workstation—often at the Gen-
eral Staff level, for operational command purposes,
or at single services commands—this access is
often limited to operational staff and not made
readily available to Lessons Learned Staff. This
further limits the possibility for Nations to upload
Lessons related information, at least on a regular
basis.

Solutions for this issue remain at the National level,
but deploying additional appropriate workstations
where Lessons Learned Staff can access them,
could be one way for NATO-National Lessons
sharing to improve. There may be other solutions
and even other challenges depending on the Na-
tion, but where the challenge is related to logistics
and/or materiel, it can, at least, be more readily be
resolved than where it relates to mindset.

2
b

B J 3 N b 5.
Source: Official Facebook Page of the Spanish Army; click
here for link; date last accessed 06 October 2023

In conclusion, the ideas set out above, and the ac-
tions taken by SACT and the JALLC to enhance Na-
tional-NATO Lessons sharing, may go some way to
addressing the challenges presented in this article.
However, if the Lessons Learned Community is to
enhance and enrich current Lessons data available
to the Alliance, it will take a National-NATO effort;
but isn’t that the very essence of the Alliance?
#StrongerTogether.
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Il s heen another husy year for the JALLC’S Advisory and Tramlng Team [lAlTl From the Les-
sons Learned week to the 2023 NATO Crisis Management Exercise, to providing Lessons
Learned training in Bulgaria, to contributing to the Lessons Learned Staff Officers Course in
Sweden. In this article we take a brief look at some of the JATT’s activities over the past
year.

For the first time, an Israeli officer joins the Lessons Learned The training the JATT provides is a mix of passive and act-
Staff Officers Course in March 2022. The course is open to Al- ing learning techniques which makes the Lessons Learned
lied and Partner Nations. Israel is part of the Mediterranean Dia- Staff Officers course interactive, and popular. Here we see
logue. Outreach is an important part of the JATT’s tasking. officers taking part in syndicate work.

Since its establishment back in 2010, and subsequent refocus and realignment in 2017-2018 to bring the
JATT’s activities in line with Global Programming (NATQO'’s Training System), the JATT has been busy en-
gaging with staff all around the NATO globe and beyond to train, advice, and assist NATO and Partner
Nation organizations on the NATO Lessons Learned Capability, and the past year has been no different.
Since September 2022, members of the JATT have represented the JALLC at multiple events, including
the NATO Lessons Learned Spring Week, the NATO Military Strategic Partnership Conference 2023, and
the NATO Crisis Management Exercise.

The JATT executed 24 training events over the past year, including the Lessons Learned Staff Officer
Courses (LLSOC), the Lessons Learned Management Course (LLMC) and Lessons Learned Point of
Contact (LLPOC) training, all of which were delivered at locations across the Alliance. The JATT also trav-
elled to 10 NATO Command Structure (NCS) HQs, nine NATO Force Structure (NFS) HQs and engaged
directly with representatives of the armed forces of one NATO nation (Spain) and one Partner nation
(Ireland).
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Among these was the first ever training engagement with the
NATO Crisis Management and Disaster Response (CMDR)
Centre of Excellence (COE) in the beginning of 2023, which
saw three members of the JATT deploy to Sofia, Bulgaria to
provide Lessons Learned training to 20 Lessons Learned Staff |
Officers and Points of Contact.

The CMDR COE Director, provided opening remarks, high-
lighting the importance of Lessons Learned within the COE,
going on to note after its conclusion that through the training
provided, the organization had taken a step forward in being
able to implement the NATO Lessons Learned Process and
related doctrine. As a key player with regard to NATO’s Crisis
Management capability, the increased Lessons Learned en-
gagement of the CMDR COE will serve the Alliance in the fu-
ture.

Another prime example of the JATT’s outreach and engage-
ment efforts over the past year was the visit to the Ireland De-
fence Forces (IDF) in June this year. This training event was
attended by 16 Lessons Learned leaders and staff, including
the Head of Lessons Learned and Evaluation of the Defence ) o= @ |
Forces. The training provided was tailored to meet the require- - = == —
ments of the IDF, with a focus on the NATO Lessons Learned  JATT engagement with the CMDR COE
Capability and Process; an introduction to the NATO Lessons
Learned Portal, and an introduction to analysis techniques
used by NATO. The course also included a lecture and dis-
cussion by the IDF Lessons Learned Staff Officer on their Na-
tional Lessons Learned Capability, process, and portal, draw-
ing similarities to the NATO Lessons Learned Capability.

Overall, the engagement was considered a great success with
the expectation that members of the IDF will be applying to
attend the NATO LLSOC in 2024.

The JATT also deployed to Allied Land Command HQ
(LANDCOM), Theatre Land Component and Land Advocate to
provide Lessons Learned training and advice. LANDCOM JATT engagement with IDF

leadership were very appreciative of the training noting the key role of Lessons Learned Doctrine and the
NATO Lessons Learned Process in support of its unique mission in NATO.

Based on the experiences of the past year and the requests for support in 2024 it is clear that the de-
mand across the Alliance for Lessons Learned training by the JALLC is still very high. Based on this
need, the members of the JATT are hard at work updating and refining training material and lessons
plans to guarantee NATO’s, NATO Nations’, and Partner Nations’ personnel continue to receive the high-
est level of LL training.

The JALLC and the JATT will continue to spread the Lessons Learned word throughout NATO and be-
yond, contributing to enhancing the effectiveness of the NATO LL Capability with the goal to improve
overall transformation of the Alliance.

If you think that your organization could benefit from tailored Lessons Learned training and/or an assess-
ment of your entity’s implementation of the NATO Lessons Learned Process, why don’t you get in touch
with the JALLC at cos.office@jallc.nato.int to find out more about how you can request a JATT engage-
ment?
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JALLC
ANALYSIS
UPDATES

The JALLC conducts different types
of analysis depending on the nature
of the topic being analysed, the type
of data being used, and the required
timeframe for results.

In the next pages, we take a look at
some highlights from the JALLC’s
analysis projects from the past year.
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Military Strategic Assessment

NATO is an organization that is involved in respond-
ing to and managing complex crises, conflicts, and
disasters. These activities demand a coordinated
planned response across a wide spectrum of activi-
ties. To ensure the best possible outcome, it is es-
sential that each mission/operation follows a careful-
ly crafted and agreed Operations Plan (OPLAN) and
that a feedback mechanism is in place to assess
progress and provide timely advice and recommen-
dations to decision makers.

In NATO, Operations Assessment (OPSA) is a con-
tinuous process that determines the results and pro-
gress of operations towards mission accomplishment. The purpose of OPSA is to provide feedback to de-
cision makers on whether an operation is being executed as planned and if it is achieving the desired re-
sults. The primary document to provide feedback to the NATO Nations, is the Periodic Mission Review
(PMR).

Key Findings

The topic of OPSA in NATO has been the subject of a number of studies that, collectively, have docu-
mented challenges faced by OPSA practitioners across multiple operations. However, the majority of
these studies focussed on OPSA conducted at the operational level. The study conducted by the JALLC,
however, focussed on OPSA conducted at the military strategic level (i.e. SHAPE). The JALLC’s study
into OPSA centred on two main aspects: the PMRs as the product of military strategic OPSA; and the role
of SHAPE in the development of PMRs.

One of the issues identified in this study is that PMRs do not include all the key elements and, where they
are included, often the assessment is conducted at the operational—not military strategic—level. Further
content analysis of the PMRs also indicated that some PMRs contain information that decision makers in
NATO HQ consider as extraneous, which may not always be useful/required for decision makers at the
political level. Lastly, the report includes analysis of a notional PMR lifecycle and highlights the impacts of
different staffing and approval times between selected missions/operations.

Aside from highlighting issues with the PMRs, the report describes the different approaches adopted by
SHAPE to the development of PMRs, and outlines a number of factors that could be addressed to poten-
tially improve the content and usability of PMRs, and SHAPE’s approach to their development.

Levels Organizations Inputs Products Focus

Periodic Mission Review
(PMR) Development

PMR content is developed across the differ-
ent levels, from the tactical level to the politi-
cal level. Each level is responsible for refining
the input to the PMR with aim of ultimately
informing the Political Level on how the End
State and Political Objectives are being met.
The figure above shows the levels and focus
of PMR content, as identified by the JALLC
project team

Military-

Tactical Objectives,
Missions & Tasks

Tactical Task / Tactical
Level I

‘ You can download the full factsheet from the
JALLC’s website here.
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Collaboration Tools in
NATO Experiences During
the COVID-19 Pandemic

The COVID-19 pandemic had a wide-reaching im-
pact in working practices globally. This new way of
working presented many challenges for NATO
staff, as well as revealing new requirements for
tools to support routine work and decision making.

NATO responded quickly to the increasing demand
for these virtual collaboration tools that would allow
its staff to work safely from home, while still ensur-
ing that the Alliance could conduct business as
usual. Moreover, it was considered that at least
some of the tools could potentially benefit the Alli-
ance in the longer-term, even after the COVID-19
pandemic.

As such, the JALLC was tasked to provide an over-
view of staff experiences using the collaboration
tools available during the COVID-19 pandemic, in
order to inform efforts to develop potential tools that
could be used NATO-wide in the future.

The assigned JALLC project team collected data
from two sources: the NATO Lessons Learned Por-
tal and interviews that were conducted by an Al
voice-bot as part of an experiment in connection
with the JALLC’s ongoing innovation efforts (see
page 9 of this magazine for more details on the ex-

periment with the voice-bot).

A number of challenges and suggestions for im-
provements to the use of collaboration tools and/or
the online collaborative working environment were
identified in the study, including in:

. Standardization and Standard Operating Pro-
cedures;

. Training on available tools;
. Accessibility (remote working);

o Classification of NATO information; and

Key Findings

The study showed that the military needs for collab-
oration tools are diverse, ranging from the need for
staff to be able to work with classified information
from home—e.g. for intelligence or current opera-
tions functions—, to the need for staff to be able to
work with others who do not have access to NATO
networks—e.g. during exercises, training and edu-
cation events, and conferences.

The observations and suggestions captured during
the study will contribute to ensuring that the Alliance
continues to function as efficiently as possible, even
under challenging circumstances such as the
COVID-19 pandemic presented.

You can download the full factsheet from the JALLC’s website
here.
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NATO Involvement in Evacuation Operations; Lessons
from Operation ALLIED SOLACE

In summer 2021, following the collapse of the Af-
ghan government and the Afghan National Defence
and Security Forces, NATO focused on ensuring
the safe departure of personnel from Allied and
partner countries, and NATO-affiliated Afghans.

In August 2021, more than 120 000 people were
evacuated in the Allied airlift from Kabul airport as
part of the coalition effort—including around 2000
Afghans working for NATO, and their families.

Operation ALLIED SOLACE (OAS) was the NATO
operation to receive NATO-affiliated Afghans evac-
uated from Afghanistan in Temporary Staging Are-
as and to arrange their onward transport to resettle-
ment in Allied territories. OAS was a great success
in terms of the number of people evacuated and
resettled. However, NATO recognized that there
was potential to learn from OAS in order to ensure
that future NATO involvement in evacuation opera-
tions could be executed with the benefit of the ex-
periences from this operation.

Picture courtesy of JFC Naples. “NATO's commitment is to
ensure a safe and compassionate transfer of the evacuees,
through temporary locations and on to more definitive resettle-
ment. It is a huge effort, and Allies and partners have come
together to make it happen as quickly as possible," said Admi-
ral Robert Burke, JFC Naples commander.
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Against this background, the need was identified
to analyse and report on NATO’s involvement in
Evacuation Operations, focusing on lessons from
OAS, and to assess the relevance of OAS lesson
to future NATO involvement in Evacuation Opera-
tions.

| Key Findings

Although OAS was unique in terms of the circum-
stances under which it occurred, it is conceivable
that NATO will be involved in Evacuation Opera-
tions in the future. As such, the range of scenarios
envisaged for NATO involvement in an Evacuation
Operations in doctrine does not fully cover some
of the conditions experienced in OAS, and needs
updating in this respect.

Advance Plans are critical to enable NATO forces
to respond quickly and efficiently and are espe-
cially important in evacuation operations where
thousands of lives may be at risk from delays.
NATO should ensure it has evacuation operation
advance plans in place as appropriate.

Finally, Allies showed immense resolve and com-
mitment to find ad hoc solutions to generate the
force elements needed for OAS. These ad hoc
solutions included using the Joint Logistics Sup-
port Group to act as the coordinating Joint Task
Force HQ and contracting local civilian medical
support. Some ad hoc solutions are potential best
practices for rapidly generating a force for any po-
tential future NATO evacuation response.

You can download the full factsheet from the JALLC'’s website
here.
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) Ms Helena Worthington holds a Master’s degree in Electronic and Electrical Engineering and is currently one of
) | the Senior Operational Research Analysts at the JALLC. For the last five years, she has also worked at the UK
i Ministry of Defence, presenting science and technology research across the UK and at NATO Science and Tech-
nology Organization boards.

The future waits for no one. In this

article we take a look at how NATO is

applying analysis to stay ahead of

the game when it comes to facing in-

creasingly complex glohal security

issues. From emerging security chal-

lenges such as climate change, to

the NATO 2030 Agenda, NATO will

need its analysis compass to guide it

llll‘llll!lll the current and future secu- .., speech by NATO Secretary General Jens Stol-
ritv Iandscalle. tenberg at the Vilnius Summit where he sets out the

complex security landscape NATO finds itself in. You
can read the full transcript here.
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Navigating the complex weh of glohal security

Historically, NATO has focused on collective defence and deterring external aggression, particularly after
its conception in the aftermath of World War I, maintaining peace across Europe and the northern
Atlantic region. However, the modern security landscape is now characterized by many complex challeng-
es; ranging from the traditional to the non-traditional. Threats such as cyberattacks, terrorism, pandemics,
climate change, and hybrid warfare have blurred
the lines between state and non-state actors,
global crises, and present problems with attribu-
tion of responsibility. As we advance further into
the 21st Century, new challenges will continue to
emerge, necessitating NATO's adaptation to se-
cure a safer future.

The role of analysis in
sustaining NATO's continuous

adantatlon Emerging Thrats.' NATO ests smart energy technologies in its

. . L efforts to reduce emissions. Capable Logistician exercise 2019.
From historic activities, Lessons Learned, current  gqce- NATO ©

operations and exercises, to forward planning for
future threats, opportunities and new technolo-
gies, analysis plays a pivotal role in NATO's ability

to adapt to all types of challenges. The following 14.00 - 15.30 ——-'- A
are a few key areas within NATO that utilize anal- Bttt s =t S8

+ Online (zoom
ysis, in many forms;

Assessing Emerging Threats: NATO relies on
analysed intelligence and risk assessments to Deep Dive Sess:on on

identify and comprehend emerging threats, in or-  E# =134 F13[s the Gender Perspectlve
der to proactively prepare for scenarios that were
once unforeseen, such as the destabilizing impact
of cyberattacks or the security implications of cli-
mate change.

Tailored Response: On 12 July 2023, the NATO International
Military Staff Office of the Gender Advisor hosted its twelfth Deep
Tailored Response: Analysis allows NATO to Dive Session focused on Chemical, Biological, Radiological and

tailor its responses to specific threats. This cus- Nuclear (CBRN) Defence and the Gender Perspective. The ses-

tomization ensures that the Alliance can emplov a sion highlighted how NATO is considering the gender perspec-
ploy tive in force protection and protection of civilians to increase mili-

range of tools, from diplomacy to military force, as  tary readiness and support national resilience against CBRN
necessary. For instance, supporting NATO with threats. Source: NATO ©

the information and direction required to create
the optimum balance between deterrence and

dialogue in dealing with potential adversaries. Military Committee Conference

Conférence du Comité militaire
NATO and National responses to Russia's war

against Ukraine involved a combination of military : el Oslo, Norway

reassurance measures, economic sanctions, and P 15-17 September 2023
: ) - : . OTAN |" &¢

diplomatic negotiations, all guided by continuous

analysis of the evolving situation.

From 15 to 17 September 2023, the NATO Chiefs of Defence
Strategic Planning: Analysis is at the heart of gathered in Oslo for their annual Military Committee Conference.
NATO's strategic planning process. By providing The agenda focused on strengthening the Alliance’s deterrence

| derstandi fth it . t and defence posture. The NATO and Invitee Chiefs of Defence
a clear understanding ot tne security environment, . 1-xe forward the decisions taken by the Allied Heads of State

analysis enables the Alliance to set strategic ob- and Government at the Vilnius Summit in July 2023. In Vilnius,
jectives and develop coherent plans for achieving  NATO leaders took major steps to strengthen NATO’s defence
them. and deterrence for the long term, across all domains and against

all threats and challenges.
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NATO's 2022 Strategic Concept, shaped by ex-
tensive analysis, outlines the Alliance's core
tasks, including deterrence and defence, crisis
prevention and management, and cooperative
security, setting the parameters for its adaptation
in the following years.

Learning from the Past to inform the Future:

Understanding and analysing the past, previous g%?f?é%lc

operations, and practices, is key to informing suc- CONCEPT
cessful future activities. In order to continue to

improve and learn, not only from mistakes, but
also from positive actions and results, NATO har-
nesses analysis to interpret and distil these les-
sons into constructive feedback and actionable
recommendations.

Strategic Planning: Click on the image for the overview of the
NATO 2022 Strategic Concept.

The NATO Lessons Learned Portal, as the single tool in NATO for all things related to Lessons Learned,
plays an important role in the NATO Lessons Learned Process, allowing Lessons Learned Staff to capture
and analyse observations from inputs across NATO, including NATO exercises.

In-depth and high-quality evidence-based analysis products identify enduring systemic improvements to
complex problems that NATO faces, in order to inform change initiatives and identify critical shortfalls.

Resource and Capability Development: In an era of “learning to do more with less”, effective resource
allocation and maintenance is key. Through analysis, NATO can optimize its defence spending, employ
more effective training methods, ensuring that investments align with the most pressing security concerns
and maintaining more resilient and deployable forces.

Moreover, NATO Nations can determine how to allocate their defence budgets efficiently, ensuring that
critical capabilities are funded while eliminating redundancies, guided by decision-makers informed by
thorough analysis.

Graph 1: NATO Europe and Canada - defence expenditure

(annual real change, based on 2015 prices and exchange rates)
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Notes: Figures foe 2022 and X023 are estimates. The NATO Ewrope and Canada sgpregate from 2017 onwards inclades Moatenegro, which became an Ally oa 3 June 2017,

from 2020 oawards indudes Noeth Macedoaia, whach became an Ally an 27 March 2020 2nd from 2023 oawards indudes Finlaind, which became an Ally on 4 Apnl 2023

Taken from the 07 July 2023 NATO HQ Press Release on Defence Expenditure of NATO Countries (2014-2023). Click here to
download the full press release from the NATO HQ website.
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Aligning with NATO 2030 Efforts

MAKING A STRONG
ALLIANCE EVEN
STRONGER

NATO is continuing to adapt to keep us safe in this decade and

beyond. The NATO 2030 initiative is about making sure our Alliance

remains ready today to face tomorrow's challenges.

Deeper Political Consul-
As part of current efforts to rejuvenate NATO with ta“on and coordlna“nn
the Alliance’s 2030 Agenda, analysis does—and

will continue to—play a key part in establishing a s“engtnene“
stronger and fit for the future NATO. This reflec- nela"ence and neience

tion, set out by Secretary General Jens Stolten- -
Understanding

tional organization into one that is adaptable to

form each stage and development. Teclllllllﬂgi(:al Ell!le

berg in December 2019, outlines nine clear pro-

Improved Resilience
current and future challenges. As NATO works to-
Continued on next page.

Uphold the Rules-Based

posals (see right) to uplift and shape the interna-
wards this goal, analysis will play a key role to in- Pl‘eseﬂle our
What is NATO 20302 International Order
u

In December 2019, NATO Leaders asked Secre- BonSI "a““ng and
tary General Jens Stoltenberg to lead a forward- canacitv B“ilding
looking reflection process to strengthen NATO.

In June 2020, the Secretary General laid out his Gomllal allll Allallt lll

priorities for NATO 2030: making sure NATO ]
remains strong militarily, becomes even stronger c"mate change

politically, and takes a more global approach. “exl s“ategic (}Illlcelll

To support the Secretary General’'s work, NATO
2030 brought together Allied parliamentarians, In“est“]g 1]] NAT“

civil society, public and private sector experts,
and youth to provide fresh thinking on how to
make NATO an even stronger Alliance.
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Examples of the Alliance’s commitment

These are couple of examples of NATO's cur-
rent and ongoing adaptation efforts that
demonstrate the Alliance's commitment to ad-
dressing future challenges:

Enhanced Cyber Defence: NATO has rec-
ognized the growing significance of cyber-
space and established a Cyber Operations
Centre to bolster its cyber defence capabili-
ties. Continuous analysis of cyber threats in-
forms NATOQO's responses to ensure the secu-

rity of its networks, both operationally and in Exercise Nighthawk 21 brought together Special Operations Forces
standard business from 13 NATO Allies and partners to test their ability to work together

through a series of complex counter-terrorism and hybrid warfare sce-
In this respect, NATO launched the Virtual narios. Source: NATO ©

Cyber Incident Support Capability (VCISC) to
support National mitigation efforts in response
to significant malicious cyber activities.

Climate Security: There is growing con-
cern about the security implications of climate
change. Analysis of climate-related risks
helps the Alliance incorporate environmental
factors into its planning, from assessing the
vulnerability of critical infrastructure to under-
standing the potential for resource conflicts.

For example, NATQ's Centre of Excellence
for Energy Security, analyses energy-related
vulnerabilities of Nations and recommends
strategies to mitigate risks.

Strategic Concept 2022: NATO's Strategic

Climate Change and Security are high on NATO’s Agenda. The Medi-
terranean heatwaves and wildfires, coupled with the onset of the cli-

Concept 2022 is a prime example of the Alli-  ate phenomenon known as “El Nifio” are sounding the alarm that
ance's adaptability. Informed by extensive 2023 may be even worse. It does not come as a surprise that, accord-
analysis, this document outlines NATQO's vi- ing to a recent NATO poll, as many as 32% of Allied citizens consider

sion and approach for the next decade, ad- cllmgte change to be'the gregf‘est 'conce.rfv to their security — ahead of

. . the risk of war, terrorism, political instability or cyber attacks. Read
dressing not only military concerns but also more about NATQO'’s Climate Security Agenda in the NATO Review,
resilience, innovation, and cooperation with here:

global partners.

A Dynamic and Resilient Future for NATO

NATO's future challenges are complex and diverse, and demand responses and solutions that mirror
those complexities. Analysis will be able to guide the alliance through this new landscape, helping NATO
anticipate, prepare for, and ultimately overcome the security challenges of the 21st century. In the face of
uncertainty, one thing remains clear: NATO's commitment to collective defence, and the role of analysis
therein, will be key to a safer future for all. The Alliance's adaptability—learning from experience—will be
essential in navigating emerging global security threats, and ensuring peace and stability for future genera-
tions to come.
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JALLC ANALYSIS

JALLC Analysis comprises three types of analysis that are unique and tailored to NATO's
needs and different requirements: Joint Analysis , Short Term Analysis, and NATO Lessons
Learned Portal (NLLP) Content Analysis. In this article we take a closer look at these different

types of JALLC Analysis.

Joint Analysis is the systematic and in-depth
study of a complex issue involving multiple en-
tities in order to identify enduring systemic im-
provements at the operational and strategic lev-
els. JALLC Analysts use applied research and
different types of analysis techniques to com-
bine existing knowledge from inside and out-
side the organization in order to understand
complex issues from different perspectives.
The result of a Joint Analysis project is a
knowledge product tailored to support specific
decisions or staff work, and to capture and pre-
serve knowledge as part of NATO’s long-term
organizational learning. A Joint Analysis pro-
ject typically takes six to nine months to com-
plete due to the depth and breadth of the re-
search and analysis undertaken.

To get an idea of the JALLC’s Joint Analysis
capability, have a look at some of our fact-
sheets by clicking here; summaries of the full
reports that we produce for NATO.

NLLP Gontent Analysis

Short Term Analysis

Short Term Analysis (STA) is the study of mul-
tiple sources of information/experience relating
to a specific topic or activity in order to re-
spond to priority LL information needs.

The JALLC is tasked with conducting STA
when there is a need to know about issues with
strategic implications in a timely manner in or-
der to inform relevant stakeholders including
NATO HQ and the Allies. STA is also employed
when decision makers need LL information
from a wider variety of sources than available
in (just) the NLLP to support their work. In
these circumstances, the JALLC produces re-
ports which identify key issues and may in-
clude initial recommendations tailored to the
needs of senior decision makers. The JALLC
handles STA through direct observation, inter-
views, statistical analysis and documentary re-
search.

STA projects usually take one to five months to
complete in order to provide a satisfying an-
swer in a concise and timely manner appropri-
ate to the situation.

NLLP Content Analysis (NCA), part of NLLP Active Content Management (ACM), is the analysis of
Lessons Learned information and trends in the NLLP in order to facilitate the reuse of LL infor-
mation. NCA is intended to support NATO and the Nations exploiting the Lessons Learned infor-
mation contained in the NLLP. The results of NCA may identify the need for follow-on analysis such

as STA or Joint Analysis.

NCA products typically take the form of routine reports that present an analysis of NLLP content
and activity over a set reporting period, or ad-hoc reports that present a one-off summary of NLLP
content relating to a specific topic of interest. Ad-hoc reports have previously been used to inform
discussions at National and NATO committees, as well as capability development and doctrinal re-
views. NCA may also include the development and use of NLLP data visualization tools, such as
dashboards, some of which are made available to all NLLP users to support them in monitoring,
reporting and exploiting LL information in the NLLP.
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"+ Support to NATO's Response to
Russia’s War Against Ukraine

David Noon is an ex-Royal Navy officer who joined the JALLC in 2017 as a Research Analyst. He has worked on
a variety of topics including Air-Land Integration, Military Strategic Operational Assessment, and Standing Naval
~ Forces. He is currently the JALLC’s point of contact for Ukraine-related projects.

It has often heen stated that wars are not just contests of weapons and will; they
are also labhoratories of sorts that provide lessons that will shape the way future
wars are approached. Russia’s war against Ukraine is such a lahoratory, one in
which every military across the globe is studying to learn lessons that will im-
pact on military plans and technologies for future conflicts. As such, the JALLC
has heen involved in supporting hoth NATO0’s and Ukraine’s lessons learned pro-
cess with regard to Russia’s war against Ukraine.

In this article, we take a brief look at some of the ways the JALLC has supported
hoth NATO and Ukraine, including the creation of a Ukraine Hotspot in the NATO
Lessons Learned Portal [NLLP) as a landing spot to upload related ohservations
and documents; a compilation of a number of routine reports providing an analy-
sis of the NLLP content; development of, and contribution to, several reports on a
range of focused areas for customers spanning the political-strategic-to-tactical
spectrum; and providing training and demonstrations to representatives of the
Ukrainian Ministry of Defence (MoD) to help support the development of their
National Lessons Learned Portal.
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One of the areas that has been the focus for the
JALLC tailored analysis reports, is the implementa-
tion of lessons into exercises and training. To this
end, in the JALLC’s Programme of Work 2023, Su-
preme Allied Commander Transformation tasked
the JALLC to conduct a set of related analysis pro-
jects. These included analysis of inputs to the
NLLP relating to Russia’s war against Ukraine and
of open-source publications in order to inform the
exercise process at the tactical level. The intent
was to enhance operational dilemmas and script-
ing for the LOYAL LEDA series of NATO exercises
delivered by the Joint Force Training Centre
(JFTC).

Onerational Dilemma: A situation where a
commander has to make a choice hetween
equally undesirable alternatives, i.e. diffi-
cult or perplexing situations or problems
that will require the Training Audience to
demonstrate all the skills outlined in their
Training Objectives.

In response, the JALLC produced two reports, both
of which were delivered to the JFTC in July 2023.
One was an Active NLLP Content Management
(ACM) report that considered all NLLP items sub-
mitted between the start of Russia’s war against
Ukraine in February 2022, and May 2023 as the cut
-off date. In total, 31 relevant items were identified
and analysed. The other was a Short Term Analysis
(STA) report of open-source publications written in
Q1 of 2023 i.e. on/around the first anniversary of
the start of Russia’s war against Ukraine. In total,
17 publications were reviewed, comprising a mix of
reports from Think-Tanks and Research Centres
such as the Royal United Services Institute (RUSI)
and The Hague Centre for Strategic Studies
(HCSS), as well from articles written by prominent
authors such as former top military commanders.

Notwithstanding that the lion’s share of the infor-
mation contained within the open-source material
had not been endorsed or validated by NATO, the
content did offer a glimpse of how the nature of the
war was unfolding across a number of functional
areas. As such, the JALLC was able to offer some
proposals for JFTC exercise planners to consider in
their development of operational dilemmas for fu-
ture LOYAL LEDA exercises.
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The war highlights the increasing stealth, speed,
lethality, and availability of drones posing signifi-
cant challenges to air defences. They are primarily
being used for Intelligence, Surveillance, and Re-
connaissance (ISR) as well as for offensive mis-
sions. They can also be used for psychological
warfare missions, recording and sharing videos,
documenting battle damage, and intimidation of
enemy soldiers. Their non-kinetic effects have
transformed the dynamics of the lower airspace—
sometimes referred as the air littora—proving land
forces (on both sides) with increased capabilities
for targeting and artillery control. The widespread
use of drones congests lower airspaces which cre-
ates challenges for Close Air Support and ground
attack aircraft.

Recognizing that drones are a potential game-
changer in modern warfare, training should focus
on the need for robust anti-drone defence systems
and counter-drone tactics conducted in a highly
contested environment where enemy ISR capabili-
ties are highly capable and persistent.

Drone pilots defending Ukraine. Source:
www.newscientist.com—https.//www.newscientist.com/
article/2307922-meet-the-amateur-drone-pilots-defending-
ukraines-border-with-russia/

Private sector support to the military

Waves of cyber-attacks conducted by Russia
against Ukrainian communications and critical in-
frastructure were largely unsuccessful due to a
combination of Ukrainian preparations for such
attacks, and because of support provided by pri-
vate sector companies such as Microsoft and
Space X. The collaboration with private companies
could be an enduring feature of future warfare and
therefore planning and execution of NATO exer-
cises should consider integration of specialized
private sector companies and cyber defence
teams.
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Battle for cognitive superiority

The war highlights the clash of ideologies and
blurs boundaries of what is fact and fiction. The
Russian disinformation campaign propagates the
moral decay of the West, positioning itself as a
defender against wokeism and political correct-
ness. Both sides have extensively used social me-
dia platforms as tools to spread their narratives
and, at times, to manipulate public opinion. In
terms of how training could be adapted, the JALLC
reports offer proposals to include the need for
training audiences to recognize and understand
the disinformation strategies potentially being
used.

Sustainment

The war has brought into sharp focus the im-
portance of logistics and to highlight shortfalls in
the provision of support and sustainment for an
enduring, high-intensity collective defence conflict.
The reports suggest that mass of stocks and
equipment are critical enablers to sustain a conflict
of high attrition rates and that just in time manufac-
turing is no longer conducive to meet the demands
of conflicts that require Maximum Level of Effort.

Further, the reports highlight that safe areas within
a theatre of operations are a thing of the past. So-
phisticated intelligence gathering tools, comple-
mented with information provided by human
sources—often using web applications and other
social media platforms—coupled with deep-strike
i apons, render third-line rear area lo-

against U

The JALLC’s analysis on this topic indicates that, one year into Rus-
sia’s war against Ukraine, new realities of war are emerging charac-
terized by, among other factors, extensive use of drones, false-flag
operations awash with fake news and disinformation, increasing
need to utilize specialized services provided by the private sector,
and a rethink on how to sustain masses of troops in a high-intensity

fight throughout a long-haul operation.

orts, since March 2022, the JALLC
and now monthly) on new submissionsito the NLLP relating to Russia
ATO leaders on the latest lessons emergi

In terms of proposals for training, the reports sug-
gest operational dilemmas should include the need
for dispersed logistics sites and for development of
contingency plans for disrupted logistic operations.
Scripting should include incidents of disrupted sup-
ply lines (strategic and in-theatre), damage to lo-
gistics infrastructure, and provision of supplies to
front line units in highly contested areas.

Since Russia’s invasion of Ukraine, a significant
number of Ukrainian citizens have been displaced.
There have been reported incidences of intimida-
tion tactics used by Russian soldiers, including
beating and detaining Ukrainian citizens. Vulnera-
ble groups, such as Roma people, LGBTQ individ-
uals, and the infirm, have been targeted for intimi-
dation. Local business has collapsed, civilians de-
nied access to critical services such as schools
and hospitals, and coercive levers applied to en-
courage collaboration with Russian administration.

All the above paints a picture where the social fab-
ric of a country has been ripped apart. Yet, in the
face of this, the reports emphasize the resolve of
the Ukrainian people to win the war, their resili-
ence, and the means to ensure that critical infra-
structure and services are maintained.

The reports suggest that operational dilemmas
uld focus on military support to maintenance of
ical infrastructure (dams, electricity supply, hos-
pitals, churches, etc.), protection of vulnerable
gro ( , and the need to work in unison with impar-
tial humanitarian groups. '

s produced periodic NLLP AC’Q/I re-
s war
from the war. \
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https://hcss.nl/report/lessons-from-land-warfare-one-year-of-war-in-ukraine

Support to development of Ukrainian National Lessons
Learned Portal

Left: Image Source: NATO ©. Right: the JALLC team meets with the Ukrainian National Lessons Learned Portal designers to
exchange insights and experiences on the development and use of a Lessons Learned tool and process.

Throughout the year, the JALLC has been contributing to the NATO-Ukraine Comprehensive Assistance
Package (CAP) Trust Fund with briefings on the NATO Lessons Learned Portal (NLLP) and our analysis
work to support the Ukrainian MoD in developing their National Lessons Learned Portal. An effective Na-
tional Lessons Learned Portal is key to ensuring that the Ukrainian Armed Forces can take advantage of
the valuable experience, best practices, and Lessons that are being captured in the field, and ultimately
share this valuable information with NATO to enhance the Alliance’s own Lessons Learned data. The
Ukrainian Lessons Learned Portal has been developed in the context of the real-world experience of col-
lecting observations on and from the battlefield, and its design and functionality has been influenced by the

NLLP.

In this context the JALLC and representatives of
the Ukrainian MoD including from the Ukrainian
Special Operations Forces Lessons Learned
Branch, the Centre of Information Projects, the
Centre of Scaling Technical Solutions, and the
Centre of Innovations (Aerorozvidka), as well as
from the National Defence University attended a
session with a live demonstration of the NLLP.
Participants were able to follow the demonstration
in real time, ask the NLLP team members ques-
tions, and discuss experiences and insights from
developing their National Lessons Learned Portal.

This session was followed-up with a more in-depth
session with the National Lessons Learned Portal
developers and the JALLC’s NLLP team and
JALLC analysts who have been involved in recent
analysis studies relating to Russia’s war against
Ukraine. During the session, JALLC staff were
able to offer insights and answer questions about
the NLLP and the NATO Lessons Learned Pro-
cess. In turn, the Ukrainian team were able to
share their experiences and answer questions re-
garding the comparatively rapid development of
their National Lessons Learned Portal.
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This successful and mutually beneficial session is
just an example of how the security of Ukraine is of
great importance to NATO and its member states.
The Alliance fully supports Ukraine’s inherent right
to self-defence, and its right to choose its own se-
curity arrangements. Since Russia’s full-scale inva-
sion in 2022, NATO and Allies have provided un-
precedented levels of support. In this respect, this
demonstration session is just the latest JALLC ac-
tivity in support of the Ukrainian Armed Forces this
year which has seen the JALLC publish various re-
ports on different aspects of Lessons from the war
against Ukraine, support development of the
Ukrainian Lessons Learned Portal, and deliver topi-
cal briefings.

in real-time to their Ukrainian counterparts.




dynamic
Learning

From 18 to 29 Septemher 2023, Allied
Command Transformation [(ACT), in con-
junction with Allied Maritime Command,
hosted the second edition of NATO's DY-
NAMIC MESSENGER 2023 exercise.

This remarkable event took place at Por-
tugal's Maritime Operational Experimen-
tation Centre (GEOM) in Troia, Portugal,
which is one of two Portuguese Defence
innovation centres affiliated with NATO'S
new Defence Innovation Accelerator for
the North Atlantic (DIANA).

The JALLC contributed to this exercise, with one officer providing support during the Distin-
guished Visitors' Day and an intern (Ms Viviana Angelini) working with the ACT Experimenta-
tion and Analysis (E&A) team to support HQ Supreme Allied Commander Transformation
(SACT] and gain valuahle professional development experience.

In this article we find out more about Exercise DYNAMIC MESSENGER from Viviana and abhout
her experience ohserving the exercise and what she gained from it.
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NATO's DYNAMIC MESSENGER
2023: Advancing Maritime In-
novation and Collahoration

Exercise DYNAMIC MESSENGER 2023 stands out
as the sole operational experimentation exercise
with a primary focus on Maritime Unmanned Sys-
tems (MUS). It successfully brought together mili-
tary, industry leaders, and academia to foster inno-
vation, drive capacity development, and promote
interoperability.

During this exercise, several MUS’, designed for
underwater, surface, and air operations, were used
to conduct exercises, testing and training both the
systems and the handlers.

The Distinguished Visitors' Day on 22 September,
marked the conclusion of the Portuguese-led exer-
cise Robotic Experimentation and Prototyping with
Maritime Unmanned Systems (REPMUS) and the
transition to NATO exercise DYNAMIC MESSEN-
GER 2023. Representatives from the military, in-
dustry, and academia converged to display cutting-
edge technologies, exchange best practices, and
demonstrate capabilities that will significantly influ-
ence the future of NATO operations.

While exercise DYNAMIC MESSENGER primarily
focused on the integration of MUS into maritime
operations, REPMUS emphasizes capability devel-
opment and interoperability. Both exercises under-
score the importance of collaboration between in-
dustry and academia, exemplifying the essence of
Multi-Domain Operations (MDO).

Over the course of the two-week exercise, partici-
pants conducted numerous operational experi-
ments to explore and implement the MDO concept.
These experiments yielded valuable observations,
analysis, and lessons that will inform the develop-
ment of NATO's tactics, techniques, and proce-
dures concerning the use of MUS.

ACT, as NATO’s Warfare Development Command,
and a leading agent of Alliance Innovation, played a
pivotal role in executing the exercise and contrib-
uting to the assessment of Emerging Disruptive
Technologies tested in an operational maritime con-
text. These endeavours aimed to support the Alli-
ance's capability and concept development by en-
hancing information sharing, consultation, com-
mand, and control, and the integration of MUS into
NATO Force and Command Structures.

September 2023
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“Alongside a commitment
to digital transformation,
DYNAMIC MESSENGER 2023
contrihutes to NATO's
efforts to hecome a Multi-
Domain Operations-
enahled Alliance.”

SACT: General Philippe Lavigne

A notable highlight of exercise DYNAMIC MES-
SENGER 2023 was its focus on experimenting with
Emerging Disruptive Technologies to address the
threat to critical undersea infrastructure. As previ-
ously noted at the Vilnius Summit, NATO stands
ready to support Allies in protecting critical under-
sea infrastructures on their territory. ACT's contribu-
tions in this area enhance NATO's Maritime Com-
mon Operating Picture at the tactical and operation-
al levels, by providing indications and warnings of
potential threats, as well as the ability to deploy
NATO assets to investigate and address these
threats.

A 532 mn-lif--- pr—— " —:} ‘m

2 e
-
—

:,-.

JALLC Intern, Ms Viviana Angelini got the oppor-
tunity to, not only observe the exercise, but also
work with HQ SACT’s Experimentation and Analy-
sis (E&A) team. This team is responsible for col-
lecting observations from each of the warfare areas
involved in exercise DYNAMIC MESSENGER—
e.g. underwater warfare, critical undersea infra-
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structure, naval mine warfare, amphibious assault, force protection—to identify lessons and improve the
next iteration of exercise DYNAMIC MESSENGER in 2025.

Viviana sat with the E&A team in the Maritime Operations Centre in Troia, but the overall experience of
the Exercise was much broader. In Troia, Viviana witnessed the take-off and landing of multiple un-
manned aerial vehicles as they departed and returned from sorties, supporting minesweeping, reconnais-
sance, and other experiments. She also attended multiple interviews with leadership, including with the
commander of NATO’s Standing NATO Mine Countermeasures Group 2, to collect data to inform the
E&A team’s subsequent analysis. Viviana also accompanied E&A team members on a site visit to
Sesimbra (also in Portugal), where she learned about the execution of critical infrastructure protection
and mine clearing operations by subsurface MUS, on-board two ships, the Portuguese Navy frigate, the

NRP Dom Francisco de Almeida and the Italian Navy minesweeper, the Stromboli.

The importance of tactical
level lessons for strategic
level understanding

Viviana noted: “As an intern at the JALLC, | have
been immersed in the analysis and reporting of les-
sons learned at a strategic level. But exercise DY-
NAMIC MESSENGER serves to demonstrate how
lessons are also critical at the tactical level. For
example, how well an unmanned aerial vehicle
supports an amphibious assault, not only dictates
the MUS’ requirements on a technological level
(camera bands, operating frequencies, endurance,
range, and so forth), but also dictates how that sys-
tem should be used to support the forces on the
ground. While this is obvious for conventional warf-
ighting methods, unmanned systems are only just
entering the battlefield. As a result, exercise DY-
NAMIC MESSENGER begins to fill a critical gap in
NATO'’s doctrine and force employment by placing
MUS’ into operational situations where it is un-
known if their presence will assist or jeopardize the
mission’s success. Without exercise DYNAMIC
MESSENGER’s providing the opportunity to deter-
mine whether MUS’ will succeed or fail in missions
during peace, NATO would be forced to undergo
this learning process during conflict

|It’'s been a really amazing experience getting to
see how the NATO Lessons Learned Capability
works in practice. It all starts with observations—
from the MUS operators, the warfare leads, and
even the interns—that will go on to inform higher-
level doctrine and policy and contribute to the deci-
sion-making process. The importance of Lessons
Learned in exercises cannot be underestimated.”

All of the pictures used in this article are courtesy of Allied Mar-
itime Command (MARCOM) and were taken over the course of
the exercise.
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Did You Know?

Exercise DYNAMIC MESSENGER 2023 is the
only operational experimentation exercise focused
on unmanned maritime systems and brought to-
gether military, industry, and academia to promote
innovation and drive capacity development and
interoperability.

The exercise witnessed the participation of 16 Na-
tions and one Partner nation, along with three ob-
server nations. Approximately 1100 civilian and
military personnel were involved in the exercise
ashore. In addition, around 1000 personnel partici-
pated as part of the crews on the ships.

While NATO’s Exercise DYNAMIC MESSENGER
has a focus on integrating maritime unmanned
systems into maritime operations, Exercise REP-
MUS focused on capability development and in-
teroperability. Both exercises were enabled by sig-
nificant partnerships between industry and aca-
demia, a true reflection of MDOs.

NATO stands ready to support Allies if and when
requested.” The support provided by ACT will con-
tribute to enhancing NATO’s Maritime Common
Operating Picture at the tactical and operational
levels by providing indications and warnings of
potential threats, as well as the ability to vector
NATO assets to investigate and prosecute threats,
respectively.

If you want to find out more about this or other rel-
evant NATO Exercise, you can visit the ACT web-
site’s Exercise page here.

The JALLC support to exercises is multi-faceted
and underpins all aspects of the JALLC’s Mission.
The JALLC’s exercise support team, participate in
all stages of the NATO Exercise Process. Exercis-
es are excellent venues to collect observations
and to complete surveys, questionnaires, and in-
terviews to collect the maximum amount of data
possible in order to conduct analysis of a particu-
lar topic or subject area. Find out more about the
JALLC’s support to exercises here.

September 2023

1400 personnel
16 Nations
11ships

2 Partners

## Industry

40 UAUS

15 USUs

DYNAMIC MESSENGER

2100 personnel
16 Nations

13 ships

3 Observers
1Partner

13 UAUS



https://www.act.nato.int/our-work/exercises/
https://www.jallc.nato.int/activities/support-exercises-operations
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Infact, LTC Rigo Genz was pretty much wel-
come anywhere in the world., and not just
in Kahul. With an impressive career that
spans 44 years in the German Bun-
deswehr, 27 of which where spent in NATO,
and 7 of those spent working in the JALLC's
Advisory and Training Team (the JATT), LTC
Rigo Genz is retiring after his final Tour of
Duty here at the JALLC.

After seven years of traveling the glohe,
conducting Lessons Learned Outreach

and Training activities for the JALLC and
for NATO, LTC Genz has seen a lot of the
world and a lot of budding Lessons
Learned staff officers.

His outstanding performance has meant
that hundreds (if not thousands) of offic-
ers from Allied and Partner Nations now
have a comprehensive understanding of
what the NATO Lessons Learned Capahility
is and how it makes NATO a truly learning
organization.

Inthis article, we dive back to when LTC
Genz joined the JALLC as he shares his
‘Memoirs of a JATT Member’ with us.

All that's left to say from us is: Thanks Ri-
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When | arrived at the JALLC in July 2016, the job description of my post was that of a military analyst in sup-
port of the JALLC Analysis Projects. However, in 2018, the JALLC underwent a major restructuring as a result
of the drive to optimize the NATO Lessons Learned Capability, enhance the JALLC’s Lessons Learned activi-
ties, and to create more scope for the JALLC to adjust to NATO’s needs.

As part of this re-imagining of NATO’s Lessons Learned, Training was added to the NATO Lessons Learned
Capability as a new pillar (see next page for a description of the NATO Lessons Learned Capability. Although
the JALLC had always provided both analysis and Lessons Learned training in the past, the 2018 reorganiza-
tion meant that Training would now become part of the JALLC’s Outreach activities with the aim to engage
with all NCS commands at least once every two years to assess their implementation of the NATO Lessons
Learned Capability, and to provide Lessons Learned training to staff. In addition, the JALLC was to engage
with Nations and Partners in order to train staff and share experiences and expertise on Lessons Learned
which would result in an impressive programme for Outreach and Engagement. These engagements required
a dedicated team of specialists within the JALLC to be stood up that could provide on-site assessments and
training. This was the JALLC Advisory and Training Team or JATT as it is more commonly referred to, and this
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Left page picture: LTC Genz arrives at Kabul for a JATT engagement providing LL Training to Resolute Support Mission (RSM) staff in
Afghanistan. This page: LTC Genz (Middle) hitches a ride with his colleagues LTC Paulo Dias (left) and LTC Sinisa Cular (right).
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The JALLC Advisory and Training Team, or JATT as it
is more comminly referred to, was originally established
in 2010 to assist member and Partner Nations as well
as NATO commands and agencies, to establish and
enhance their Lessons capabilities. The JATT advised
on

Lessons related processes, including NATO’s own Les-
sons Learned Process, Lessons related organization,
and supporting tools. The JATT mostly worked through
assisting structured NATO training and also by sending
out Mobile Training Teams and conducting various
mentoring activities, but also acted as a hub for the
NATO Lessons Learned Community. The original team
comprised of two members, but the demand for the
team’s support quickly became so great that the team
was expanded to include a third member. The JATT
members were civilian and military JALLC personnel
from different backgrounds and nationalities ensuring
the broadest possible scope and reach of the team as
well as a broad experience base.

However, in 2015, due to a reshuffle in resources, the
JATT was stood down and staff reallocated to new
posts. Its re-establishment in 2018 saw a dedicated
pool of JALLC Lessons Learned training officers once
again travelling all over the NATO globe and beyond to
spread the word about Lessons Learned.

The NATO Lessons Learned Capability

NATO defines its Lessons
Learned Capability as fol-
lows: "A Lessons Learned
Capability provides a com-
mander with the structure,
process and tools neces-
sary to capture, analyse and

?
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take remedial action on any
issue and to communicate

P

and share results to achieve
improvement."

The purpose of the NATO Lessons Learned Capability
is to learn efficiently from experience and to provide
validated justifications for amending the existing way of
doing things in order to improve performance for
(subsequent) operations. As such the NATO Lessons
Learned Capability comprises several important ele-
ments: leadership, mindset, structure, process, tools,
training, and information sharing.

Once | learned, at the Lessons Learned
Staff Officer Course (LLSOC), what Lessons
Learned actually means in NATO, it caught
my interest. Although by that time | had al-
ready worked for various NATO HQs for 20
years, | never really knew how a Lesson
Learned develops from an Observation to a
Lesson Identified, into an actual implement-
ed change and finally into a validated Lesson
Learned.

Now, with my years of experience, not only
in Lessons Learned, but in particular as a
trainer of the concept of Lessons Learned, |
fully understand just how important Lessons
Learned training is to really enable an HQ to
build is capability and become a Learning
Organization.

In this respect, there is another factor that
goes hand in hand with training which is of
equal—if not more—importance, and that is
peoples mindset on this subject which trans-
lates to their attitude and willingness to en-
gage in the NATO Lessons Learned Pro-
cess.

In particular, over the years, | have noticed
how critical Leadership engagement is.
When Leadership, the foundation of the Les-
sons Learned Capability (see left), is not ac-
tively engaged in the Lessons Learned pro-
cess, it becomes very difficult to expect the
rest of the staff to be engaged, and moreo-
ver, to expect real, impactful change to
come out of the NATO Lessons Learned
Process.

For a Lessons Learned process to be suc-
cessful and impactful, it requires careful
monitoring of each stage and phase. Feed-
back on the process needs to be given to
Leadership, who in turn needs to assign re-
sources, time, and manpower, to ensure the
outcome of the process is efficient and ef-
fective. As such, the Lessons Learned Pro-
cess is an investment, but the returns on
that investment can be high where Leader-
ship engages fully in the process, allowing
(and encouraging) staff to participate, ulti-
mately advocating change where and when
it is required.
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As such, the responsibility for Lessons Learned really lies with Leadership. However, with routinely rotat-
ing Leadership, from Commanders to Division- or Branch Heads, we must make sure that there is high
quality, effective, and efficient Key Leader Training available, to ensure that Leadership is aware of the
importance of the NATO LL Process for their own organization as well as NATO-wide. This, in turn, en-

sures that Lessons Learned is given the importance it
requires among Lessons Learned staff. Only by ensur-
ing this top-down approach to Lessons Learned aware-
ness and training, can we begin to guarantee the NATO
Lessons Learned Capability is able to function properly
for the Alliance.

Throughout the years of my military career, | was fasci-
nated by the art and science of teaching. Military equip-
ment training is often developed over decades, as train-
ers strive to improve how they can train soldiers and
civilians more efficiently and effectively; requiring the
minimum time, but ensuring the highest professional
performance possible from the students.

The psychomotor learning approach (Psychomotor
learning is the relationship between cognitive functions
and physical movement), whereby an action is trained
repeatedly to make it a behaviour, is the most common
approach to military training. This is mostly because
cognitive and intellectual performances within a pro-
cess, system thinking, and mental models are a bit
more difficult to influence, especially in a short period of
time (such as is the case in Lessons Learned training)
and when the task being trained is something complete-
ly new to the student.

The NATO environment is especially challenging from a
training perspective due to the constant rotation of staff, |
the varying levels of experience coming into the training
(some have had national Lessons Learned experience,
some have never even heard of Lessons Learned), the
varying levels of language competency (almost every-
one is communicating in their second, or even third, lan-
guage), and the limited time available to provide the :
training. Nevertheless, this training is critical for both
Leadership and Lessons Learned staff to be able to From top to bottom: Training at NATO Rapid Deployable
make the NATO Lessons Learned Capability function gf‘fgrgz (NRDC) g’ﬁsgcg ﬁgﬁggri?/\v/%é%’%i?f’ﬁ(?’rc’eﬁ‘TT
properly throughout NATO, and this is a huge responsi-  gagement in Australia in 2018.

bility for the JATT and the JALLC.
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From left to right: JATT engagement at NRDC-Turkey in 2020; the signpost at Kabul, Afghanistan. JATT engagement with the Istanbul
Cooperation Initiative (ICI) Centre in Kuwait in 2019.

September 2023 64




As Confucius said: .'
“1hear and | forget.
Isee and |l rememhbher. =
| do and 1 understand.”
|
.

This is as true today as it was in '

. o
4
500 B'C'E' when Confucius taught Confucius (557—479 B.C.E.). Better known in China as “Master
us this concept. . ’

*(Chinese: Kongzi), Confucius was a fifth-century BCE Chinese thinker
Lessons Learned training is there- A ose influence upon_Eas.'tAsian intellgctual and social .history is immefasura-
. ble. Best known for his wise words which are captured in the Analects in
fore based on this concept of learn- 'whici’1 Confucius claimed he was merely transmitting the he Dao (Way) of the
ing by doing and not just by listen- i sages of Zhou antiquity.
ing to lectures and staring at a pow-
er point presentation. The Training
provided by the JATT is intended to
be active training; a balance of in-
teractive lectures, where the group
is encouraged to ask questions and
discuss the topics, and group work
whereby teams of students are
asked to get their hands dirty and
really “do” Lessons Learned.

Of course, there is a time and a
place for pure informational or pas-
sive training, but we have learned
over the years that we do not need
to “waste” human resources on that
type of training which can be provid-
ed online, as e-learning modules, or
through hand-outs and read-ahead
packages. Much like any military
operation, we only put soldiers on
the front line where they will have
the most impact, and in terms of the
Lessons Learned front line, that is in
the classroom delivering (inter)
active training.

The results of this approach to ap-
plying the art and science of teach-
ing to Lessons Learned training
speak for themselves: consistently
good feedback from the students
and a small army of Lessons
Learned leaders and staff officers
that have been trained over the dec-
ades.
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But there is another aspect to Lessons Learned that
is almost a consequence of the Lessons Learned
training, and that is that through each individual’s
act of doing Lessons Learned—i.e. submitting our
observations to the NATO Lessons Learned Por-
tal—, NATO becomes a learning organization. In
this respect, we can draw upon the musings of an-
other great philosopher and teacher: Aristotle. As
this great teacher is supposed to have said: “The
whole is greater that the sum of its parts”. The im-
pact of how NATO learns as an organization is far
greater than we as individuals can imagine when
we record that observation in the NATO Lessons
Learned Portal.

As such, NATO’s ability to learn from exercises,
missions, and in real operations is dependent on its
Leadership and Staff understanding the importance
of capturing the potentially valuable individual ob-
servations that could become Lessons Learned for
the Alliance. In essence, the Lessons from past
events shape the future of the Alliance, but only if
we take responsibility for capturing them and put-
ting them to work through the NATO Lessons
Learned Process.

This means that relatively simple NATO doctrine
such as Lessons Learned Standard Operating Pro-
cedures (SOP)—that set out how each NATO entity
should capture its own observations and feed them
into the wider NATO Lessons Learned Process—
are actually vital to the success of NATO as a learn-
ing organization. For example, if an HQ’s Lessons
Learned SOP is not effective, or is not being fol-
lowed by staff, this could mean that valuable les-
sons for NATO are being lost.

The importance of ensuring that the NATO Lessons
Learned Capability runs true throughout the NATO
Command Structure (NCS), was recognized by the
two NATO strategic commands when they assigned
the JATT its second core task: assessing and advis-
ing on the implementation of the NATO Lessons
Capability across the NATO Command Structure.

The JATT is tasked with carrying out assessments
and providing advice to NCS Entities once every
two years to monitor and ensure that the NATO
Lessons Learned Capability is being implemented
as effectively as possible. These assessments and
advice sessions are often combined with Lessons
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A rare picture of LTC Genz in civilian clothing, teaching in
Australia back in 2018. The JATT provides its services to
NATO Partner Nations as well as to NATO entities and NATO
Nations. This means JATT members are often “Frequent Fly-
ers,” travelling the globe to provide Lessons Learned support.

Learning by doing. During the JATT training, participants don’t
just sit in their chairs and listen to lectures. Group work forms
a key part of Lessons Learned training under the concept of
Learning by Doing. Picture from the JATT engagement to
Qatar in 2019.

Learned training, which has the double effect of
being time efficient, but also allowing the JATT
members to provide training on any advice given
regarding improving the implementation of the
NATO Lessons Learned Capability.

Again, the success speaks for itself. The Annual
NATO Lessons Learned Capability Assessment
report consistently shows that progress is being
made across the NCS in terms of implementing the
NATO Lessons Learned Capability, something | am
proud to have contributed to in my own way.

It seems that learning a lesson is never easy;
whether you are a child learning to ride a bike, or
an international organization trying to improve a
key process. It comes down to accepting that fail-
ure is only a negative thing when we fail to learn
from it. As long as NATO is learning lessons, it will
remain the most successful Alliance the world has
seen, and | was part of that Alliance for a long part
of my career, something | will cherish now and into
my retirement.
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On 07 June 2023, Allied Command Transformation (ACT) cele-
brated its 20th anniversary. Norfolk, VA is NATO’s home in
North America, where ACT leads transformation and moderni-
zation for NATO to understand better, decide faster, and be
stronger together. The JALLC, is one of Allied Command Trans-
formation’s subordinate commands together with the Joint

Warfare Centre in Norway, and the Joint Force Training Centre
in Poland. in the US, Norway, and Poland. In true Transatlantic
Bond style, we celebrated ACT’s Birthday together.
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On 07 June 2023, the JALLC celebrated ACT's 20th Anniversary
with a special Birthday Cake and a toast to the next 20 years.

The JALLC forms part of ACT together with HQ Supreme Allied
Commander Transformation (SACT), in the USA, and with our
two sister HQs: The Joint Warfare Centre, in Norway, and

the Joint Force Training Centre, in Poland. ACT is one of NATO’s
two strategic commands and its mission is to contribute to pre-
serving the peace, security, and territorial integrity of Alliance
member states by leading the warfare development of military
structures, forces, capabilities, and doctrines. From its inception
in 2003, ACT has demonstrated the importance placed by NATO
Nations on the roles of transformation and development as con-
tinuous and essential drivers for change that will ensure the rele-
vance of the Alliance in a rapidly evolving and complex global
security environment.

For 20 years, ACT has improved military effectiveness and in-
teroperability throughout the Alliance, anticipating security needs,
designing capabilities, and educating talents to maintain and re-
fine NATO’s edge. Highlights include the NATO Defence Plan-
ning Process and the NATO Warfighting Capstone Concept, all of
which are part of ACT’s deliverables to the Alliance.

The JALLC is proud to have been part of ACT since its inception.
Our contribution to the ACT mission through our key activities
which help drive NATO’s transformation and warfare develop-
ment and supports ACT-wide activities.

The JALLC’s Commander attended the birthday celebrations at
HQ SACT in the US which commemorated the 20 years of
ACT. “June 2023 will mark 20 years for Allied Command Trans-
formation as NATO’s home in North America. For 20 years, we
have been NATO'’s military leader for change,” said the current
SACT, General Philippe Lavigne. Over the last 20 years, ACT
has led NATO’s transformation, leading strategic warfare devel-
opment of the Alliance’s military structures, forces, capabilities,
and doctrines. The world continues facing emerging threats and
changing security environments; ACT works to ensure that the
Alliance can defend the security and interest of its member na-
tions.

The history of ACT dates back to 1952, originally formed as the
Allied Command Atlantic. Following the 9/11 terrorist attacks
against the United States, NATO leaders realized the need for a
new command structure that serves as the architecture of the Al-
liance, focusing on forward-looking change, future capabilities,
and interoperability. In 2003, ACT was formed, taking its role as
NATO’s Strategic Warfare Development Command. “Allied Com-
mand Transformation remains resolutely focused on improving
the Alliance’s Military Instrument of Power, while continuing to
scan ahead. Anticipating new security needs, designing the capa-
bilities, and educating the talents that NATO will need to keep its
edge,” shared General Lavigne.
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From top to bottom: Unveiling the ACT Insignia in
2003. SACT, General Philippe Lavigne, addresses
his guests at ACT’s 20th Anniversary. The JALLC
enjoyed a slice of birthday cake to celebrate. JALLC
staff look on as the JALLC's Chief of Staff addresses
them on the occasion of ACT’s 20th anniversary.

70




The JALLG

Analyse | Learn | Improve

The views and opinions expressed in this magazine are those of the authors and do not necessarily rep-
resent the official position or policy of the JALLC, NATO, or National governments.

Distributed free of charge for informational purposes; copies can be obtained on request, subject to
availability, from the JALLC. The sale and reproduction of this magazine for commercial purposes is pro-
hibited. Extracts may be used for bona fide educational and informational purposes, subject to attribution
to the JALLC.

Chief Editor:
Jodie Lazell, JALLC Editor

Assistant Editor:
Ana Sariava






Joint Analysis and Lessons Learned Centre
Avenida Tenente Martins

1500-589 Lisboa, Portugal
Email: jallc@jallc.nato.int
Telephone: +351 21 771 7099
www.jallc.nato.int

Joint Analysis and
Lessons Learned Centre |

Lisboa - Portugal



mailto:jallc@jallc.nato.int

