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NLLC22

20 years of learning

Just a quick word from me to say what a pleasure it has
been to work on this edition of the NATO

Lessons Learned Conference (NLLC) which was held in a
hybrid (virtual-live) format for the first time in its history.

This event was an opportunity to look back to face forward.
Something we at the JALLC are used to doing; after all,
analysis and Lessons Learned is all about looking at past
events to understand what worked well and what could be
better. This process leads to change, and change leads to
progress. | think it's safe to say that, over the past 20 years,
the JALLC has contributed to the progress of the Alliance,
and that’s no small thing for an HQ of just 50 staff.

This year’s edition was quite representative of the concept
of marrying the past with the future; the hybrid nature of the
event allowed us to host the NLLC as we have always done
in the past: live with speakers on stage and an audience
present. But this year, like last year, we had our online
presence as well, contributing to the discussions and
content. And | think that this is the future for many events
like the NLLC. We've learned lessons, we have found better
ways of “doing things.” And this is what it is all about for us
at the JALLC.

This magazine is not intended to report on the event. It is
intended to give those who attended the NLLC22 a reminder
of what we achieved and for those that could not attend, a
flavour of what was shared, discussed, agreed, and
disagreed on.

A final thanks to everyone involved as well as the backstage
crew. This event does not work without the support of a lot
of people; you know who you are.

See you all at the next NLLC,

odre Lazell
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The JALLC notes that, certain speakers that addressed the NLLC22 audience in May, have left their post since the
date of the NLLC22. In this magazine, we refer to them in the context of the post they filled at the time of the NLLC22.
Please consult the relevant NATO bodies’ organizational structure for the most up to date information regarding who is
currently filling a post.



Welcome to the NLLG22 Magazine

Colonel Manuel Rosa
- Chief of Staff JALLC & Head of Communications Working Group

I'd like to welcome you all to this magazine covering the NATO Lessons Learned
Conference (NLLC) 22 which took place from 04 to 05 May. Building on the suc-
cess and lessons learned from the NLLC 21, this year we brought you the event in
a hybrid format, presenting the conference live from the studio in Lisbon, with key
speakers and presenters on stage (in person or in hologram) and the

audience logging in to the virtual event from all over the world. This hybrid way of
working is very representative of how we have learned during the COVID-19
pandemic and changed the way we work; perhaps forever.

One thing that struck me during this years conference is how this Alliance is a
coming together of Nations, forces, people, and different perspectives and opin-
ions. And it is perhaps this combination of desire to come together with the open-mindedness of those
who work within the organization allowing us to receive new ideas and explore new possibilities.

This desire has also allowed NATO to achieve its objectives. From the JALLC’s perspective, this means
20 years of learning for and with the Alliance: something to be proud of.

The effective implementation of the NATO Lessons Learned Roadmap (2021-2025) provides a unique

opportunity to increase our level of ambition and implement a comprehensive approach to Lessons

Learned across NATO in coherence with Nations and Partners, and in this respect asked us to: “Think

big, act small and fast.” And the NLLC 22 is perhaps a good example of that concept. We think big in

terms of the conference theme, we act small in the sense that we utilize the very specific NATO Lessons
1 Learned (LL) Community over a short period of time to get results: and we got results.

The four panels that took place over the course of the NLLC22 6

addressed topics intended to cover the broader conference themes n FIaShhack
which are presented in this magazine on pages 14 to 21. | hope they

provide a useful summary of what was discussed as well as some -I t
highlights from the Key Takeaways of each panel. 0 wo

The rest of the magazine is dedicated to providing an overview of the decades 0'

various presentations, discussions, and general NLLC22 activity as well
as some interesting statistics that give an insight into the importance I i -I
and success of the event. ﬂarnlng 0

Th_e fiqdings_derived from the l_\l_LLCZ2 are presented in a JALLC Report gain i“Signts

which is available on the classified version of the NATO LL Portal.

We hope you enjoy the magazine, and we look forward to seeing you at ior the “ext

the next NATO Lessons Learned Conference.

Chief of Staff JALLC ﬁ\'ﬂ VEaI'S"
Cotonel Manuel Kosa
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The JALLC is celebrating its 20th Anniversary this
year, and within its first year of existence, the first
NLLC was held. Back then it was a much more
simple affair, more of a working group than a con-
ference. But over the years, it has developed to
what it is today: NATO’s key event on the Lessons
Learned calendar. But the conference doesn’t
happen on its own: it takes a dedicated team of
people from the Lessons Learned Management
Division Head acting as Conference Director, to the
staff assistant in the JALLC’s Support Branch to
keep all the wheels on the wagon and it rolling for-
ward towards the conference date.

The NLLC team is usually made up of a few experi-
enced “core members” who have already orga-
nized multiple events, as well as new(er) members
of the JALLC staff who are perhaps seeing the
NLLC for the first time. It’s this mix of experience
and fresh perspectives that keep the event on its
toes: always looking for better ways to do things,
better content, and better delivery.

This year was an extra challenge for the NLLC22
Team because it was the first time running the
event in a hybrid format. After last year’s success-
ful virtual event (a consequence of the COVID-19
pandemic), it was decided to keep the online ele-

\mu:zz hut the core team is made
e tience in organizing these types of
ysponsihility, Stefan Olaru, ahout
ned event.

ment of the event and combine it with the tradi-
tional full presence format. The result was a
resounding success and one that will likely be
repeated in the future.

Perhaps one of the trickiest elements of running
the hybrid format was making sure it ran to time.
When there is just a live audience listening to live
speakers, it doesn't matter too much if things “run a
little late,” as everyone is running on the same time
-zone and the event doesn’t “switch off” when the
time runs out. But when you have a virtual audi-
ence watching with the time limited in online ses-
sions, you really have to work hard to keep every-
one to schedule. Nevertheless, the event was
another success, and we’re looking forward to the

next one.
§ Kefa/( Olara
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Deputy Supreme Allied Commander
Transformation

Deputy Supreme Allied Commander
Transformation (DSACT), General Paolo
Ruggiero addressed the NLLC22 audience
as a hologram. Speaking to the live and
online audience, he noted that the
Conference is an opportunity for the JALLC
to help the entire Alliance building a rohust
and successful Lessons Learned process.

Inthis article, we take a brief look at some
of the key points from the General's opening
remarks.

From the hologram cabin on the NLLC22 Studio
stage, General Ruggiero encouraged the NATO
Lessons Learned Community to consider how it
can contribute to the process of implementing the
NATO Lessons Learned Capability Improvement
Roadmap 2021-2025, which will enhance NATO’s
Lessons Learned management, analysis, and
exploitation. The General further noted that learn-
ing from the past will give us the means to bridge
this Roadmap with Allied Command Transfor-
mation’s (ACT) Warfare Development Agenda,
underlining the high expectations ACT leadership
had of the Conference as the event to discuss,
analyse, and synthesize concepts of key relevance
to the wider Lessons Learned Community. General
Ruggiero invited participants to debate how we
collectively face this environment and the what the
way ahead for the NATO Lessons Learned
Community is.

The General went on to give the audience some

questions to consider during the event, covering General Ruggiero visited the JALLC in 2021 in order to be
aspects of Lessons Learned such as the scope, the briefed on the responsiveness and reliability of the NATO

responsiveness, the need for strategic level les- Lessons Learned Capability, and how flexibility and inno-

sons, and our ablhty to reach out, par‘ncularly |n vation in this field are Improvmg the Alliance’s ablllty to

meet Lessons Learned requirements at the speed of rele-
vance.

light of the, as he put it himself: “...long-planned,
brutal and unprovoked invasion of Ukraine.” This
situation requires all NATO entities to think how to
best

identify and implement the lessons of what is
happening now.



. N e b o 2 ; . i oy <3
Click on the image to connect to Supreme Allied Commander Transformation’s (SACT) video message, setting out his vision of
NATO'’s adaptation for the foreseeable future. The two pivotal priorities to achieve this vision are the "Digital Transformation” al-
lowing the Alliance to fully take advantage of its data and involving the establishment of capabilities and services designed to se-
curely maximize its potential; as well as the timely delivery of new, critical capabilities or improving the agility of NATO's
processes.

General Ruggiero then elaborated on some of the technological issues of the NATO Lessons Learned
Process that are being addressed by ACT. Specifically, the need to accelerate change and how to speed
up the adaptation of NATO’s Lessons Learned ecosystem to the digital age were mentioned in this regard.
This operationally-informed and data-driven Digital Transformation is one of the major outcomes of the
Warfare Development Agenda and will enable quicker and more efficient data sharing across NATO and
non-NATO entities.

DSACT finished his address by encouraging the audience to

bring and discuss their ideas, and make use of the excellent “ Tn meell anv

opportunity to take an active role in shaping improvements to

NATQ’s Lessons Learned Capability, noting that the vitality of cna“enge tne 'i'Sl
’

the network will be the key for success in this domain. The
exploitation of findings from our Lessons Learned programme i
must improve the Alliance's ability to better understand the SIen Is alwavs to

;::Sr:)%r:ds,?oc:ﬁ;ydg?]vérr?snen;ent, improving our ability to deter and “nderStand. »
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Deputy Supreme Allied Commander Transformation, General Paolo Ruggiero, beamed onto the stage of the NLLC22 via
hologram, inviting the NATO Lessons Learned Community to look forward, lean forward, think forward.


https://youtu.be/9BSC60ZAYUc
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A Strategic
Perspective on the
Importance of Lessons
Learned:

M
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General (Rtd.) Curtis Scaparrotti
Speaking as Former SACEUR

Drawing on his long career in the US Army and his tenure as Supreme Allied
Commander Europe (SAGEUR), General (Rtd.) Curtis Scaparrotti addressed the
NLLC22 audience on the last day of the Conference. Speaking to the audience
9 via video link, the former SACEUR highlighted issues in the

sharing and implementing of Lessons Learned he has observed during his
tenure in NATO and proposed some potential alternatives hased on his own

General Scaparrotti spoke from his own extensive expe-
rience as a senior NATO decision-maker, observing first,
in his very candid style, that the turnover of high ranking
military personnel in NATO is often too frequent, making
it difficult for senior leadership to build on learned experi-
ences. This makes the NATO Lessons Learned Process
an essential tool to ensure continuity and to guarantee
that identified good practices are learned and implement-
ed regardless of personnel rotation.

General Scaparrotti further noted that NATO Leaders
often lack the necessary rigour and absolute candour
needed when approaching the NATO Lessons Learned
Process, noting that he himself had to put his hand up
and claim responsibility for this approach to Lessons
Learned in the past as well. Citing his past experience as
Commander of the Joint Command of the International
Security Assistance Force in Afghanistan, the General
pointed out that leaders often dislike admitting some of
their decisions either failed or proved less than optimal.

However, in order for NATO to improve, we need to learn
from these mistakes and be more transparent when
sharing them with senior leadership and Allied Nations.

Source:'NATO ~:Websit;; : |

General Scaparrotti has long been a proponent for a
360° Defence Posture across SACEUR’s Area Of
Responsibility, a concept that was carefully considered
at the recent Madrid Summit.

NATO’s Eastern Flank:
STRONGER DEFENCE AND DETERRENCE




General Scaparrotti continued to highlight the im-
portance of NATO leadership being honest about
learning Lessons from failures as well as successes,
noting the importance of NATO Exercises, such as
TRIDENT JUNCTURE 2018 as a “safe space” to ex-
periment, train, and exercise. NATO Exercises are a
critical venue to capture experiences that can be
turned into Lessons and Best Practices for NATO.

Answering questions from the NLLC22 audience, the
General explained to the audience that, in terms of
Lessons Learned just being some administrative task
that needs to be done at the end of the day, NATO
and national leaders should remember that subordi-
nates often see things that the superiors will never
see and are often more accurate in identifying issues
and potential solutions. As such Senior Leadership is
not only responsible for the implementation of Obser-
vations and Lessons and the general running of the
NATO Lessons Learned Process, but also, crucially,
for fostering an environment conductive to sharing
observations and critiques from all relevant person-
nel.

In follow up questions relating to “hearing” subordi-
nates who are perhaps closer to the issues being ob-
served, the General detailed how he personally tried
to ensure junior staff would feel comfortable and mo-
tivated in bringing issues to his attention, so as to im-
plement potential fixes. A leader, the General ex-
plained, must promote the right mind-set among his
staff, if he wishes any Lessons Learned Process to
be successful. Specifically, he observed that the
more senior a leader is, the better his listening skills
must be. Group-think, and general human nature to
want to rely on more experienced and senior leader-
ship, leads to recurring mistakes, he said, which is
why he consistently encouraged subordinates to
speak up and take part in the decision-making pro-
cess.

Defence cooperation between NATO and Ukraine, a

crucial member of NATO’s Partnership for Peace pro-
gramme, has seen significant development ever since the 6
unprovoked Russian invasion on 24 February 2022. To

learn more, read the article from the NATO website.

“Lessons Learned
must be a routine
thing that we do
routinely.”

JALLC Studio

General (Rtd.) Curtis Scaparrotti addressed the NLLC22 audience via video link, delivering a presentation and responding to a
few questions candidly from both the online and live NLLC22 audience.


https://www.nato.int/cps/en/natohq/topics_37750.htm
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2003 Columbia Space Shuttie Launch

Intervening at the NLLC22, Professor Roherto gave a hrief presentation on how
leaders in different sectors take high-stakes risky decisions. Using the exam-
ple of the 2003 Columbia Space Shuttle incident, Professor Roherto chal-
lenged the audience to think about how they take difficult decisions.

7 Inthis article we present some of the key thoughts from Prof. Roberto’s presen-
tation and take a closer look at five techniques that he identifies that can help
anyone /make the right call.

Shutts ncident, rol. Roberto noted nat NAS became | ““JJ

comfortable witr’1 an écceptable level of risk relating to pieces e nee[l to make
Flowever i the 3503 incigent. o urior enameer novesa et | 1 S@TE TOF people to
vel of rsk was igher: sven upacceptatie. Hoknawnat | TAIK @lIOUR It and

ihe shutle In 3pace, which would alow damage sssess. | @TICONIFAge them 1o

ment, but he did not have the authority to request the

assis:tance; he needed senior leadership for that. Despite cnme '0rward_”

asking NASA through its chain of command, his request was
denied; NASA did not request assistance from the US
Military. The engineer was frustrated and wanted to send a

04052022 Dr Michael Roberto
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JALLC Studio Dr. Michael Roberto



Five Techniques to
make the right call

Asking one or more team members to
constructively critique the idea.

Separate into sub-groups. Come up with and
critique each others alternative plans to arrive
at multiple refined options.

Anticipate the After Action Review. What does it
look like? What went wrong and right?

The Near Miss or Good Catch

Learning from things that almost went wrong or
hetter; learning from how we prevented it from
going wrong.

Working Backwards

When about to make a decision, anticipate what
the press release listing potential henefits
achieved through this decision is going to look
like a few months down the line.

confrontational email, but his colleagues warned
against it by saying that it would be bad for his ca-
reer. Later in a meeting, he had an opportunity to
interject about the foam strike, but he said he didn’t
do it because he felt it was not his place to do so
as such a junior member of the team. As a conse-
quence, it was decided that the incident was not a
risk to the flight, and six days later the shuttle was
destroyed as it tried to re-enter the Earth’s atmo-
sphere due to a hole caused by the foam strike.

In analysing NASA’s arguably flawed decisions,
Prof. Roberto notes that they chose to downplay
what was acknowledged as an ambiguous risk un-
der the circumstances. This, he noted, is a very
natural human and organizational tendency to
downplay ambiguous risks and threats. When we
have a clear and present risk or threat, we are very
good at rallying and taking timely decisions. But
where that risk is neither clear, nor present, we
tend to not want to face the potential reality the risk
or threat poses

The Cuban Missile Crisis: US President Kennedy
and advisors confer after EXCOMM Meeting of 29
October, 1962. L-R: Special Assistant McGeorge
Bundy, President Kennedy, Assistant Secretary of
Defense Paul Nitze, Chairman of the Joint Chiefs of
Staff General Maxwell Taylor, Secretary of Defense
Robert McNamara. White House, West Wing
Colonnade.

Decades later, Robert McNamara mentioned in a
conversation with Prof. Roberto that they used some
of these five techniques described to prepare their
advice for the President.

How can we do better? Prof. Roberto asks the au-
dience. He then presents five techniques (see
above) that can help tackle taking high-stakes risky
decisions. These techniques allow us to gather as
much information about the potential risk/threat as
possible so that which makes it less ambiguous
and more clear. This, in return, can help us to take
an informed decision and, ultimately (and hopeful-
ly), make the right call.
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Noting that it's much harder for an organization to
learn than for a human to learn, Ms. Eaton
explained that when she first joined NATO, she
was struck at how the organization struggled with
knowledge retention, one of the main causes of
which, is the fact that the military staff rotate in and
out of posts (usually) within three years. This
implies that, assuming it takes someone at least a
year or two to become an expert in their field, by
the time they have acquired the knowledge and
experience required to do the job, it's time to leave.
As such, she noted, this makes it even more
important to ensure that the organization learns,
and not just its staff.

Turning to how the NATO Lessons Learned Capa-
bility has developed over the years (“...in 2003,
there was darkness...”), Ms Eaton set out the vari-
ous Directives, Plans, and Roadmaps that have
ensured the continuous improvement of the capa-
bility, up to the present day NATO LL Capability
Improvement Roadmap (2021-2025).

Then, noting the JALLC’s contributions to Lessons
Learned over the years, such as training courses
and the NATO Lessons Learned Portal and how
those have evolved to meet user needs and make
Lessons Learned more accessible and usable, she
acknowledged that there is still work to do to im-
prove the Alliance’s understanding of Lessons
Learned.

Ms. Eaton asked the question: but what does this
all mean for NATO; are we learning lessons?
Although NATO has come a long way, and we do
have standardized processes, tools, and proce-
dures in place, we still have to improve how we ac-
tually reuse lessons. Currently NATO does a good
job of collecting lessons, but we still have a habit of
“setting them to one side” and not doing anything
with them. As the previous JALLC PORA would
call them “Lessons Admired.”

The JALLC has produced over 200 reports over
the past 20 years, covering a wide range of NATO
Operations, Exercises, and other activities. These
JALLC reports not only capture potential lessons
and best practices, but place them in a context,
which is critical to understanding they can be re-
used in the future. Moreover, they are often the on-
ly comprehensive record NATO has of the experi-
ences from these activities.

TOUIDtive
Ptive CapaciN-

ili Dy
1ty to recognize the valye of new infor

-
Y
milate it, and apply it to commercial ends '

Ms. Eaton talking about NATO Lessons Learned Capability.

And despite real change being made on the basis
of JALLC recommendations, it remains a painful
fact that, a recent internal study found that in the
last five years, only around one in three of JALLC
analysis recommendations have been endorsed,
7% were not endorsed, and 10% partially
endorsed. A whopping 50% have received no
feedback at all from the Strategic Commands or
analysis customer.

Finally, Ms. Eaton offered some of her own ideas
about how NATO can not just do things better, but
understand when we need to do things differently,
which is where innovation and transformation
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NATO has done much to ensure that its NATO
Lessons Learned (LL) Capability continues to
evolve and develop to meet the needs of the
Alliance. From the very first LL Roadmap in 2009,
followed by the NATO LL Optimization Action
Plan (2017), which heralded the recent overhaul
of NATO LL Portal, to the latest guidance on the
improvement of the capability on the NATO LL
Capability Improvement Roadmap (2021-2025)
(the Roadmap). Colonel Chessari, the LL Branch
Head at HQ SACT, briefed the audience on the

ongoing and future efforts relating to the
Roadmap.
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Colonel Chessari listed the Four Lines of Effort
set out in the Roadmap which are as follows:
NATO LL Governance, LL Management and Bat-

tle Rhythm of the two Strategic Commands, Les- “we are talking ahout

sons Collection and Exploitation, and LL Capabil-

ty Innovation innovation in the NATO

Noting the high level of ambiti f the Road ,

wﬁig;]gis i?wtelr?dec? \’:g doriveclan:h:al?mnporoveeme?\?l oTt?]ré lessnns learneu

NATO LL Capabilit th t , th

Colonel wer?cpc?n Itrluse/ ﬁéer:ligrigg);wgi?rtie n?ew Process: wnat

fi in the Road , Which include initiat- M i

ing & reviow of the NATO L Policy, remforang || 1ITNTIOV@LIVE toolS and

I llection fi ti d ises, = H

and improving Joint Analysis and L Acive Con- | IHIGAS CAN IMprove the

tent Management. = ”
process itself.

Despite having to cope with the consequences of
the COVID-19 pandemic, the Roadmap has still
managed to deliver during its first year. Colonel
Chessari highlighted a number of areas that were
addressed under the Roadmap during 2021, in-
cluding improving leadership engagement and
developing LL Innovation activities.

Looking ahead to this year and beyond, the
Colonel set out some of the objectives that he
wants the LL community to reflect on, which in-
clude strengthening LL coordination with NATO
HQ and developing a new NATO LL Standard.

However, he noted that we need to A .
remain open minded and ready to adjust our ob- : g Ei
jectives and plans to ensure the optimal improve- ] : et |
ment of the NATO LL Capabi”tY- General Chessari presenting the NATO LL Improvement Roadmap

2021-2025.
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The first Panel of the NLLC22 focused on how Lessons Learned (LL) can support the Warfare
Development Agenda. NATO faces persistent competition from multiple actors across mul-
tiple domains. The Alliance’s Warfare Development Agenda is a planning tool to imple-
ment the NATO Warfighting Capstone Concept: a North Star vision for NATO’s future Military
Instrument of Power that includes multi-domain operations, resilience, cognitive work,

and much more.

Panel Key Speaker, Major General Guillermo Cavo, Deputy Chief of Staff Joint Force Deve-
lopment, first set the scene for this panel which was followed over the NLLC22 days hy in-
tensive and productive panel discussions, culminating in the Key Takeaways presented

In February 2021, the North Atlantic Council ap-
proved the NATO Warfighting Capstone Concept
(NWCC) as the Alliance’s warfare

development concept. In conjunction with the
NATO Military Strategy (NMS) and the Concept
for Deterrence and Defence of the Euro-Atlantic
Area (DDA), the NWCC sets out an ambitious, but
realistic trajectory for the development of NATO'’s
military instrument.

The NWCC is a key element in the next genera-
tion of military thinking in NATO. To achieve the
ambitious goals of the NWCC, Allied Command
Transformation is managing the Alliance Warfare
Development Agenda (WDA): a threat informed,
risk and opportunity-based framework aligning the
warfare development activities of NATO and Na-
tions. The WDA is the culmination of conceptual
and planning work across the entirety of the Alli-
ance.

NATO WARFIGHTING CAPSTONE CONCEPT

TI-DOMAIN
DEFENCE

zzzzzzz

|:’WARFARE DEVELOPMENT AGENDA;|

WARFARE

DEVELOPMENT PLAN

E( OUT-THINK | OUT-EXCEL | OUT-FIGHT | OUT-PACE | OUT-PARTNER | OUT-LAST A3

During the NLLC22, the panel discussions on this
topic revealed the need for a strategic alignment
and engagement across NATO, with Allies,
Partners, and other organizations in line with the
Warfare Development Imperatives set out in the
WDA.

The potential NATO LL Policy update / review may
provide some ground for such an alignment from
the LL perspective that could allow for improved



“Gareful consideration
should be givento
unlearning lessons
already learned in the
past [..1 which may not
be applicabie to the
future operating
environment...”

Major General Cavo addresses the NLLC22 audience in the
studio in Lisbon, Portugal.

transfer of knowledge / lessons between Allies and
NATO Entities. Knowledge transfer is very relevant
from the WDA perspective; some Allies can afford
more resources that can advance more quickly in
terms of WDA implementation. As such they
should be able to provide early feedback and ob-
servations to be exploited by other Allies.

The panel discussions also indicated the need to
include feedback loops in each WDA Line of
Delivery to generate checkpoints that will allow for
the capture and sharing of relevant observations,
supporting any review and update of the WDA.

Currently, Simulation and Wargaming activities ap-
pear the most suitable venues with the potential to
identify lessons that can be further considered in
the WDA'’s implementation. The panel participants
also discussed the concept of “unlearning”lessons
already learned in the past or current Alliance op-
erating environment, but may not be applicable to
the future security environment.

Finally, the panel participants agreed on the need
for further investigation of ways, means, roles, and
responsibilities for lessons implementation in sup-
port of the WDA, whereby HQ Supreme Allied
Commander Transformation appears to be the
main Lessons Learned gateway to the Military
Committee and Allies and to be a customer for
specific JALLC Joint Analysis report(s) looking at
the WDA implementation.

Key
Takeaways:

Updating the NATO LL Policy
may provide some ground for a
Strategic alignment and engage-
ment from the LL perspective
across NATO, with Allies, Part-
ners, and other organizations in
line with the Warfare Develop-
ment Imperatives resulting in im-
proved transfer of knowledge /
lessons between Allies and
NATO Entities.

There is a need to include
feedback loops in each WDA
Line of Delivery to generate
checkpoints that will allow for the
capture and sharing of
observations, supporting any
review and update of the WDA.

Careful consideration should be
given to unlearning lessons
already learned in the past or
current Alliance operating
environment, but which may not
be applicable to the future
operating environment as envis-
aged with the WDA.
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The second NLLG22 Panel was aimed at gaining further understanding on how innovation
can support Lessons Learned (LL). Since the JALLC hosted the New Technologies Event in
2018, it has remained dedicated to understanding how new technologies can potentially
make learning lessons easier and more efficient.

The Key Speaker for the second Panel was Dr. Michael Street, Head Innovation and Data
Sciences in NATO’s Communications and Information Agency, who presented his perspec-
tive of how Innovation can support and is supporting Lessons Learned in NATO. The panel
worked with both online participants as well as those onsite to develop their Key
Takeaways.

The panel discussions started with the key question: ~ Recent efforts such as the Defence Innovation
“Why should the Alliance innovate and what does Accelerator of the North Atlantic (DIANA) and the
innovation mean for the Alliance?” The contributions ~ Defence Innovation Fund are proof of the innova-
from the panel members and audience showed that  tion mindset in NATO.

innovation has many connotations and should not
only be understood as a thought, as an idea, but
also as a process. As such, innovation in NATO
does not come down to just technology, but requires
a certain mindset—reflecting the right attitude :
towards technology and innovation—and must . ; ? ; :
follow a correct process, reflecting how we can iden- I thmk,that S the single b,eSt pigce
tify and use suitable technology. Moreover, it's not .. of advice: constantly think about
just the implementation of new technology that can " how you could be doing things
be considered as innovative; implementing a new ~better and questioning yourself.
process can be just as innovative as any new tech- : !

nology. :

In fact, it’s a combination of new technology, the
right mindset, and suitable processes, that reflects

the way NATO will need to innovate in order to "DIANA is a NATO ground-breaking initiative to sharpen the
adapt, stay ahead of its adversaries, and maintain e be ER00 Bl R e and The Defonce.
j[he A”"".‘”Ce s strategic edge. NA.TO C‘?mm!tted to Innovation Fund is a multinational Fund that will help NATO
innovation at the Warsaw Summit, which aimed to to retain its technological edge by enabling investment in dual
identify advanced and emerging technologies, -use technologies of potential application to defence and
evaluate their applicability in the military domain, security. Initial details are available online.

and implement them through innovative solutions
and efforts through a more efficient use of the com-
mon-funded capability delivery process.


https://www.nato.int/cps/th/natohq/news_194587.htm
https://www.nato.int/cps/en/natohq/news_187607.htm

In terms of governance, the highest level
mechanisms in place to promote innovation in
NATO include the Innovation Board (NATO
Enterprise) and HQ Innovation Unit & Innovation
Task Force which follow specific processes to
embed innovation in NATQO’s activities. These
processes are fundamental to usher in innovation,
as technology only makes sense when processes
are updated and up to speed with changing times
and when the right people are able to use the right
new technologies. Given these efforts, NATO must
continue to gain a better understanding of the im-
pact of new technologies such as artificial intelli-
gence and data mining, together with their defence
capabilities, on the Alliance’s current and future
activities.

Questions

L T watch it S8,
happen or be a part of \}.4 PR

Dr. Michael Street takes questions from the online and onsite
audience.

The panel discussions emphasized the Alliance’s
need to train LL experts in data science concepts
that, in addition to learning from individual
observations / lessons, can help extract tacit
knowledge from unstructured data from exercises,
operations, and routine activities using a big data
framework. The ongoing work to develop NATO
LL specialized ontologies and lexicons was also
discussed and confirmed the relevance of the
initial development of the Observation Collection &
Analysis Tool (OCAT). The panel discussions also
revealed the benefits of multinational collaboration
within the Science and Technology Organization
network with regard to identifying lessons,
projects, and new technologies available in or from
nations. Such lessons, projects, and new technol-
ogies could be considered in terms of the capabil-
ity development efforts towards the delivery of the
new NATO LL Toolset, as the main effort within
the Innovation Line of Effort of the NATO LL Capa-
bility Improvement Roadmap (2021 — 2025).

Key
Takeaways:

Innovation implies three
elements: new technologies,
processes, and mindset (as the
main driver). But LL staff need to
be trained with the right skills to
ensure LL innovation is effective.

LL effectiveness is not only about
quantity but also about quality
and organizational changes
leading to improvement.

Lessons coming from projects
and use of new technologies
within national (e.g. US
experience with the next version
of their LL system) and multina-
tional collaboration networks (e.g.
through the Science and
Technology Organization), should
be considered during the
development of the New NATO
Lessons Learned Toolset.

“Lessons Learned
effectiveness is not
only about quantity but
also ahout quality and
organizational
changes leading to
improvement.”
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The panel that looked at lessons from exercises focussed on identifying the challenges
and shortfalls from learning lessons hefore, during, and after an exercise and how these
challenges can he overcome as well as how lessons can he hetter used to improve exer-

cise design.

The main constraint identified, relates to competing time lines and priorities hetween the
Exercise Reporting Process and the NATO Lessons Learned (LL) Process. Key Speaker, Air
Commodore Adrian Hill, DCOS Spt, HQ AIRCOM, reminded the audience of why NATO con-
ducts exercises, highlighting some known challenges and potential solutions to set the
scene for the panel discussions that resulted in the Key Takeaways.

The scene was set by the key speaker who
reminded the audience in the plenary session of the
rationale behind why NATO conducts exercises: de-
terrence, assurance, preparation for Operations
(crisis and war), to improve existing capabilities,
enhance interoperability and standardization, and to
maintain or increase readiness and responsiveness.
However, while the rationale was considered to be
correct, the questions raised during the panel
discussion referred to whether or not the right things
are always exercised.

Given the frequency of NATO Exercises and their
importance to the Alliance and the Allies, the NATO
LL Capability should be engaged to support the
improvement of the exercises and potentially
contribute to addressing some of the related
challenges.

In this respect—based on their NATO-, international,
national-, and personal- experiences—the panel
members discussed several aspects of learning
lessons from NATO Exercises which related mainly
to: leadership’s role in driving the LL mindset in
exercises; lessons collection and prioritization; and
constraints of Exercise Stage 4.
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Logos from NATO Exercises of the Steadfast Series.
Exercises are important tools through which the Alliance
tests and validates its concepts, procedures, systems, and
tactics. More broadly, they enable militaries and civilian
organizations deployed in theatres of operation to test
capabilities and practise working together efficiently in a
demanding crisis situation. You can find out more about
NATO Exercises here.


https://www.nato.int/cps/en/natohq/topics_49285.htm

“Panel participants
unanimously agreed
that the cadence of the
execution of exercises
In conjunction with the
NATO LL Processis
demanding and may
not allow for sufficient
effort invested in col-
lecting
hsyervations."

2 years ofien

Top: Air Commodore Adrian Hill asking a fundamental
question during his presentation on Lessons from Exercis-
es.

Bottom: The panel at work, developing the Key Takeaways
during the NLLC22.

Key
Takeaways:

The NATO LL Process does not
always allow for the time needed
to do LL during an exercise and
initiating the NATO LL Process
for relevant observations.

Reviewing the key NATO
Exercise planning and reporting

documents may provide the
opportunity to innovate, adapt,
and apply lessons, so that
exercise design can ensure
prioritization and collection of
observations during an
exercise.

Innovative ways to show that LL
IS an opportunity to improve the
way NATO works, rather than an
extra reporting burden, may
serve to improve the quality of LL
in exercise reporting.

The panel participants unanimously agreed that the
cadence of the execution of exercises in conjunction
with the NATO LL Process is demanding and does
not allow individuals to commit adequate time for
preparation, often resulting in limited effort

being invested in collecting observations to initiate
the NATO LL Process.

Stage 4 of the exercise process was emphasized
specifically in terms of lacking credible timelines and
alignment for delivering robust analysis products
that could result in better LL throughout the exercise
process. Finally, the panel discussions suggested
the need to bring LL innovation into exercises,
especially by addressing the user requirements for
the new NATO LL Toolset relating to exploiting large
datasets generated during exercises.



This NLLG22 Panel looked at Lessons from Operations and touched upon the changing na-
ture of NATO operations, applying the NATO Lessons Learned (LL) Process in operations,
leadership and the LL Mindset, as well as LL information sharing.

17 Key Speaker Major General Boga Ribeiro noted that the last 20 years of NATO operations

focused on a wide variety of the lower end of conflict intensity ,core tasks, and types of
operations; and that the immediate future for NATO will require preparation for more
complex, wide, intense, and fast operational environments. The panel then prepared their
Key Takeaways hased on the discussion covering a range of related topics.

As the NLLC22 sought to provide a flashback of
two decades of learning to gain insights for the
next five years, the panel engaged in a discussion
of how NATO operations have evolved during this
period to lower intensity conflicts with a focus on
crisis management and cooperative security core
tasks. Consequently, most lessons relate to these
types of operations and led to relevant changes in
the policies, doctrine, and capabilities relating to
these two core tasks.

However, the fast evolving global security environ-
ment and the challenges it poses show that the
Alliance’s future operating environment will drive
the nature of future NATO operations which will
likely involve multi-domain, complex, intense, and
fast operational environments with more focus on
collective defence.

As such, the NATO LL Capability will need to adapt
accordingly and consider in more depth the rele-
vant archived lessons and new lessons coming
from exercises to ensure the Alliance is fully pre-
pared for the nature of new operations.

“..the NATO LL Capability
will need to adapt [..)
and consider relevant
archived lessons and
new lessons coming
from exercises to
ensure the Alliance IS
fully prepared for the
new nature of
operations.”



One of the key challenges discussed by the panel
refers to how to embed lessons in operations’
planning activities. In order to ensure that lessons
are part of the planning process, LL priorities and
guidance should be included in both strategic and
operational level plans, and LL repositories (first
the NLLP and following with national repositories)
should be consulted to identify topical lessons be-
fore an operation.
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General Boga Ribeiro addresses the NLLC22 audience in the
studio in Lisbon, Portugal.

Another challenge pointed out by the panel was the
exploitation of lessons in operations at the speed of
relevance to ensure availability of the right capabili-
ties and successful operational conduct. An opera-
tional commander needs to ensure that observa-
tions are collected and submitted within the NATO
LL Process during an operation, and not just after-
wards.

After discussing other challenges such as those

relating to Leadership and Mindset as well as LL
information sharing, the panel worked to develop
their Key Takeaways.

Key
Takeaways:

This potential future reality of
faster-paced, intense conflict,
should perhaps result in the need
to reconsider the way NATO LL
Capability is employed in opera-
tions such as ensuring the contin-
uous collection of observations
throughout the duration of the op-
eration and not only during after
action reviews.

Providing LL training, advertising
successful LL stories, standardi-
zation, and incorporating new
technologies in LL tools appear
Suitable ways to overcome barri-
ers to LL information sharing re-
lating to mindset, interoperability,
and technical issues.

In operations, an LL mindset and
timely implementation of remedial
actions are critical factors for the
mission SUCCESS.




Tuesday
03 May
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Wednesday
04 May

NLLG22 Agenda

14:00 | Welcome desk for external participants opens
15:00 | Welcome Coffee

15:30 | NLLC Overview and administrative remarks: Mr Stefan Olaru - Research Analyst;
JALLC

16:00 | Panels set-up; workflow; sequence; topics — initial discussions between panel
members.

18:30 | Icebreaker

08:30 | Parallel breakout sessions for panel preparation. Discuss on-site: main topics,
questions, ideas, structure the work and findings

09:45 | Coffee Break

10:15 | Parallel breakout sessions for panel preparation. Discuss on-site: main topics,
questions, ideas, structure the work and findings

11:45 | Lunch Break
13:00 | NLLC Introduction: Mr. Stefan Olaru - Research Analyst; JALLC
13:07 | Welcome to NLLC22: Brigadier General Bogdan Cernat — Commander; JALLC

13:15 | Opening Remarks: General Paolo Ruggiero — Deputy Supreme Allied
Commander Transformation (DSACT); HQ SACT.

13:30 | Invited speaker from Academia: Prof. Michael Roberto — Professor of Manage-
ment; Bryant University, USA

14:00 | Overview of two decades of LL: Ms. Jacqueline Eaton — Principal Operational
Research Analyst; JALLC

14:30 | Ongoing and future efforts within the NATO LL Improvement Roadmap (2021 —
2025): Colonel Giovanni Chessari — LL Branch Head; HQ SACT

15:15 | Individual presentations:

Panel 1: NATO’s Warfighting Capstone Concept (NWCC) & Warfare Develop-
ment Agenda (WDA) — current status; Major General Guillermo Cavo — Deputy
Chief of Staff (DCOS) of Joint Force Development (JFD); HQ SACT;

Panel 2: Innovation in support of LL — Dr. Michael Street; Head Innovation and
Data Sciences in NATO’s Communications and Information Agency;

Panel 3: Overcoming challenges in learning enduring lessons in Exercises; Air
Commodore Adrian Hill - DCOS Support; AIRCOM;

Panel 4: Overcoming challenges in learning enduring lessons in Operations; Ma-
jor General Jodo Boga Ribeiro — Deputy Commander; NATO Rapid Deploya-
ble Spanish Corps (NRDC Spain)

16:45 | Daily wrap-up & Preparation for Day 2: Mr. Stefan Olaru - Research Analyst;
JALLC.

17:00 | Forums open for discussions and individual contributions online with initial facili-
tation.



Thursday
09 May

08:30 | Panel discussions / Parallel breakout sessions: online participants will join the panel
chosen in the registration form via GoToMeeting

09.45 | Coffee Break

10:15 | Parallel breakout sessions: continuation of the panel discussions
11.45 | Lunch Break

12:30 | The Online plenary session was opened- Communication check
13:00 | Day 2 introduction: Mr. Stefan Olaru - Research Analyst; JALLC

13:05 | Invited speaker: General (Rtd) Curtis Scaparrotti — Senior Counsellor, The Cohen
Group, and former SACEUR

13:30 | Panel 1: Takeaways regarding LL in support of the Warfare Development Agenda
14:00 | Panel 2: Takeaways regarding innovation in support of LL
14:30 | Coffee Break

15:00 | Panel 3: Takeaways regarding overcoming challenges in learning enduring lessons
from Exercises

15:30 | Panel 4: Takeaways regarding overcoming challenges in learning enduring lessons
from Operations

16:00 | NLLC 22 Closing Remarks: Brigadier General Bogdan Cernat — Commander;
JALLC

16:10 | Next steps: Mr. Stefan Olaru - Research Analyst; JALLC

16:20 | NLLC Platform open for questions & comments

If you are interested in finding out more about the NLLC22 speakers,
you can download a copy of the NLLC22 Biographies Booklet from the

Classified version of the NATO Lessons Learned Portal.

20 years of learning
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NLLGC22 statistics

98.5% of participants felt the NLCC22 was
very well or well prepared and facilitated.

81% of participants that provided feedback
were very likely to recommend the NLLC to a
colleague next year

239 participants attended the NLLC22 online; 81%
of them indicated that the NLLC should continue to
offer remote participation in the future as well (see
charts right).

W Military personnel

6% Very unlikely

B Civilian personnel

14% Maybe

81% Very likely

Recommending an online component to NLLC
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Comments about the NILEZ22

“The Conference presented a unique opportunity to gather NATO per-
sonnel from across the Alliance, and confront them with speakers
from academia, the private sector and beyond., ] expect many of these
fruitful discussions to lre birought forward in the months to come.”
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“The conference is the main event for the NATO Lessons Learned
Community, and provided insight imto the future of Il”

‘Congratulations fo the NLLC team for the successful Conference! It
was truly well -thought and professionally organized! Despite the
technical challenges of running a hyilrid conference, you managed (o

overcome them in a professional way, well done! “

ONE CONFERENCE

311 registered participants, 22 Entities, 29 Nations



Phone: +351 21 771 7007/8/9
Fax: +351 21 771 7098
E-mail: jallc@jallc.nato.int
www.jallc.nato.int

Visit the NATO LL Portal:
https://nlip.jallc.nato.int




